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TO CURRICULUM FOR THE « COMPUTER ENGINEERING» COURSE OF
PROFESSIONAL DEVELOPMENT AND RETRAINING ACADEMIC STAFF
OF HIGHER EDUCATION

REVIEW

Typical training program of direction "Computer Engineering” is presented on
pages 17 and contains 8 modules.A typical curriculum includes legal framework and
legal university standards, modern educational technology and high pedagogical
skills, use of information and communication technologies in pedagogical process, a
foreign language, the basics of system analysis and application of the decision, the
scientific practical work on the basis of special directions, new methods of creating
education and process, creativity and competence of the teacher, the embedded
system, new  knowledge on information security and  Linux.
The title and content of the curriculum of direction "Computer Engineering"
corresponds to the typical curriculum specialty and educational standards,
qualification requirements to a specialist.

The level of reflection in the standard curriculum of modern science,
technology, culture teaching, as well as recommended by the author of the curriculum
advanced technologies are presentedonthe qualification requirements for the
preparation and improvement of professional skills of the teacher are sufficient.

The program includes the training of teachers of subjects in the field of
education, training and skills development, quality and preparation of the general
qualification requirements and training plans formed the basis of the teaching staff of
higher education institutions in the sphere of modern education and innovative
technologies.The best international practices of effective use of information and
communication technologies in the educational process of the introduction of foreign
language are intensive due to the level of development of their professional skills.
The elevations of the regular activities of the scientific institutions of higher
education are included in training and educational process of organization and

management systems.

Vice rector of ICT, TUIT




TOIKEHT AXBOPOT TEXHOJIOTUSIJIAPU YHUBEPCUTETH
XY3YPUIATH NIEJATOTUK KAJIPJIAPHU KAWTA TAHEPJIALII BA
YJAPHUHI' MAJIAKACHUHH OLIUPULII TAPMOK MAPKA3HJIA
“KOMITbIOTEP HHXKMHAPHHI W” HVHAJIMIIN BYHHUYA VKYB JIACTYPUI A
TAKPH3

Ywby yKys nactypna“Komnbiorep WHKHHHPHHIH” HyHanumu OyHuya Hazapuil Ba
aManui OuIMMIIap Kypcatub YTuirax.

HAacTyp MasMyHu OnM# TaBIMMHMHI HOPMATHB-XYKYKHid acocnapy Ba  KOHYHYMJIMK
HOpMaJiapH, HJIFOp TabJIMM TEXHOJOTHAJIApH Ba NENArOTHUK Maxopar, TabJIUM jKapaéHiapu/ia
ax00pOT-KOMMYHHKAIHsT TEXHOIOTHSTAPHHHI KyJuanl, aManuif XOpuxud TUII, TU3UMIIH TaXJIMi
Ba Kapop KabyJl KMJIMII acociapy, Maxcyc (aHzap Herusuaa WIMHE Ba aMasTdil TaJKUKOTAp,
TCXHOJIOTMK TAPAKKMET BA YKYB >KapaCHWHH TAUIKHI STHIIHUHT 3aMOHaBMi ycny6rapy Gyitnua
CYHITH IOTYKJap, I€NarOrHUHT KacOHH KOMIETEHTIUIH Ba KPEATHBIIUTH, MabJIyMOTJap
GasacuHn GOUTKapHII TH3UMIIApH, axGOPOT XaBOCH3IHIH Ba ANEKTPOH THXKOpaT OVitnya sHru
OuNNM, KYHUKMA Ba MaJTaKaTapUHHU [AKIIAHTHPHULLIHHA Hazapja TyTaJH.

Jlactyp noupacuna GepuiaéTran MaB3ynap TabiuM COXacH Oy#nya nejaror xaapjiapHu
KadTa Taipram Ba MajakaCHHM OLUMPHLI Ma3MyRH. cupaTH Ba YJApHUHT Taléprapnurura
KyHunaguran ymymui manaka tanabnapu Ba YKyB peskanapu acocumia LIaK/UIAHTHPUATaH
6y110, Oy opkanu oNMii TabiMM Myaccacanapu neaaror KQAPJIADUHHUHT coXara oM/l 3aMOHABM i
Tab/IMM  Ba  MHHOBALMA TEXHOJIOTMANIADH, MJIFOD XOPWXKMH TaxpubanapaaH —camapaiu
(ornanannm, axGopoT-KOMMYHHUKALIHS TEXHOJIOTUAJIADUHA YKYB >KapaéHuUra KeHr TaTOMK
OTALI, H€T THJUIADHHHW MHTEHCHB Y3JAlUTHPHUIN NapaKaCHHU OLIMPUIN XUCOOHIra yJapHUHT
KacO MaxopaTvHM, WIMHA (GaoNMATHHM  MYyHTa3am IOKCANTUPULI, ONIMH  TabiuMm
Myaccacanapuia YKyB-TapOus - KapaéHIapUHH TAlIKWI STUII Ba GOLIKAPHLIHK TH3MMIIM
TaxJIujl KUIHIL, LIYHWHTAEK, IEeJarordK BasuATIapAa ONTHMall Kapopjiap Kabyn KHuil
Ortan GOFMK KOMIETeHUMsIIapra sra 63 IuIuIapy TabMAHTaHAIH,

Kafira Taifépnam Ba manaka ommpum HYHATHUMHUHT ¥3Ura XOC XYCYCHSTIapH XaMaa
fon3apb MacajanapuiaH Kenud YHKKaH XoJla JacTypaa THUHITIOBYMJIAPDHUHT Maxcyc  (anjap
Aoupacupars OHIMM, KYHHKMA, Majlaka XaMAa KOMIEeTEeHLHANapUra Ky Hunanuran Tanadnap
TAKOMMJIJIALUITUPHIIM LN MYMKHH.

YMmyman onranga, “KomnpiloTep MHKHHHPHHIH” AyHanMum OYHuuaspaTuirad yKys
AacTyp THHIIOBYMAAD YuyH poinann 6¥nub yKys xmapaéuuna Kyslall yuayH Tacus YTHIaH.

TATY, “Ax6opor Tex#onorusiapn™ CW .
npocgeccopu, T.¢. 1. V 3aiiHuauHOB X . H.
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I. M19n JACTVYP

I. MY JACTYP

Kupum

Hactyp V36exucTon Pecniyonukacu  Ilpesunentununr 2015 #iun
12 wronparu “Onuil TabJiMM MyaccacaJlapyHUHT pax0ap Ba Ieaaror KaJapiaapuHu
KaiiTa Tali€piail Ba MaJlaKaCHMHU OLIMPHUII TU3UMUHU SHA/IA TaKOMUJUIAIITHPHUIILL
yopa-tagoupnapu tyrpucuga’ rtu  [1D-4732-con  dapmMoHUIArH  yCTYBOP
HyHaIMIIap Ma3MyHHJIaH KeIuO YWKKaH XOJja Ty3wiraH Oynu0, y 3aMOHaBHUI
Tajabnap acocwaa KaWTa Talpiaml Ba Majaka OUIMPHUIN >KapaCHJIapUHUHT
Ma3MYHUHHA TaKOMWJUIAIITUPHUIN XaMJla OJIMM TabJIUM Myaccacajlapu MNeaaror
KaJpJApUHUHT KacOMi KOMIIETEHTIIMTMHU MYHTa3aM OIIMPHO OOpUIIHU MakKcaj
Kuiagu. Jlactyp MasMyHH OJIMM TabJIUMHHHI HOPMAaTHMB-XYKYKUH acociiapu Ba
KOHYHUYUJIMK HOpMaJlapH, WIFOP TabJIUM TEXHOJIOTHsJIApU Ba MEJAroruk Maxopar,
TaBJIUM Kapa€Hiapuja axO0opOT-KOMMYHHUKAIMS TEXHOJOTHSIAPUHHU  KYJUIAlll,
aMaJIMil XOPYKUM THJT, TUBUMIIA TaXJIMJI Ba Kapop KaOyJ KUJIHUII acoCIapu, Maxcyc
(dannap Hermszujga WIMHI Ba aMaJui TaJIKUKOTIIAp, TEXHOJIOTUK TAPAKKUET Ba
VKyB apa€HMHM TalllKWJ STUIIHUHT 3aMOHABUN ycnyOnapu Oyiimya CYHITH
IOTYKJIap, TMEJIarorHUHr KacOWM KOMIETEHTIMIM Ba KpPEATHBJIUTH, TJio0al
NHTepHeT TapMoOfH, MYJbTUMEAMA THU3UMIIApH Ba MacodaaaH YKUTHII
YCYJUIApUHU Y3TAITUPUIT OVinya SHTU OWIuMM, KYHUKMa Ba MajaKallapUuHH
IAKJUTAHTUPUIIHYT Ha3apja TyTaJlu.

Ymby pactypna ax0opoT XaBOCHU3IMTUHUHT JOJ3apOJIMTd  Ba yHHUHT
Kpunrorpa@uk XMMOSICH, pyXCaTJIapHU Ha3opatianl yCyJulapu, JIacTypui
MaxcynoTiap XaB(CU3IUTHHU TAAOUK JTUII, aXOOPOTHUHI XYKYKUN Ba TEXHHUK
xuMosicu ycyiuapu, SSL Ba [PSec TapMOK NMpPOTOKOUIAPUHU TaXJIMJIM, CUMCHU3
TapMOKJIapJia axO00poT XaB()CU3IUTMHU TabMUHJIAII Ba yJapjard XaB()CHU3IUK
MPOTOKOJIApH, 3apapKyHaH/1a JAacTypuid BOCUTAJIApPHUHT CTAaTHK TaxJIMIU Ba Java

JACTypJanl TUJuAa XaBPCu3 JaCTypIapHH UILIA0 YUKUIIT Oa€H ITHIITaH.



I. M19n JACTVYP

MoayaHMHI MaKcaau Ba Basudaaapu

AXO0pOT XaBPCU3IUTH MOAYJIMHUHI MaKcaa Ba Bazudanapu:

— TUHTJIOBUMJIApra axO0opoT XaB()CU3IWTMHU TabMUHJIAII OWIaH OOFJIUK
MacajajapHd CUHMINJA axOOpOT-KOMMYHHUKAIMS TH3UMIIApUIA axOOpOTIIapHU
XUMOSUTAIl TEXHOJIOTHSUITAPUHUHAT YPHU Ba UCTUKOOJUTH WyHaNMIiapu mpodrumra
MOC OWJINM, KYHMKMa Ba MaJlaKaHU TabJIMM CTaHJapTUAa Tanad KWIMHTaH
OMIIMMITApHU IAKJUIAHTHPHUIIIND;

— ax00poT XaB(PCUBIUTH TYINTyHYACH, YHU KYJUIAHHII COXACH XaMjia axOoopoT
XaB(QCU3IUTMHA TabMUHJAII dYopa TaaOuUpiiapu, yCyJlapu Ba BOCHUTaJApUHU
TaxJIUJI KAJIUO yJap acocuja ax00pOoTHU XUMOsIal KOOMIUSATIAPUHHU dralialll;

— axO0OpOT-KOMMYHHKAITMOH TH3UMJIAPDHU CcaMapaid XUMOsUIalll yCyJd Ba

BOCHUTACHHH TaXJINJI KMJINITTaH I/I60paTI[I/Ip.

MoayJi 0yii4a THHIJIOBYMJIAPHUHT OMJIIMMH, KYHUKMACH, MAJIAKACH Ba

KOMIIeTEHIUSUIAPUIra Ky HMJIaJurad TaaadJaap

“Ax00poT XaBpCU3NUTH’ KYpPCHUHHU V3JAIITHPUIN KapaCHUAA amaira
OIIMPHUJIAUTaH Macajajaap JoOupacua:
Tunriaouu:
— ax0opoT XUMOSICH, XUMOSUIAaHAJAWraH OOBEKTIap, TaXIuJjap Ba yiapra
KYTWJIQIUTaH TAbCUPJIAp XAKUOA macaseypza 32a Oyauuiu;
Tunriaouu:
— ax00poT XaB()CUBIUTU TAabMHUHOTHUHUHT 3apypUil TEXHOJIOTHS Ba XUMOS
BOCUTAJIAPUHHU TAHJIAILL;
— ax0opoT YMKUO KeTaJUTraH TAIKWINK Ba TEXHUK KaHAJJIAPHU aHUKJIAIIL;
— TAIIKWIOT XaB(PCUBIMK CUECATUHHU SIPATUI KPHUKMAapuza 32a oyaumu;
Tunriaouu:
— Mebépuid Ba ¢aBKysIoa BazusATIapaa ax00pOT XaBPCUBIUTUA TUZUMIIAPUHU

TallIKUJINHU,




I. ULIYM TACTYP

— MHTEJUIEKTyal MYJK Ba MYyaJUIM(QUUK XyKYKHHH, JaBiarT (aoJUSATHUHUHT
TypJH coxXajapuaa axOOpOTHU XMMOSIAIl IPUHLUILIAPU Ba YCYIJIapUHU;

— ax00poT XaBPCU3IUIU COXACH]IA ACOCUIN XYKYKUI MEBEPIIApHU Ouauumiu 6a

yaapoau ¢oiioanana oaumuiu 103uUM.

Moay/iHH TAIIKWI 3TUII Ba YTKA3UII OYHUYA TaBCHSJIAP

“Ax00poT xaBpcH3MMIU® KypCH Mabpy3a Ba aMalluid MalIFyJjaoTiap
IaKauAa oo Oopuiaay.

Kypcaun ykutuin skapa€Huga TabJIMMHUHT 3aMOHABUWA  METOMJIApH,
NEeJaroruk  TEXHOJOrusjap Ba  axOOpPOT-KOMMYHHUKAIUS  TEXHOJIOTHsIapy
KYJUIAaHWIWIIY Ha3apAa TYTUITaH:

— Mabpy3a Japciapuia 3aMOHaBUN KOMIIBIOTEp TEXHOJIOTHSUIapU €paamuia
MPE3CHTAIMOH Ba 3JIEKTPOH-TUIAKTUK TEXHOJIOTUsIIAp/IaH;

— VTKa3WIaAuraH aMaJiiii MalFyJIoTiIap/a TEXHUK BOCHTAalIapAaH, dKCIpecc-
CYpoBiap, TECT CYPOBIIAPH, aKIUN XYKyM, TYPYXJH (QUKpiall, KUYUK TypyXJap
OWIaH WIIAII, KOJJIOKBUYM YTKa3uIll Ba OOIIKAa UHTEPAKTUB TAhJIUM YCYUIAPUHHU

KYJUIaIl Ha3ap/a TyTHIIaIH.

MoayJHHMHI YKYB peajarud 001mKa MoayJ/uiap Ou/jiaH OOFJIMK/IMIM Ba

Y3BHIJIUTH

“Ax060poT xaBhCcU3IUTU’ MOIYJIH Ma3sMyHH YKyB pexanaru “OnepanuoH
TU3UMJIap” Ba “INEKTPOH XyKyMar’ YKyB MOAYyJIapu OWsiaH y3BUM OOFJIaHTaH
X0JiJla TeNarorJIapHUHT ax0opoT XxaB(cuznuru Oyiimya KacOUl mMemaaroruk

Tal€prapivk JapaKaCuHUA OLIUPHUIITa XU3MaT KWIAIN.
MoayJ/ITHMHI 0JIMHA TAbJIUMIAr YPHU

MoaynHu V3IamTUpUIl OpKadld TUHTJIOBUMIIAD axOopOoT XaB()CHU3IUTUIATH

Tax U] Ba XyKyMJIApHU TaxJIUJI KUIUII, ax00poTHU mudpamn Ba aemudpiaiHu



L. ULLIYU JACTYP
ypranuii, amanaa Kyijgam Ba axOOPOTHH XMMOSUTAHTaHJIMTHHM OaxoJalira JI0up
KacOuil KOMIIETEHTJIMKKA 3Ta OyIaaumiap.

Moaya Oyimn4a coatjiap TAKCUMOTH

THHITIOBYHMHHHI YKYB
IOKJIaMAacH, coaT

Ayauropust
yKysB

HOKJIAMACH
Mopaya maB3yJiapu

JKyMJIaIaH

= )=

XamMmMacu

Kamn
MycTakui TabJauM

Ha3zapmu
AMaim
MAaIIFYJO0T

1. | AxGopoT xaB()PCU3TUTMHUHT aHbAHABUI
TAMcOJUIapu.  Ax6opor xaBdcuznuru
cuécatd. XHUMOS THU3UMHUHM JIOMMXAJIall
Ba aMajira OIIUPHII OOCKUWIAPH.

2. | AxOopoTHH XUMosLIaIaa
KpunrorpagussHuHr  YpHU. CUMMETPHUK
ook mudpram anroputMiaapu. OUuK
KJIUTIU mudpram aaropurmiapu. XoIil
dbynkuusuiap Ba OPU  anropurmiapw.
DIEKTPOH pakaMiIM UM30 aJITOPUTMIIAPH.

3. | Ayrentudukanus Ba UIACHTHPHUKAIUSI
ycyiutapu. PyxcatinapHu Hazopatiarl.
Tapmoknapapo 3kpaH. XyXyMJapHHU
aHUKJIAl TU3UMIIAPH.

4. | Conna ayTeHTU(UKaIHsIIAIT
MIPOTOKOJUIAPH. CummeTpuk Ba
acCUMETpUK mu(piamra acocjlaHraH
npoTokosap. SSH nporokosiu.

5. | HacTtypuii MaxcynoTiap XaBGCHU3IIUTH.
Hactypuii MaxcynoTiapaa MaB¥Ky/Jl
sauduuknap. Jactypuit MaxcynoTiapHU
ApaTULL.

Kamu: 30| 26| 10 | 16 4
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HA3APUI MAUIFYJOTJIAP MASMYHHA

1 - maB3y: AX00poT XaB(CU3TUTHHHUHT 10J13ap0JIMTrH

AXO0poT XaBPCHUBIUTH TyIIyHYacH. AXOOpOT XaBcusnuruma 3audiuk,
TaxJUJl Ba XYXyM TylIyHYanapu. AXOOpPOTHH TamKui 3TyBUMiIapu. AXO0poT
OyTynnurd,  Maxduinurn  Ba  (doimananyBuannurd.  MaeHTudukanus.
Aytentudukaius. ABropuszanusi. AXOOPOTHH XUMOSJIAII YCyJapu. XYKYKuH
xuMosi. Tamkunuii xumosi. MHxxuHep-TeXHuk xumos. [actypuil xumos. Amnapar
xumosi. Tapmok xaBdcuznuru. OmnepanuoH Tu3uM xaBdcuznuru. Jlactypuit
MaxcCyJoTJIap XaB(CUBIUTH.

2 - MaB3y: AXOOPOTHMHI KPUNTOrpPaguK XUMOSICH

AXOOpPOTHUHI KpunTorpauk XuMosicd. AXOOpOT OyTYHJIUTMHH XHUMOSJIAII.
Ax6opot Max(pUIITUTrUHA XUMOsLIAII. Mudpnam QJITOPUTMJIIAPH
kinaccupukanusicu. CuMMeTpuk mudpram ycymiapu. ACCUMETpUK Iupiain
ycymiapu. Xom  QyHKuusmap. OJEKTPOH pakamyld HMM30  alrOpUTMIIApH.
Kanutnapau OomIKapHIll TUZUMIIAPH.

3 —maB3y: Pyxcatiapuu Ha3opatJjam

Unentudukanus. AyrteHTuduUKaus. ABTopusizanus. AyTeHTU(UKAIUSL
ycymuapu. [lapommap acocuma ayrtentudukanus. CmapT Kaprajnap acocuja
ayreHTuukanus. buomeTpuk  Xycycusariaap — acocuja  ayTeHTU(UKAIUS.
Pyxcatmapau Haszopammam. bomkapum mozpemnapu. Tapmokiiapapo 3KpaH Ba
YJIAPHUHT Typaapu. XyXKyMJIApHU aHUKJIAIl TU3UMIIAPH.

4 —map3y: XaB(CU3IMK NPOTOKOLJIAPH

[Taponnapra acocmanran ayTeHTHU(UKAIWIANL MPOTOKOoJUIapu. Tacomuduit
COHJIap Ba BAKT MapaMeTiapura acociiaHraH ayTeHTU(UKAIUsIIAII alrOPUTMIIAPH.
SSH npotokonu Ba ynuHr Baszudacu. SFTP mporokomu. Kepbepoc mpoTtokomu.
SKEY mactypu. Auddu-Xenman kanutiapHu aJMamdHUAII TpoTokomm. Humxem-
Ipénep npotokonu. XaBdhcuz Command-shell. Port forwarding.

5 —mag3y: Jlactypuii MaxcyJoTiap xaB(cusiauru

Hactypuii maxcynoriap xaBdcuzmuru. OrmnepanuoH TH3UM XaB()CU3IUTH.
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Jactypnam TWITApUHUHT XaBPCU3MMK Taxjuiau. JlacTypuil MaxcynoTiapra
TeruuUIM 3audiaukiap Ba Taxauaiap. XoTupaHuHr Ttynu0 tomumu (Buffer
overflow). Vpragan Typu6 y3raptupum. Te3kop Mypoxkar mapT Taxammm. SQL
WHEKCHs. 3apapKyHaHJa AacTypiapHUHr Taxjwid. Cojajna CTaTUK TaxXJIMJUTall.
Coana AMHAMUK TaxXJIMJIAL.

AMAJIMA MAIIFYJIOTJIAP MA3SMYHHU

1-amanuii MamIFyJaoT. AXOOPOTHHHI XYKYKH Ba MyXaHINC - TEXHUK
XHUMOSICH

Ax0opoT xaBpcuznmuru cu€catu. AXOOPOTHUHI MYXaHJIUC TEXHUK YCYIIH.
TexHuK XUMOsSI BOocHTaapu. AXOOPOTHUHI TAIIKWIMA XUMOSICU. AXOOPOTHUHT
YUKUO KEeTUI KaHaiapu. AXOopoT xaBhCcHU3IUTH OYiinya XaJlkapo cTaHaapTiap.
Tamkunmi TAbMUHOT.

2-aMaJInii MAIIFyJI0T. AXOOPOTHH MaX(UJINTMHA TABMHUHJIALI
yeyJuiapu

Comna cuMMeTprK mudpiam yeyuiapy. Llesap yeymm. YpuH arMamTipy
muppnapu. YpHura Kyitmm mmdprapu. YacToTaBuii TaxJMI yCyTH. 3aMOHABHI
mudpaam  anroputmiapu. DES mmdpnam crangaptu. RSA oumk kanutiaum
mudpaam  yeynu. Oxumian mudpram  ycymmapu. AS/1 okumum  mmdpoa
QJITOPUTMH.

3-amaJuii MamryJaotT. TapMokiIapapo SKpaHHU YPHATHII BAa CO3JIAII

TapMoxknapapo 3kpaH TEXHOJIOTHACH. TapMOK XHMMOSICHAA TapMOKJIapapo
’KpaH BocUTanapujgaH  (Qoipamanum.  Tapmokmapapo dKkpaH  TypJapu.
TapMokslapapo »KpaH BOCHTAJapUHU YpHATHII Ba co3jaml. SHru Kowpanap
spatunl. TU3UMHU Ha3opaTJaml.

4-amanuii mamryJaot. SSL Ba IPSec TapMok npoTokoJin.
TCP/IP mpotokonuga maBxyn 3audiaukiaap. SSL TapMOK HPOTOKOJIH Ba

yHUHT Basuach. Yprara TypraH oaM XyXyMH. SSL NpOTOKOIMHM CO3JAIL.
X.509 cepruduxaru.
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S-amaymid MmamryJjaoT. CUMCH3 TapMOKJIapAa ax00poT xaB(CH3JINTHHH
TABMUHJIALL.

CumMcu3s Tapmokaa MaBxy[ 3audaukiap. CuMcns TapMokaa (oiianaHuirad
xaB¢cuznuk npotokoiapu. WEP mporokonmu. WPA Ba WPA2 nporokomnapu.
CumMcus TapMokiapaa ¢oiinananuiiga Oepuiiagurad XaBQCU3INK TaBCUsLIapH.

6-amanuii Mmamrya0T. 3apapkyHaH/a AacTypuii BOCUTAJTapHH
TAXJINJIJIALL

3apapKyHaHJa JacTypud  BOCHTajlap. 3apapKyHaHAa  JacTypJlapHU
taxamwutam. Cratuk Taxawia. JIuHaMuk Taxiawi. 3apapKyHaH7Ja JacTypiapAaH
“karopiapHu (strings)” anukimam. Kanbaku Ttapmok. IDA Pro pactypuna
3apapKyHaHJa JacTypiapHu rokmam. JlusaccemOepnam. Teckapu MyXaHIUCIHK
WH)XHHUPUHTH.

7-AManuii MaIIFyJIo0T.
Java pacrypJaam Tuianaa xaB(pcus 1acTypJIapHu ApaTHII

JlacTypiiap TUJUTApUHUHT XaBPCU3JIMK TaxXJIWIW. Java gacTypiiail TUIUHUHT
Ty3yJIMILY Ba UMKOHUSTIApU. Java AacTypJiail THIWIA MaBxy[l 3audaukiap. Java
JacTypiam  TuiuAa XaBpcusz gacTypiam  KyHUKMaaapH. Kommuisiius.
Tpancnarop. Uutepnpurarop. bunap kon. Java mmardgopmacu. Java xaBhcu3IMK
dbpeitmBopku. UMTHEI NN KO1ap.

8-Amasuii MalIFyJIoT.
OnepanuoH TH3UM XaB(CU3IUTH

3aMOHaBUH omepauroH TU3uMiap. Askpatuul. PyxcarinapHu OOIIKapHIL
Xotupa xumosicd. Mmonunu omnepanuon TtuszuM. Cermentnam. Caxudanaphu
pakamiam. Wmonunu sxoit. Jlokan xaBdcuzmuk cuécatu. [lapommap cuécaru.
Aynut cuécatu. Jactypuil TabMHMHOTIapHM OOIIKapuIl Ba YEKJIall CHUECATH.
Windows oneparyion TH3UM TapMOKJIapapo SKpaHHU.

YKUTHI ITAKJIJIAPA

Maskyp Moy OVitnda KyiHuaara YKUTHIN [akJlapyuaad Goigaianuiaiu:



Mabpy3ajap, aMaJiuii MaiFyjioTiaap (MabaymMoT/Iap Ba TEXHOJOTHSUIAPHU
aHryaad OJIMIN, aKJIMM KU3UKUILIHU PUBOXJIAHTHPUIL, Ha3apuidl OUIMMIIapHU
MycCTaxKamJiaill);

naBpa cyxOariapu (KypuiaéTraH joinxa edumiapu OViinua Takiudg Oepuri
KOOMJIMSITUHYU OITUPHIII, IIUTHUII, HAPOK KUJIHUII Ba MAHTHKUK Xysocajap
YUKAPUIII);

O0axc Ba MyHO3apayiap (oWuxanap ednuMu OyinYa Janwiiap Ba acOCIH
apryMEHTJIApHU TAKJAUM KHWIHWII, SIIATHAII Ba MyaMMOJIap €YMMUHU TOTHIII
KOOUJTUATHHYU PUBOYKJIAHTUPHIII).

BAXOJIAILI ME3OHHU
Maxkcuman
0 b "

No axoJiam TypJapu G 30X

1. Keiic Tonmmpukinapu 1.2 6ann
M

2. YeTart A 2.5 0.5 Gam
TOIIIIUPHUKTAPU

3. AmManuii TONmupuKIap 0.8 6amn
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II. MOAYJIHU YKUTUIIJA GONTATTAHUIA UL AH UHTEP®AOJI TABJIMM METOJIJIAPU

1. MOJIYJIHU VKUTHIIJIA ®ONIATAHUIAIMTAH UHTEP®AOJ
TA'BJIMM METO/UIAPH

“SWOT-Taxjinia” MeToaun

MeToaHMHI MAaKcaaM: MaBXKyJ Hazapuil Ounumiap Ba amaiui
TaxpuOanapHu TaxJIUJI KWIHI, TaKKOCHall OpKAIM MYyaMMOHHM XaJl 3THII
UynnapHu TOMMINTa, OWIMMIIAPHM MyCTaxkamJjall, TakKpopJiami, Oaxosaiira,
MYCTaKWJ, TaHKUAUM (UKpIANTHU, HOCTAaHAAPT Ta(paKKypHU MIAKIUIAHTUPHINITa
XW3MAaT KAJIA]IH.

S — (strength) * Ky4Id TOMOHIIApH

W — (weakness) * 3au, Ky4uCcHU3 TOMOHJIApH

O — (opportunity) * UMKOHHUSTIapH

T — (threat) * TYCHKJIap

Hamyna: AxOGopot xaBdcuznuruna ¢oiinananunrad ycymiapauar SWOT
TaxIWJIMHU yIIOy JKaJBajra TYITUPHHT.

AXOOpOTHHU XUMOsUTall YCYJUTAapUHUHT | AXxOopoT xaBdcuznuruaa Kymiad
S MaBXKYIJTATH XUMOSl  ycyimapu  OynmmO,  ymap
Ooupranvkaa GoimanaHuIaIn.

XuMmos ycynapuaa 3audiukinapad | bup  Xxumos  ycynga  MaBXKy[Q
W oynuim KaMUYWIUK OyTyH TH3UM XaB(CHU3-
JIUTUra TabCUP ITUILN MyMKHUH.

Xumos ycynnapuaad poigananran | AXOOPOTHUHT TYJIWK XaB(CU3IUTH

O
X0J1/1a OJIMHTaH UMKOHUSATIIAp TabMHUHJIAHAH.
Tycuxmnap (Tamkm) AxOopoTHH  WyKonummra cabab
T OynyBuM aTaiimH €ku OumiIMacaaH

Typuo amasra OIIUPUIITAH
TaxXIUJIAPHA MaBXKYIJTUTH.




II. MOYJIHU YKUTUIIJA GONMTATTAHUIAIUT AH UHTEP®AOJI TABJIMM METOJIJIAPU

XyJocaaam» (Pe3trome, Beep) meroau

Metoauuur mMakcaaum: by MeToq Mypakkal, KYNTapMOKIH, MYMKHH
KaJap, MyaMMOJM XapaKTepuJard MaB3yJapHH VpraHuiira KapaTHITaH.
MeToAHUHT MOXUSITH IIYHJAaH MOOpaTku, OyHJa MaB3yHUHI TYpJd TapMOKJIapu
Oyitnua Oup xuin axO60poT Oepuiiaau Ba allHU MalTIa, YIapHUHT Xap OMpHU anoxuaa
acmeKkTiapaa Myxokama JTuinaad. MacajnaH, MyaMMO MKOOWMH Ba camOuit
TOMOHJIapH, ad3ailTuK, (pa3uiaT Ba KaMuWiIuKiIapu, Goiiga Ba 3apapiapu Oyiinda
ypranunaau. by wuHTepdaonm MeToj TaHKUIAWH, TaXJIWIAKA, aHUK MaHTHKAN
bukpnamHn  MyBaddaKUATIAM  PUBONKIAHTUPHILNTAa XamJaa  VKyBUMJIAPHUHT
MYCTaKWJI Fosiapu, (pUKpiapuHu €3Ma Ba OF3aKd IIaKjiAa THU3UMIM Oa€H STHll,
XUMOsI KWJIWINra WMKOHUAT spaTagu. “Xyjocanam’  METOAHMIAH Mabpy3a
MaIFyJI0TIAapUaa WHANBUAAYAT Ba Ky(QTIUKIApAard Wl IIaKiIuaa, aMaldid Ba
CEMUHAp MAIFyJIOTIapua KHUUK TypyXJapAard Wil IIaKIuaa MaB3y F03acujaH
OMITUMIIApHU MyCTaxKamJjall, TaxJIWiIM KWJUII Ba TaKKOCTall Makcaauaa
doimaTaHnI MyMKHH.

MeTtoanu amaJjira olmIMpuin TApTUON:

TPEHEP-YKUTYBUU UIITHUPOKYMIAPHU 5-6 KHIIMJaH HOOpaT KUUMK rypyxJjiapra
axparaau;

TPEHUHT MaKcajy, lapmIiapy Ba TApTHOU OMJIaH UILTHPOKYMIIAPHU
TaHULITHpray, xap Oup rypyxra yMyMuil MyaMMOHHU TaXJIMJI KUITMHUILN
3apyp OyiraH KucMJIapu TYIIMPWITaH TapKaTMa MaTepuasylapHu TapKaTaiu;

xap Oup rypyx y3ura Oepujiran MyaMMOHH aTpoduinya TaxJ i KUiuo, ¥3
MyJoXa3ajJapuHU TaBCUs STUIAETraH cxema Oyitnua Tapkarmara €3Ma OaéH
KWIAH;

HaBOarmaru 6ockuyna O6apya rypyxjap y3 TaKIUMOTIAPUHHU YTKa3aaumap.
[IIynnaH cyHr, TpeHep TOMOHUIAH TaxXJIMIap YMYMIIAIITUPWIAIU, 3apypui
ax0opoTJIp OUIIaH TYJIIUPUIAIA Ba MaB3y SIKyHJIAHAIH.

Hamymna:
AXOOpPOTHM XMMOSLJIAII YCYJLJIApH
TamkuInid XuMos XyYKyKHil XUMOs Kpunrorpaguxk xumosi
adzammru KaMYHUJIUTU adzammru KaMYHJIUTU adzammru KaMYHJIUTU
XyJoca:
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“AccecMeHT” MeTOaH

MeTOAHMHI MAKCAAU: Ma3Kyp METOJ TabJUM OJYBUHJIAPHUHT OWINM
JapakacuHW —0axoJjiall, Ha3opaT KWIWII, Y3JalITHUPUII KYpCaTKUYMd Ba aMalluid
KYHUKMAJIAPUHH TEKIIMPHUIITa HyHANTUpWITaH. Ma3Kyp TEXHHKA OpKaJlIH TabJIuM
ONYBUMJAPHUHT  Owium  (HaonuaTd Typiaud  HyHanumap (TeCT, amMaiuid
KYHUKMAJIap, MyaMMOJM Ba3uATIApD MKW, KUECUM TaxJIWJI, CUMIITOMJIAPHU
aHMKIam) Oyitnua Talxuc KWIMHAIN Ba 0aXxoIaHaIu.

MeToaHu amMaJira OIIMpPUII TAPTHOM:

“AccecMeHT” NapJlaH Mabpy3a MalFyJoTJIapuja TajabalapHUHT EKU
KATHAIIYWJIAPHUHT  MaBXKyld  OWIMM  JapaXaCUHU  YpraHumiua,  sSHTU
MabIyMOT/IapHU OaéH KWIMILIA, CEMUHAp, aMalluid MaIFyJoTJapAa 3ca MaB3y
€Kl MabJIyMOTIIAPHU Y3IAMITUPHUIN JapaKaCuHU OaxoJjall, IMIyHUHTICK, Y3-Y3uHU
Oaxonaml Makcaauja WHIMBHIyal IIaKiAa  (QoljganaHWIl TaBCUA ITHIIAJIN.
[IlyHuHTIEK, YKATYBUMHUHI WXXOAWM EHJAIIYBM XaMJIad YKyB MAaKCaJJIapHUJaH
KeJInO YMKUO, acCeCMEHTra KyIMM4a TONIIHPUKIAPHA KUPUTUII MYMKHUH.

Hamyna. Xap Oup karakgaru Tyrpu xaBoO S5 Oamn €ku 1-5 Oanraya
0axoJIaHUIIA MyMKHH.

> 4 Tect Kuécuii Taxjamni
P ' ¢ 1. AXOOpOTHHM TaLIKHJI XUMOsl yCy/UTApDUHUHT
/\/\;" 3TYBYH XyCYCHSATIAPH KUECHH Taxyuiu ?
COHHU ?
« A3
- B.4
e C.2

AMaJMHi KYHUKMA

f TymyHn4a Taxjauiamn
/\) * OPH kuckapmacuHu XaB(cuznuk cuécaruHu
Makcaau ?

HU30XJIaHr...

“TymyH4yajap TaxXJIuau” MeTOoan

MeToaHUHT MaKcaaM: Ma3Kyp MeETOJ Tajabanap €KW KaTHaITIMIIapHU
MaB3y OylHuYa TasHY TYIIyHYAJApHU Y3IAMTUPHIN JapakKaCHHUA aHWKJIAII, V3
OMIIMMITAPUHU MYCTAKWJI PaBHUIIIA TCKITUPHII, OaxoJiall, ITyHUHTICK, SHTH MaB3y
Oyiinya pgacTinabkd OwiumiIap JapakacMHU TalllXUC KWIUII — Makcaaua

KYJUTAaHWIAH.




II. MOYJIHU YKUTUIIJA GONMTATTAHUIAIUT AH UHTEP®AOJI TABJIMM METOJIJIAPU

MeTonHu amanra OUTUPHII TAPTHOH:

® WINTUPOKYMIAP MALIFYJIOT KOUaJapy OUilaH TaHUIITHUPUIIAIN;

e VKyBUMJIapra Mam3yra ¢ku 0oOra Terumuid OyiaraH cys3iap, TylIyH4ajap
HOMHU TYIIUPUIITAH TapKaTMayap oepwinaau ( MHAUBUAYAJ €KU TYPYXJIU TapTHO/1a);

e VKyBUMJIAp Ma3Kyp TyIlIyHUajlap KaHJall MabHO AaHIVIATUIIM, Ka4yoH,
KaHJ1ail xoJaTiap/ia KyJUIaHWIKIIN XaKuaa €3Ma MabliyMoT Oepaiuiap;

e QeiruiaHTraH BaKT SIKyYHUTa €Trad YKUTYyBUM OepWiIraH TyHIyHYaJapHUHT
TYTpH Ba TYJIUK U30XUHH YKUO SIUTTHPATN EKH CIai OpKaTd HAMOWHIII dTajH;

e xap Oup MIITUPOKYM OCpUITAaH TYyTrpH >kaBoOiap OWIIAH Y3WHUHT IIaXCUI
MyHOCa0aTUHU TaKKOCHaNIM, hapKIapuHU aHUKIAau Ba Y3 OWIMM JlapakacUHU
TEKIIUpHO, Oax oIl Iu.

Hamyna: “Moaynaaru TasHd TylIyHUYJIap TaX IMIA

Cu3HuHrya 0y TylmyH4ya KaHjaau Kymumua
TymyHnuaaap yAIymy Y
MabLHOHHM aHTJaTaam? MabJIyMOT

andk Tuzumaa MaBxys OVIran KaM4UmuIIvK.

Magxyn 3auduvk HaTvkacuga OVIuIm
Taxonn MyYMKUH OyiraH, amajira oIIMaraH

XYKyM.
Bupyc 3apapnu gacryp.

bupop anroputm acocusia 04uK
[udpnarmr MabJIYMOTHH TYLIyHAapCHU3 KYpUHHUIITA

YTKa3HI KapacHH.

MasbnymoTHU mudpiamniga Ba
Kanut nemmdpnamga dhoiganaHuIaIuraH

KaTTaJIMK.

XaBQUCUBIUKHM  TabMUHJANI  Y4YyH
XaBdcusnuk cuécatu Oaxapuiaauran dYopa — TaaOupiap

WUFUHINCH.

baxapunuimm kepak Oyiarad UIIapHUHT
[IpoTokon P pax by P

KETMa — KETJIUTH.

M30x: NkkuHYM ycTyHUara KaTHaIIdujaap TOMOHHAAH (DUKP OWIAUPUIIAJIN.
Ma3skyp TylryHyanap Xxakuja KylnuMiya MabJIyMOT IJI0CCapHiiga KEITUPUITAH.
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I1I. HA3APUI1 MATEPUAJIJIAP

I11. HABAPUH MATEPHUAJLJIAP

1-maB3y: AXO00pOT XaB(PCU3TUTHHUHT J0J13aPOJIUTH.

Peixa:
1. AxGopoT xaB()hCU3IUTH TYIIYHUACH.
2. AXO60pOT XMMOSICH.
3. AXO0poT XaB)CHU3TUTH CUECATH.
4. AXOOpOTHU XUMOSIJIAI yCyJUIapH.

Tassnu ubopanap: ax6opom, xasgcusiux, 3augaux, maxouo, XyHIcym,
OYMYHIUK, OUOANAHYBUAHIUK, MAXPUUIUK, UOeHmuUDuKayus, aymeHmuguxayus,
aemopuzayus, XyKyKuil Xumos, MAWKUIUU XUMOs, UHICUHEP-MEXHUK XUMOs,
oacmyputi XUmos, anapam Xumos, Mapmor Xasgcusiueu, OonepayuoH Mmusum
xasgcuznueu, 0acmyputi Maxcyiom xas@cusiuu.

1.1.Ax00poT xaB(CU3IUTH TYIIYHYACH

YMymxkaxoH ax0opoT riobaianryBy kapaéHiapu ax0opoT-KOMMYHUKAIIHS
TEXHOJIOTUsJIApUHU HadakaT MamanakaTiap MKTUCOAMETH Ba OOILIKA coxajapuja
XKOpUW ATHIL, OadKkh axOOpOT TU3UMIIAPU XAB()CHU3IUTMHU TAabMHUHIAIIHUA XaM
TaKazo 3TMOKJA. AXOOPOT TEXHOJIOTUsJIApUHU XaETUMU3HUHT Xap Oup >kabxacura
KupuO OOpHIlM, WHCOHJAPHUHT axO0opoTra OynraH TalablapuHU OPTHUIIH,
ax00OpOTHU MYXUMJIMK Japa)KaCUHU OPTHIIUTA OHO Kenaau. byHuHT HaTHxacuaa
sca, axOOPOTHU KYJIra KHPUTHINTA KapaTWiraH XaTTH-XapaKaTiap MUKIOPU OPTHO
kenmMokna. by oaca ¥3 HaBOGatmaa xap >kabxaga axOopoT XaB(CHU3IUTHHU
TabMUHJIAII JOI3apOIUTHHHI OUIIANpaIu.

AX00poT XaB(CU3JIUTMHUHT AHbAHABUHA TUMCOJLIIAPH

AXO0pOT XaB(CHUBIUTK MAbIyMOTJIIAPHU XUMOSUIAIl YCyJUlapu OujiaH
myryjaHagn. AxO6opot xaBdcu3nuruja aHabHaBUM TUMcosutap cudaruaa 1.1-
pacMaa kypcatwirad, Anuca, bo6 Ba Tpumu omunran 6ynu6, Anuca Ba bo0
KoHyHUH (orinananyBunnap €ku “‘ssxmm omamiap”’, Tpumam sca Oy3ryHUM EKU
HUSATH Oy3yK OJ1aM.

Xasgpcusnux coxanapu. AXO0poT XaBOCHU3IUTMHU TabMHUHIAI Oapua
coxaljiapjia amajira omupuiano, yaap acocaH Kyhuaaruiapra OyIuHaIu:

— Tapmok xaB(cuznury;
— Web na xaBcHU3ITUKHY TabMHHJIALLL;



I1I. HA3APUI1 MATEPUAJIJIAP

— HWnoBa Ba onepannoH TU3UM XaB()CU3IIUTH.

Axbopom  xasghcuznueu  Myammonapu. AxOopotr  xaBdcuzauruaa
MyaMMoJiap Typu Kym OVnu0, ymap acocaH Kyiujaru cababiapra kypa Keauo
YHKAIH

— Kym 3apapin, XxaTosm JacTypiiapHu MaBKyUIMIH,
— Hustu 6y3yk doiigananyBuniapHu MaBxy ITUTH;
— Couman MHXWHUPUHT;

— ®usuk XxuMos 3auINKIapu Ba XakK.

\

/
~a
o
L 4

Tpuzui

1.1-pacM. Ax60poT xaB(PCU3IUTU TUMCOIIAPU

AXO0poT XaBPCHU3MUTHIA MyaMMOJApHHU OPTHIINUra acocaH KyWuaaruiap

MOTHUBAIMS OYJIUIITN MyMKHUH:
— @doujga;
— Teppopusum;
— XapOuit coxa Ba Xax.

Ax0OopoT xaBdcHU3mUruga MaBXyJ MyaMMoJjap XaB(IWIMK Japaxacura
Kypa: 3auyvK, Taxua Ba Xy>KyMra ojin0 KeayBuuiapra OYJIUIyd MyMKHH.

3aughrux — Oy TU3MMAA MaBXKya OYynran xaBpcuznmk myammoacu OYiuo0,
yJiap acocaH THU3UMHHHT SXIIH MIAKUIAHTUPUIMATAHINTH KA CO3JTaHMaraHjIuru
cababmu kenub® uymkaau. 3audiaukiIap TU3UMIApAA Karra EKM KAYUK Tap3ja
MaBxKyJl Oynaau.

Taxouo — Oy MaBxyn OYyiraH 3au(uuvK HaTWxKacuaa OVIMIIA MYMKHH
Oynran xXyXyMm Typu OYnu0O, ynap acocaH TU3UMHHM KaMYWJIMKIAPUHU YpraHUII
HaTHXacua Keaub YuKaIu.

Xyorcym — Oy MaBXKyJl TaxJAUJIHM aMalira OMIMPWITaH KYpUHUIIH OYiIuo,
OyHJa KyTWJITaH TaXIU]l aMajira OIIUpPUIIaIn.

! Stamp Mark. Information security: principles and practice. 1 — c.
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1.2.Ax00poT xuMosicu

YMymuit  xonma axOopoT XaB(CHU3IUTK KOHCENCHUSICH yuyTa TalllKWI
ATYBUMJIAH HOOpATIUTMHM 3bTUOOpra OJuHCA, ax0o0poT XaB(CHU3IUTHUHU
TabMUHJIAII JIPTaH/Ia MabIyMOTHUHI KyWHJard ydra XyCYCUSITHHU TabMUHIIAII
TYITYHUIIT MyMKHH.

Ky#inna kentupunran 1.2 - pacmaa ymOy ydTa XyCYCHUATHH TabMHHJIAIIAA
Kpunrtorpaduk yCyJJIapHUHT TyTraH YPHU KEITHPUITaH. YMyMU Xoima ax00poT
XaB()CH3WINTUHA TAabMHHJIAN JleTaHAa Ym0y ydYTa XYCYCHSTHH TabMUHJIAII
TYIIYHUINO, Xap Oup XyCyCcHST MYyXHMIIUTH axOOpOTHMHI TypHura Ba

doitnananunummra Kypa xap XU Oyuiu MYMKHUH
1

1.2 - pacm. AXGOpOT XaBCUBIUTH XYCYCHSITIIAPU

Macanan, ommaBuUi TypJard MabIyMOT Y4YyH OWUpPUHYM HaBOaT/a,
doiinaranyBYaHIMK Ba OYTYHJIMK XYCYCUSITJIAQpUHM TabMHHIIAII MyXUM OVIca,
JABJIAT CUPH JlapakacHIard MabIyMOT YUYyH YHUHT KOH(DUICHIUSIUTUTH OUPUHYA
YpUHIA TYpaJH.

Konpupenumamauk (pyxcarcus YKUIIHUHT MYMKHH 3MACJIMIH)
XYCyCHSITH axOOpPOTHUHT pyxcaT dJTuiMaraH (oiganaHyBUniIapAad SIIAPHILL,
MabJIyMOT MAHOCHHHM TYIIYHHO OJIMACIMK Yy4YyH, YHH TYIIYHApCH3 XOJjariaa
VyTKa3uin kadu BazudanapHu Oa)kapuil opkayin Oaxxapuiaau. AXOOpOTHUHT yIIOy
XYCYCUATH KpUNTOTpaQuK XUMOS YycyJulapuiaH Oupu caHairad, mudpani
ycyiiapu acocuga amanra owmpunaau. ludpnam ycymiapu €paamuaa O4MK
MabJIYMOT SIIIMPUHTAH KYPUHUIIIArK MUPpPMaTH Xoiatura aitanaau. by sca yau
Oy3ryHuH (oiaTaHUIIUAAH OJTUHU OJIa/IH.

Byrynauk (pyxcarcu3 €E3MIIHMHIT MYMKHH DJMACJUTH) XYCYCHUSTH
acocuZa MabJIyMOTHM Yy3aTHII JaBOMMAA YHra Y3rapTUPUII KUPUTHITAHIUTH EKU
KUPUTUIIMAraHJIUTU aHUKJIaHaau. YOy XyCycusT Oollkaua KWinO aWTuiIraHnia,
MabJIyMOTHH OYy3FyHUYM TOMOHHUJAH Y3rapTHpWiIraH (aJMalITHPUITaH, Y4upuo
TAlIAaHTaH)JIUTUHU aHUKJIAIHA Ouigupagu. AXOOpPOTHUHT yHIOy XyCYCHUATH

! Stamp Mark. Information security: principles and practice. 2,3 — c.
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KpunTorpauk XuMOs yCy/Jlapy acocuJa aMaira OUIMpWiIaad. Xo3upla
Kpuntorpaguk x3m  (QyHKOUATIAp acoCHJa MAabIyMOTHHHI  OyTYHJIUTHUHU
TabMHUHJIALI YCYJUIApU aMaJIUETAa KEHT KYITaHUIaIu.

dojigaaHyBYaAHINK XYCYCUATH axOOpOTIaH HCTaJraH BakT JAOUpacujia
doiiagaHuIll UMKOHMSITH MaBXyIJIUTd OwinaH OenrunaHaad. Ymly XyCycCHsST
OYUK TypJard MabIyMOT Y4YyH JacTyia0Ku Tanad sTunaaurad Tanadaup. Ymioy
XYCYCUSATHH Oy3uiumura oiaub keryBun Xyxxym ycyimapuaan oupu DOS (Denial
of Service) éku yaunr makmantupuwiran kypunumm DDOS (Distributed denial of
Service) cananmmO, ymlOy XyXyM YCyldd THU3UMHHU (poliganaHyBUaHIUK
XYCYCHUATUHU OY3WIUIINIa OJUO KeJaau.

YOy yuta XycycusT axOOpOT XMMOSICHHUHI aCOCHUM TalIKWJ 3TYBUHIAPH
caHanmuO, axOOpOTHM XHUMOsUIall JIdTaHJA@ acocaH IIy Yd4Ta XyCYCHSTHH
TabMHUHJIANI TYMIMHWIAAA. AMMO YOy y4Ta XyCyCHST TYJIUK OaKapuIHIIN YIyH
Oup HeuTa OaKapUJIUIIK MyMKHH OyiiraH uiuiap tanad stuiaau. bomkada kummo
aifTrapfa ymoy ydTa XYCyCHSITHH OaKapWIJaH OJINH, KyhHaa KeITHPWITaH
amanuéTiiapHu 6axapuiira Tyrpu kenamau (1.3-pacm).

Nnentuduxanus

L1

AyTteHTuGUKaAINA

<L L

ABTOpU3aLMSA

1.3-pacm. doiinanaHuiHu OOMTKAPUIIT

Hoenmugpuxayus — 0y oiiianaHyBUMHN TU3UMIa Y3UHU TAHUTHIL KapacHu
o0ynu0, yuna doigananyBuYd HOMUJAH (JIOTHH), MaxCyc IIaXCUil KapTajiapiaH ¢Ku
OMOMETpPUK XycycusTIapuaan (HoiganaHuII MyMKHH.

Aymenmucghukayus — Oy ¢oiganaHyBYMIAPHA XAKUKUIIUTUHU TEKIITUPHIILL
x)apa€Hu 0ynu0, xapaéHu HaTwxkacuaa GoiganmaHyBuu TU3UMIAH (horganaHuI
Y4yH pyxcaT oJiafy €K1 OJIMAMIH.

Asmopuzayusa — 0y doigayBuura TU3MM TOMOHHJAH OCpUIITaH XYKYyKJIap
TYIiaMu 0ynu6, ¢oiialaHyBUMHU THU3UM JOMpPACHUIa KWIMIIA MYMKUH OYiraH
Bazupanapunu Oenrunangy.

1.3. Axoopot xaBdcusauru cuécatu



I1I. HA3APUI1 MATEPUAJIJIAP

Axbopom xaeghcusnueu cuécamu — TAWKWIOT Y3 (¢daonuaTtuga puos
KWJIagurad axoopor xaB(cH3NIWIKM coXacujard Xy;oKaTjaHraH Kowujasiap,
MyoOJIaKaJlap, amMaiaui ycyuiap €KM aMall KWIMHAJAUTAH MPUHLMILUIAD MaXMyHU
caHanuO, y acocujia TAIKWIOTAa aX00pOT XaBPCUBIUTH TAbMUHIIAHA Y.

AXO0pOT XaBPCU3IUTMHUHT CHUECATUHHU HILIA0 YUKHUIIIA, aBBajIO XUMOS
KUJIMHYBYM OOBEKT Ba YHHUHT Basudanapu aHukiaanaad. CyHrpa AyHIMaHHUHT Oy
O00BEKTra KU3UKHILHU Japa)kacH, Xy>KYMHUHT 3XTHUMOJUIM TypJjapy Ba KypuaaJura
3apap OaxonaHaau. HuxosaTt, MaBxy1 Kapiii TabCUP BOCUTAIAPH €TapiIu XUMOSHU
TabMUHJIAMaHIUTraH OOBEKTHUHT 3au( KOiIapu aHUKJIaHA Y.

Camapanu XxuUMOs y4yH Xap Oup OOBEKT MyMKHH OViraH TaxJaujajap Ba
XYy’KyM TypJiapH, MaxCyCc MHCTPYMEHTIAp, KypoJujlap Ba MOPTIOBYM MOJAATaPHUHT
WIUTATAJIMIIN 3XTUMOJUIMTH HYKTau Ha3zapuaaH OaxojaHUIIM 3apyp. Tabkujianr
JIO3UMKH, HUSTH Oy3yK OJlaM Y4YyH SHI' KUMMATJIM OOBEKT YHUHI YBTUOOPUHU
TOPTaaM Ba SXTUMOJUIM HUIIOH OYIMO XM3MAaT KWJaJAW Ba YHra Kaplld acoCui
Kywiap unuiatTwiagd. byHpa, xaBcu3nMK CHECATUHMHI HMIUIA0 YUKWIMILKAIA
UMM OepuiiraH OObEKTHUHT peall XMMOSCHHHU TaAbMUHJIOBUM Macajajiap xucoora
OJIMHUIIIH JIO3UM.

Kapmm Tabcup BOCHUTaIapU XHUMOSHHUHT TYJIWK Ba SUICJIOHJIAHTaH
KOHLEMIUSICUIa MOC KEIWIIM wapT. by 13raHu, Kapmm TabCHp BOCUTAJIapUHU
MapKa3zujia XUMOSUIaHYBYM  OOBEKT  OYynraH  KOHUEHTPUK  JioMpajiapia
XKOMIamTupuil Jo3uM. By Xonma AyIIMaHHUHT HCTalraH OOBEKTra MHyiu
XUMOSIHUHT SIIEJIOHJIAaHTaH THU3UMUHU KecuO YyTtaau. MynodaaHuHr Xxap Oup
ysrapacu IIyHJal TallKWid KWJIWHAIUKHA, KYPUKIANl XOJUMHUHHUHT KaBOO
yopaJapuHU KYpHUIIUTa erapjinya BaKT MOOalHUIa XYy)KYMUYHWHHU YIIIad TypHII
UMKOHHU OYJICHH.

Cyurru OockMyja KapliM TabCUP BOCHUTANApU KaOysl KWUJIMHTAH XHUMOS
KOHIIENIMsACUTa OWHOAaH OupiamTUpWIaad. ByTyH THU3UM Xa€TH [UKJIMHUHT
OOLUTAaHFUY Ba KYTWIYBYM YMYMUM HapXWHM JacTia0ku Oaxojaml amaira
OLLIMPHIIA]IH.

Arap Oup OMHOHMHT WYMAA TYpJAW XUMOsUIall Talabiapura sra Oyiarad
oOBeKTIap kounamran 0yica, OuHo orceknapra oynunamu. [y Tapuka ymymuii
Ha30paTjiaHyBUYd MAaKOH WYMJa WYKU TEPUMETPIIAp aKpaTUiagyd Ba pPyXxcaTCu3
doiinanaHuIIIaH UWIKH XUMOST BOCUTANIapu sipatuiaau. [lepumerp, ogatna, hpusmuk
TYCUKJIap OpKadu aHUKJIaHuO, Oy TYCHUKJIApJaH YTHUII OJIEKTPOH YCyl EKU
KYpHUKJIal XOAUMIApY TOMOHHIAH Oa)KapHiIlyBUM Maxcyc Myojaxanap €plaMuia
Ha30paTJIaHA]IH.

YMymuii usrapara €ku mepumerpra dra OynraH OWHOJNAP TYPyXHHH
XUMosUTaIaa Hadakar anoxuaa 00beKT €KUM OMHO, OANKU YHUHT >KOWIAHMII KOUN
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XxaMm xucoOra omuHumM 3apyp. Kynm comnu OuHOnmapu Oynaran ep ydacTkajiapu
XaBPCU3IMKHU TabMUHJAII OViWYa YMyMHH €KH KUCMaH MOC KeJlaJIuraH
tajabnapra sra Oynaau, 0ab3u ydacTKajgap 3ca MepuMmeTp OViinya TYCHKKa Ba
AroHa Mynakka sra. YMyMHUI MEpUMETp TAlIKUI 3THO, Xap Oup OMHOJAru XUMOS
BOCHUTAJIAPUHUA KaMaWTHUPUIN Ba ylapHH ¢GakaT XyKyM KWJIUHHUIIH SXTHMOJHN
KYOpoK Oyiaran MyxuMm OOBEKTIapra YpHaTHII MYMKHH. XYIAH IIy TapuKa
ydacTKaJard xap Oup umopar €k 00beKT XyKYMUUHHU Y0 KOJIHII UMKOHUSTU
HYKTau HazapuaaH 0axoyaHaIu.

HOxkopunarn xentupuirad Tanabnap TaXJIWiIM KypcaTaaukd, YJIapHUHT
Oapuacu axOOpPOTHHU MIILIAII Ba y3aTUII KypuiIMalapulaH XyKyKcu3 (oiinananuin,
axO0pOT AATYBUMIAPUHU YTHpiaIl Ba cab0TaX MMKOHHMSATHHU WY KYyWMMacIuKKa
oNu0 Kenau.

bunonap, umopartnap Ba axOOpOT BOCUTATApPUHHUHI XaB(PCU3IUK TU3UMHUHH
HazopaT NYHKTJIApUHA OWp 30HaJaH MKKUHYM 30HAra yTum Hynudaa
YKOMJIAIITUPraH X0J1a KOHLEHTPUK XalIKa KYPUHUIINIA TAIKWI STUII MaKcaJura
MyBoGUK xucobnanaau (1.4-pacm).
1-xyayn. Kommnswiotep Ttapmoru (KT)
XaB(OCU3IUTUHUHT  TallKM  30HACH
TabpMUHIAHUIIN:

($U3HK TycHKIap

nepuMeTp Oyiad yTuin xoisiapu
Xyayara KUPUII Ha30paTUHUHT
HOABTOMATHK TU3UMU

2-Xyaya. KT XaB(CUIIUTHHUHT
ypTajgaru 30Hacu

TapMUHIAHUILIN:

SIIMKJIAPH  DJIEKTPOH  XUMOSUIAHTaH
Ha30paT MyHKTJIapu

BUJICOKY3aTHII
OYM OY111 30HaNapHU YUKApUO TaIlIaIl
3-xyaya. KT xaBhcH3IUTHHUHT HIKHA 30HACH
TapmuHnam:
maxcuii  KommbloTepra  QoiimanaHum  gakar HazopaT THU3UMH  OpKalu
UJACHTUUKAMSITAITHAHT OMOMETPUK TH3UMHU

1.4-pacM. buHOogaru KOMNbIOTEP TU3UMUHUHT XaB(PCU3IIUK TH3UMU

AxOopor xu3MaTH OWHOJApW Ba XOHAjJapura KHPUITHUHT HA30paTH
Macajacura Kejicak, acocuil yopa-Hadaxkat OMHO Ba XOHAJIApHU, OATKUA BOCUTAIAP
KOMIUJIEKCHHH, yJIapHUHT (QyHKIMoHaN Basudanapu Oyiinua axparuin Ba
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u3ojsuusIanm. bHHO Ba XOHajlapra KHPUIIHM Ha30paTiIOBYM aBTOMAaTHK Ba
HOAaBTOMATHK THU3UMJAp HIUIATWIAAA. Hazopar Th3uMM KyHAYy3W Ba Kedyacu
Ky3aTHIIl BOCUTaIapu OWiIaH TYIAUPUIUIIA MyMKHH.

XaBQCUBMUKHUHT (UMK  BOCUTAJAPUHM  TaHJAIl  XHUMOSJIAHYBYH
OOBEKTHUHT MYXHMMJIUTHHH, BOCHTAaJapra KeTaguraH XapaxaTHH Ba Ha3opaT
TU3UMU UIIOHWIMJINTY JapaXaCUHU, MKTUMOHMM KUXaTJapHU Ba MHCOH Hadcu
Oy3YKJIUTUHU OJITWHIAH YpraHwiira acociaHamu. bapmok, kadtiap, Ky3 TYp
napjgacd, KOH TOMHpJIAapu HU3JIapu EKM HYTKHH aHUKJIAIl KaOu OHOMETpHK
UHACHTUGUKAMIIAl  UIUIATWIMIIK  MyMmMkuH. [llapTHoma acocuaa TEXHHK
BOCHTalapra XuU3MarT KypcaTyBUM XOJUMIIAPHU OOBEKTra KUPUTHIIHUHI MaxcCyc
pexuMu Ky3na TyTwiraH. by maxcmap uaeHTH(UKALMsUIaHTaHIapUuIaH CYHT
OO0BEKTra Ky3aTyBUM XaMpOXJUTHJA KUPUTUIAAU. YHAAH TallKapu yjapra aHuK
KEJIMII PeXUMHU, MAKOHUI YdrapajaHulll, KeInO-KEeTUIl BaKTH, Oa)kapaJuraH Wil
XapakTepy YpHaTUIAIH.

Huxost, Ouno nepumerpu Oyiimya OOCTUPHO KUPUILIHU AHUKIOBYM TYpPJIU
JaT4uKiIap €plaMuia KOMIUIEKC Ky3aTHIl YypHaTwiaau. by naTduukiap oObeKTHU
KYPUKJIAITHUHT MapKa3ui MOCTH OujaH OOIJIaHraH Ba OYIWIIM MYMKUH OYiraH
O0ocTHpUO KHUpUIN HYKTAJAPUHU, alfHUKCA WIJIAHMaWJIUraH BakTJapja, Ha3opaT
KHJIaU.

BakTu-BakTH OWJIaH 3LIMKIIAp, poMJjap, TOM, BEHTHIALHMS TYWHYKJIApU Ba
OOILIKA YMKHII WYUIADUHUHT (UMK XUMOSUIAHWUII WUIOHYWIWJIMTUHU TEKIIUPUO
TYPHIL JO3UM.

Xap Oup XxoHara M4Mard HapCaHUHT MYXUMJIMJIUTUTA OOTJIMK (PO amaHuIII
TU3UMHUTA 3ra Oynran 30Ha cudaruna xKapanaau. Kupui-yukuin XyKyKd TH3UMU
maxc €ku OOBEKT MyXMMJIMIMra OOIVIMK XOJIJa CEJIKIMSsUIM Ba Japakaiapu
Oyiinua pyrtOanmanrad Oynumu  mapt. KUpUII-4uKUII XYKYKH  THU3UMHU
MapKasJjalrad OYJIuIIM MyMKHUH (pyXcaTjapHu OOLIKAapuIl, jKaJBasl Ba KajeHAap
peXANTApPUHUHT  PEKATAINTUPUIUIIMN,  KUPUII-YUKHUII  XYKYKUHUHT  €3Ma
HaMyHaJIapH Ba X.).

Hazopar TM3uMHHM BakKTH-BakTH OWJaH TEKIIUPUO TypuII Ba YHU JOUMO
uira jgaékaTiid XoJija cakjiall JIo3uM. byHM HXTucocnamraH OyiauHManap Ba
Ha30paT OpraHJiapy TabMUHIIANIH.

[Ilaxcuit koMmbrOTEp Ba (PU3MKaBUN XUMOS BOCHUTAlapu KaOW Yimdamuiapu
KMUYMK ac000-yCKyHaJlapHH KYy3/7a TYTUII MyMKHH.

FOxopuna kentupuiraniapra Xyjiaoca KWiInO, KOMIBIOTEp TapMOKJIAPUHU
XUMoOsIJIala axoopoT xaBPCcus3muru cuécaTu KaHjal aHUKJIAHUIIN XyCycHuaa cy3
foputamus. Onmatna kym coHnm (QoiamaHyBUMiIapra sra OYJIraH KOpPIOpaTHB
KOMIIBIOTEp TapMOKJIAapH y4yH mMaxcyc “XaBdcuznuk cuécatu” nebd araiayBuw,
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TapMOKJa WIUIAIIHA MabAyM TapTuO Ba Koujauapra OVHCHHIUPYBUU
(periamMeHTIIOBYM) XYXOKAT Ty3UJIaau.

Cuécar onmartna MKKA KUCMJaH wOopaTr Oynaau: yMyMUN NpPUHLMILIAD Ba
UIUTAIIHUHT MyalsH Koujanapu. Y MyMmuil npunuumiap Internetna xaBpcuznukka
CHIAIIUIITHU aHUKJaca, KOWJAJIap HUMA pyXcaT STUJHUIIMHA Ba HHMa pyxcaT
TWIMACIUTUHU  Oenrunaiau. Kowpamap MyalisH MyoJaxamap Ba Typiau
KyJUTaHMaJ1ap OWIaH TYJITUPHIALITNT MyMKHH.

Opatna xaBpCcU3IMK CHUECATH TApMOK acOCHil cepBUCIapuiaH (IJIEKTPOH
nmoutra, WWW Ba xak.) ¢dolganaHUIIHA perjaMeHTIauan Xamjia TapMOKJIaH
doiinananyBUMIIapHd yaap KaHaail ¢oiiaNaHuIl XyKyKWra sra SKaHJIUKIApU
Owian  TaHumTapagu. by aca  ¥3  HaBOatuma  QoiinanaHyBUHIIaApHU
ayTeHTU(PUKAIHSIIANT MyOJIa)KaCHU aHUKJIaNIH.

By xyxokartra >kupaavil E€Hammi Jo3uM. XHUMOSHUHT  Oolka Oapya
CTpaTerusicki XaB(CHU3IUK CHUECATUHUHT KAaThbUW Oa)KapuiuIIM TaxXxMUHUTA
acocyiaHrad. XaB(cu3nuk cuécatd (QoiaraHyBUWIAp TOMOHHUJAH KYITHMHA
MajoMaT OpTTUPWIMIIUTa cabad Oynaau, 4yHKH yHAa (oijganaHyBuMra MabH
ATWITAH Hapcajap OYMUK-OWJIWH E3uiran. AMMO xaB(cH3IMK cuécaTH pacMuit
XyXXKaT, y Oup TOMOHIaH Internet TakauM OTyBUM CepBHUCIApAa UIILIAII
3apypUSITH, UKKUHYM TOMOHJIaH MOC MyTaxaccuc-npodeccruoHamiap tapaduaan
udoananran xaBpcuznuk Tanadiiapy acocuia Ty3usiau.

ABTOMATIAIITUPUITAH KOMILJIEKC XUMOSJIAHTaH XHUCOOJaHaIu, KAYOHKU
Oapua amaiap oOBEKTIAp, pecypciiap Ba MyoJa)kaJapHu OEBOCUTAa XUMOSICUHU
TabMUHJIOBYM KaThUI aHUKJIAHTaH Kouaaaap Oyitnua Oaxapuica (1.5-pacwm).

MNaenTudukanus
Jiaia, ayreHTuduka
U

BakoJarjgapHu
TAKCHUMJIAL

HMNimiapHu Kaiaiam
Ba Ky#xarra oJmii

Konduaenuuasa
JIMKHH TAabMWHJIAIIL

Bupycra xapmmu
XMMOs1 yCyJ1Jaapu

MasaymorT
OYTYHJIUTHUHU
TAbMMWHJIALIL

1.5-pacM. AxOopoT xaB()CHU3IUTY CUECATUHU TABMUHJIAIIHUHT aCOCUM KoMlajJapu

Xumosira KyHuaaaurad TanabJapHUHT aCOCUHU TaXIujiap pyHxaTH TallKu
stanu. byHnai Tamabnap 3 HaBOaTuaa XUMOSHHMHI 3apypuil Baszudanapu Ba
XUMOSI BOCUTAJIAPUHU aHUKJIalIu.

1.4. AXOOpOoTHM XHUMOSJIALI YCYJLJIApH
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Jlemak, KOMIIBIOTEp TapMmMouja axOOpPOTHHM caMapaid XHMOSICUHU
TabMUHJIAII YUyH XUMOSI TU3UMUHU JIOMUXAJIAIll Ba aMalira OMIMPHUII y4 OOCKUY1a
amaJra OIMMPUITUIIN KEPaK:

- xaB(-xaTapHU TaXJIMJUIAILL
- XaB(CUBIUK CUECATHHH aMaJira OIIUPHILL;
- XaB(CUBIUK CUECATUHN MaJa IjIalll.

bupunyu  60ockuuoa  KOMUBIOTEp TApMOWHHHT 3aud  AJIEMEHTIApU
TaXJWIaHAAW, TaxXIuAJiap aHUKJIaHAJAM Ba OaxoylaHAIHM, XUMOSHUHT ONTHMA
BOCUTANapy TaHJIaHaAW. XaB(h-xaTapHU TaxXIMILIANI XaBPCUBIMK CUECATUHU KaOy
KWJIKII OWJIaH TyTajIaHa]lu.

Urkxkunuu 60ckuy - XaBPCU3IMK CUECATUHH amajira OIIMPUIN MOJHUSIBUI
XapaxxaTJIapHH XHCOOJIall Ba MacalajJapHU €YUl YIyH MOC BOCHUTAJapHU TaHJIAII
Owian OouutaHaau. bByHna TaHnaHraH BOCHUTAJIap MIUIAIIMHUHT UXTUIOQIH
AMACJIHUTH, BOCUTAJIAPHU €TKAa3U0 OepyBUMIAPHUHT 00PYCH, XMMOSI MEXaHU3MJIApU
Ba Oepmiaguran xadoiaTiap XyCycHaard Tyia axOopoT OJIMII MMKOHUSTH KaOu
OMMWJUIAp XHMCOOTa OJMHUIIM 3apyp. YHAAH TallKapu, axO0opoT XaB(cusznuru
Oyin4a acocuil Kouganap akc 3TTUPUIITaH NPUHLMILIAP XMUCOOTa OJIMHUIIN KEepak.

Yuunuu 6ockuu - xaB(cU3IUK CUECATMHU Majauiall OOCKUYM SHT MyXUM
nucoOmanaaun. by Oockuyga  YTKaswiaauran —TaaOupiap HUSATH — Oy3yK
OJIaMJIAPHUHT TapPMOKKA OOCTHPUO KUPUIIMHHU JOMMO HAa30paT KWJIMO TYPUIIHH,
ax0o0poT OOBEKTHHU X,AMOSJIAIl TU3UMHUAArd ‘“‘paxHa’JIapHU aHUKJIALIHM,
KOH(HIEHIIMAT MabIyMOTJIApJaH pyxcaTcu3 (poiganaHuIl XOJUIapUHH XucoOra
ONMUIIHU Tanad 3Tamu. TapMoOK XaBQCU3IUIKM CHECATUHU MaJajjialijia acocHil
KABOOTApJIMK TH3UM MabMypu OVitHuUAa Oymamu. Y XaBGCHU3IMKHUHT MYyailsiH
TU3UMH OY3WIMIIMHUHT Oapua XoJlapura ornepaTuB MyHocabaT OWIIAUPHUIIH,
yJIapHU TaxJIWIAllM Ba MOJMSBUNA BOCUTAJAPHUHT MAaKCHUMall TEXAIUIIUHA
XHCOOTa OJITaH XOJIJa XUMOSIHIHT 3apypHil ammapar Ba JacTypHil BOCHUTaapUIaH
doiinananuIy mapr.

AXOOpOoTHM  XUMOSJIAla XO03UpAa KAToOp  XUMOs  yCyJJiapujaH
doitnananunub, yMyMMui XoJa yiap Kyiuaaruiapra OyiInHaau:

— axOOPOTHUHT XyKYKHI XUMOsICH;

— axOOPOTHUHT UHXHUHEP — TEXHUK XUMOSICH;

— axOOPOTHUHT TAIKWIMHA XUMOSCH;

— axOOPOTHUHT JACTYPHI XUMOSICH;

— axOOpOTHUHT amapar Ba anapar-IacTypHil XUMOSICH.

XuMOS YCYIJIApUHUHT TYpJIaHUIIH yiapaa ¢oialaHuiraH BOCHUTanap Ba
EHIOMIMIIUIAPTa acociaHaaAu. XUMOs YCYJUITApUHMHI TaHJall 3ca Y3 HaBOatuia
TAITKWJIOT/a WILIA0 YUKWITaH ax0opoT xaBcu3iauru cuécaTura Kypa amanira
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omumpmwianau. Opatna ax0opoT XaBGCHU3IWTUHU TabMHHIAINIAA Oapdya XuMOS

yCyJulapuJiaH KOMILIEKC Tap3/a (oigananuill OpKaIu SPUIIHIIAIH.

No ok wdNRE

Ha3sopar caBoJuiapu
AX060pOT XaBYCU3NUTUHH TALIKWI 3TyBUUIIAPH.
Ax060poT xaBPCU3TUTHIa MaBXKyJ MyaMMoJiap Ba yJaapHu cababmapu.
Ax60poT xaBpcuznuruaa 3auIuK TyIryH4acH.
Ax060poT XaBPCU3NMUTHAA TaXIU]] TYIIYHYACH.
AX00poT XaBPCcHU3IUTHIA XYKYM TYIIYHYACH.
AX00poT XaBPCU3IUTH CUECATH.
AXOOpOTHU XUMOSIIAI YCYIUTapH.

DoiaJaAHWITAH aga0uéTiap
Stamp Mark. Information security: principles and practice. USA, 2011.
Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.
["anues C.K., Kapumo M.M., Tomes K.A. Ax6opot xaBdpcuznuru. 2008.
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2-MaB3y. AXOOPOTHUHI KPUNITOrpapuK XUMOSICH

Pexa:
AXO0pOTHU XUMOSUTAIIAA KPUNITOTPAQUSHUHT YpHHU.
CuMMeTpHK mudpaai anropuTMIapH.
AccumeTpuk mudpian anropuTMIapH.
Xom ¢ynkuusnap Ba IPU anroputmnapu.

Wb E

Tassnu wubopanap: xpunmonaocus, Kpunmozpagus, Kpunmomaxiui,
wugpnaw, OJewugpraws, xdus @GYHKYus, Kaium, 9NeKMPOH DPAKAMAU UM3O,
CUMMEMPUK WUppraw, accumempux wu@dpiaw, OYux Kaaum, mMaxguil xaium,
KOJMMU3USL, OYMYHIUK, MAXQUUIUK, OKUMIU wudpraw, O10KIU wuppia,
MAabIYMOMHU ayMeHMUpuUKayuaiau musumiapu.

2.1. AXO0opoTHHM XMMOSIANIAA KPUNTOTPAGUSHUHT YPHHU

DONEeKTPOH KYPUHUIIIATH MAabIyMOTIApHU XQKMUHU OPTHILM, YHU CaKJjIall
OwtaH OOFIMK OYITaH MyaMMoOJap Xa)KMHHH XaM OPTHIINTA OJU0 Kenaan. Yoy
MyaMMOJIApHU XaJl KWIHIIAAa MaBXya OYyiraH ycymiap 3ca, KyHIaH-KyHTa
sarunanaBepaqn. lllynra kapmacgan axO0opoT XaB(CHU3IUTHHH TabMHUHJIAIIIA
KaauMia xaM (QoiianaHuiaran Ba xo3upaa xam ¢doigananunaétrad ycysuiapaaH
oupu Oy — kpunrtorpaduk xumosi ycyutapuaup. Kpunrorpadguk xumost ycyinapu
V3UHUHT WIIOHWIWJIMTH, CaMapajopiurd Ba (oWganaHuil Japakacd KamMpOBU
KeHrIuru Owiran Oomka ycywiapaaH (Qapk Kwiaad. Xo3upja ax0opoT
XaB(CU3JIMTUHYU TAbMUHJIAIIHUHAT Xap Oup kabxacuja kpunrtorpaduk ycysiapian
dbolnananuaMoka. by sca yHUHT MyXuMJIUTHAAH AapaK Oepaiu.

YMymuii  Xonma axOopoT XaB(CHU3IWTH KOHCEICHSACH ydYTa TAIIKHIT
ATyBUMZAH HOOPATIMTMHU IBTUOOpPra OJcaK, axOopoT XaB(CHUIUTHHU
TabMUHJIAII JIPTaH/Ia MabIyMOTHUHT KyWHJard ydra XyCYCHUSITHHU TabMUHIIAII
TymyHuin MymkuH. Kyinna kentupuiran 2.1- pacmaa ymOy ydTa XyCyCUSITHU
TabMUHJIAIIA KPUNITOTPA(UK YCYJUITAPHUHT TYTraH YPHU KEITUPUIITaH.

Ax0opoTt
xaBdcuzaura

KorndnaeHnna1aaK

ByTYyHIHK

(Kpuororpadpux
ycyaiaap acocHaa)

(Kpuororpadpux
ycyaiaap acocHaa)

2.1-pacM. AXO0pOT XaB(PCU3IUTH XyCYCUATIAPH
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Ymly yuta XycycusT axO0pOT XMMOSCHHUHT aCOCHUM TalIKWJ 3TYBUMIAPU
caHanmmO, axOOpOTHM XUMOsUIall J9TaHa acocaH IIy Yy4Ta XyCYCHSTHH
TabMHUHJIANI TYIIUHWIAAA. AMMO YOy y4Ta XyCyCHST TYIUK Oa)KapyIHIIN YIyH
Oup HeuTa OakapWJIUIIK MyMKHUH OyiraH unuiap tanad sTuinaau. bomkada Kuauo
aifTrapga ymoy ydTa XYCyCHSTHM Oa)KapHILJaH OJIUH, KylHIa KeITUPWIraH
amManuéTiapHu OakapuIlra TYFpu Kelagau. 2.2-pacMa KeITHpUIraH kapa¢Huapia
KpunTorpadguk xumost ycysutapuaad GoiganaHui qapakacu 3ca Kyiuaarnga.

i

2.2-pacMm. DoigamaHUIITHU OOIIKAPHIIT

AyTenTu(urkanusa >xapaéuu (QolganaHyBUMHU THU3UMAAH GoigaIaHuIT
YUyH YHU XAKUKAWIUTHHU TEKIIMPUII CaHamuO, 2-pacMia KEITHPWITAaHUJEK,
ayTeHTU(PUKauusuiam kapaéHu Kpunrtorpaduk ycywiapauH (oiagalaHuiIrad
X0JIaTAa aMaJilTd OWMPHINO, OyHIa KpUNITOTpadUK KaIUT Y3yTHUII MIPOTOKOJUIAPH,
ayTeHTHU(UKALUATIAII TPOTOKOJUIAPH, MABITYMOTHH ayTeHTU(UKALMATIAII KOIJIapU
Ba Xak. Qoiinananuiaau. Ymoly jkapaéHaa XxaM KpUnrorpad@uk XuMos ycyiuiapu
Y3UHUHT OapIONLTUTH, UITOHWIMINTY OMIaH akpanud Typaju.

Kpunrorpadpuss - axOopornapHu aciaugaH V3rapTHpUITaH —XoJaTra
AKCIAHTUPHII YCITYOJIapUHUA TOMUII Ba TAKOMUJUIAIITAPUIN OUJIaH TTYFUIUIaHAIH.
JactnaOku cucremanamrad Kpunrorpaduk yciayOnap spamu3 Oomuaa, HOnumii
[le3apbHUHI WII IOPUTUIN €E3UIIMaNapuia ydpauau. Y, OuUpop MabIyMOTHHU
Maxpuil xojiga, OUpPOp KUIIUTa €TKa3MOK4M Oyica, al(aBUTHUHT OUpPUHYHU
xappuHu anpaBUTHUHT TYPTUHYM Xaphu OunaH, MKKUHYUCHUHY OCIIMHYNCH OWIaH
Ba XOKa30 Iy TapTUOAa aJMAIITUPUO MATHHUHT aciiyd XOJaTUAaH IHQpliaHraH
MAaTH XO0JIaTUTa yTKa3raH.

AxGopotiaapuuHr Myxodaszacu Macananapu Owman kpumnrosorus (Kryptos-
maxduit, 1090s- mam) danm myruanaan. Kpunrojorus makcamiapu y3apo
KapaMa-Kapiy OYJraH UKKY WYHAIMILTA 3ra: — Kpunmozpagus Ba KpUunmoaHaius.

KpuntorpadusstHUHT OYMK MabJIyMOTIapHU IMdpram MacalajapuHu
MaTeMaTHK yCIyOsapu OusaH IIyFUIUIAHUIIN TYFpPUCH[A IOKOpHUIA alTHO YTUIIIH.

Kpunrtoananuz sca mmdupnam ycayOuHU (KaJIUTUHU €KUM aJTOPUTMHHH)
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OunMaral xoijga mu@piaHraH MabIyMOTHH aciiM XOJAaTUHU (MOC KEITyBYU OYMK
MabJIyMOTHH) TOIHUII MacajaJlapuHu €YUl OWJIaH IIyFUJUIAHA]IH.

Xo3upru 3aMoH Kpunrtorpadusicu Kyhdujgarda TYpTTa OYIUMHH ¥3 HUUWTa

OJIaJIu:

1) CuMMeTpuK KPUNTOTH3UMIIAP.

2) O4HK KaJIUT aJITOPUTMUTA aCOCIIAHTaH KPUIITOTH3UMIIAP.

3) DneKTpoH pakaMiid UM30 KPUIITOTH3UMIIAPH.

4) Kpuntotuzumiap ydyH KPUNTOOApIONUIM KATHTIAPHW WNLIA0 YMKWII Ba
ynapaH GoigalaHUIITHN OOIITKAPHIIL.

Mudpnam T3uMiapu doiganaHuiaurad KajJluTiap COHMra Kypa HKKH
KHCMTa OYJIMHAIU: CHMMETPHUK Ba aCHMMETPHK - OYMK KaJTUTIIH.

CuMMeTpHK KpUNTOTH3UMIIapa mudpian yayH XaM Ba Jemudpran yayH
XaM Oup X1 KanuTaaH ¢hoiganaHuIagm.

O4YuK KaJUTIM KPUNTOTU3UMIIApAA MKKUTA KaIUTAAaH (oilgamaHuIagn -—
¥3apo MareMaTuk OOFIMK OynaraH ouyuMK Ba €ENWMK — Kadumiapjaad. byHna
MabJIyMOTJIap XaMMara MabJiyM OYJraH MabJiyMOT F00OpUIaETral MAaXCHUHT OYHK
KauTh OwiaHn mudpinaHaad Ba (akaT MabIyMOT HOOOpWIAETraH IIaXCHUHT
y3uraruHa MabiiyM OViran €nuk KajauT OusaH aemudpaaHaam.

Kanuriapau Ttakcumiiam Ba OomKapum — KpUnToOapAOLLIH
KUIUTIIAPHU UIIa0 4ukuil (€KM spaTUI), ylaapHU Myxodazanu cakjiaii, xamja
KanuTiaapHu (oiganaHyBumiIap opacuja MyxodaszajJaHraH XoJiJa TaKCHMJIAII
YKapaéHJIapUHU Y3 UUNTa OJIAJIH.

DJIEKTPOH  pakamMJii MM30 - DJJICKTPOH MaTHTa WJIOBAa KWUJIMHAJAWTaH
Kpunrorpaduk ajiMamTUpUiIan uoopar 0ynuo, Iy AJIeKTPOH MATH KYHATUJITaH
maxcra KaOyl KWIMHTAH OJJIGKTPOH MATHHUHT Ba MAaTUHHU  paKamiiu
UM3O0JIOBUYMHUHT XAKUKAW €KM HOXAKUKWN SKAHJIWTMHU aHUKJIAINl WMKOHWHH
oepanu.

2.2. CuMMeTpuK mH@pJIam aJaropurMmiapu

Hu¢pnam anropuTMiIapu acoclapuHU OYHK MabIyMOTHH H(OJATOBUH
andaBur OenrunapuHu  €ku  Oenrwiap OWpPUKMANTApUHU UG PMABIYMOTHH
nudoaanoBun andaBur Oenrwiapura €k Oenrmwiap — OUpUKMaliapura
aKCIAHTUPYBUM MaTeMaTUK Mojeiuiap Tamkwin JTwianu. llyHuHr ydyH xam
mudpIiall anropuTMIApUHU CUH(pIapra aXXKpaTUIIHUHT OONUTaHFUY OOCKUYH, yJap
HETM3HUIark aKCIAaHTHPHUII TypJIapu acoCHla amalra omupuiaaad. Arap mudpram
*Kapa€HUJa OYMK MabiIyMOT aindaBUTU Oedruiapu mudp MabayMoT angaBUTH
Oenrmnapura amMamTHpuica, OyHIall aKCIaHTHPUIITA aCOCIIaHTaH IHQpIand
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ITOPUTMH  ypHUTA Kyhum mmdpram cuHdura kupagu. Arap mudpramn
*Kapa€HUIa OUYMK MabIyMOT ajipaBUTH OENTUIAPUHUHT YPUHIApU aJIMALLITUPHUIICA,
OyHIail mmudpram aIropuTMu YpUH adMallTUpUII mudpraam cuHdUra Kupaiau.
Kypunu6 typubnuku, VpuH amMalTHPUIL MHUQPIAll aJlropuTMIapuaa OYHK
MabJIyMOTHH TAaIIKWJ OTyBUM andaBUT OENTMIAPUHUHT MabHOCH mUD
MabBIYMOTJA XaM Y3rapMaciaH Kojaau. AKCHWHYA, YpHUTA KYHWII TwdQpIiamnt
aNropuTMIIapUAa MUPPMABIYMOTHH TalIKWI OJTYBYM andaBUT Oenruiapu
MabHOCH OYUK MABJIYMOTHH TAIIKHII 3TYBYU all(paBUT OENTHIApUHUHT MabHOCU
Oowran Oup xwin OYynMmaiau. [udpnam >xapaéHuma YpHura KyHuIn Ba YpuH
AIMAIITUPUII  AKCIAHTHUPULUIAPUHUHT  KOMOMHAIMsUIapuIaH  Oupraimkia
dbolinananuiaca, OyHIai mu@piam adropuT™MHd KOMIO3WIMOH  IIudpIarn
TypkymMura kupanu. Jlemak, mudpram anropuTMiIapu akCIaHTHPHUII Typiapura
Kapald ypHuea Kyuuwi, YpuH aimauwimupuul 6a Komnozuyuox mudpuam cuHdura
OyIMHaIH.

udpnam aNropuTMIIApUTa KYWWJIaIUTaH acocun Tanadyap
KyHugarmiapamp:

— mu@praaHran ax00poTHU Y3rapTupuO Kyiui €k mudpau 0y3ubd ouuira
WYJII KOJIAUPMACIIUK;

— ax0opoT XuUMOSICM (aKaT KAJIUTHUHI MabIymyIdrura OOFIMK OYiuo,
AITOPUTMHUHT MabJIyM €KU HoMmabiaymiurura 0ornuk OYVnamaciuk (O. Kepkrodd
KOMJacH);

— pactnabku  (mmdpraHaguran) axOo0poTHM €KW KaUTHU OH—po3
y3raptupuin mudpiaaHran MaTHHU OyTyHJnal y3raptupu® ro6o—pumu j1o3um (K.
[[leHHOH TaMONWIH, “YIIUPUIIUIIL XOAUCACH);

— KaJlUT KUMMAaTIapu COXACH IIyHJai KaTTa OYJIMIIM KepaKKd, YHIA KajluT
KUiiMaTIIapuHu Oup OotiiaH Kypub yuKuin acocuaa mudpHu 0y3ud ouuin UMKOHU
OYJIMACIIUTH JIO3UM;

— aNTOPUTM UKTUCOJIWU JKUXATIaH TeKaMJIM Ba €TapiH Te3 "KOPJHMKKa 3ra
OYJIUIIN JT03UM;

— mubpmaTHHU Oy3u0 oumiira keraauraH capd-xapaxariap ax0opoT
0axocuaaH IOKOPH OVIIHIIN JTO3UM.

[Mudpnam anropuT™iaapu, KaduTiapAaH QoiJajaHUII Typiapura Kypa,
CUMMETPUK Ba acHUMMETpWK cuH(pmapra Oymunamu. Arap mmdpram Ba
nemdprnan xapa€uiaapu Oup Xuid KaIuT OWJIaH amanira ouupuica, OyHain
mudpIa aaropuTMU CUMMETPHUK MK (pram alroputMu cuHpura kupaau. Arap
mudpaam sxkapaéHu Oupop k, KanuT OwiaH amaira OmupwinO, nemudprani

xapa€Hu k, =k, Oynran k, kamur OWiaH amaira OIIMPUITHO, k, KaTuTHU

Owiran xonga k, KaauTHU TOIMMIN CYWJIMIIM Mypakka® OyiraH macana OujiaH
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OornuK Oynca, OyHnai mudpram alropuTMi aCUMMETPHK IHdpIaml aaropuTMu
cuH(pura Taanykim Oyiaaau.

CummeTpuk mudpram ajlropuTMiapd MabiIyMOTHH Inudpiamga Ba
nemudpanga ailHad Oup Xuil Kanutaad goinananaau. byHaal KpunrtoTuzumia
KaJUT aJOKaHUHT (paKaT MKKaJa TOMOHM YYYH MablyM, JEKWH HKKOBIApUIaH
OoImKa Xe4 KUMra OIIKopa OYIMaciurd, SbHH y3rajapiaH MyTiaako Maxduit
Oymumm mapT. byHmaii TH3UMHUHT XaB(CH3IUTH acocaH sroHa Maxdwii
KUIUTHUHT XUMOSI XOccallapura OOFJIHK.

Kpunrotuzumaan ¢oiinananumniga MaTH Myamudu mu@pian airopuTMu
Ba mu@panl KaTuTH BOCUTACHIa aBBAJIO JACTIa0Ku MAaTHHU MU(pIaHTaH MaTHTa
Vrupaau. MatH Myamwmbu yHH V3u domanaHumy y4yH mudpiaaran Oyica
(Oynma kaiuTiaapHM OONIKAPYB THU3UMHUTA XOKAaT XaM OyiIMaian) yHH cakjiad
KYSOu Ba KEepakiu Bakraa MUdpiaHraH MaTHHUA odagu. OuumiraH MaTH aciu
(mactnabku MaTH)ra aiHaH Oyiica, cakiad KyWuiraH axOOpPOTHUHT SIXJIMTIUIUTA
UIIOHY XOcwi Oynanu. Akc xoJia axO0opoT OyTYHIUTru Oy3wiran OYau0 4ukaau
(2.3-pacm). By epna k — r06opyBuHn Ba KaOysl KWITYBYMHUHT CHUMMETPUK MaxQuii

KaJInTH.
HIndpaanran axooport
JacTaadk IlaC'fﬁJIaﬁK
1 ax0opoT Ax6opornu ludpaanran H axo0poT
> wudpram  ——» ax00poTHH .
AACTIA0KHCUTA YTHPHIL

2.3-pacM. CUMMETPHUK KPUIITOTU3UMIIAPIA aXO0POT aJIMAILIUIII

Arap wmmdpnaHraH MaTH YHUH SpaTraH KUMCaJaH Vy3ra KOHYHHH
doitnananyBuura (oqyBUMIa) MYyIDKa/UlaHraH OVyica, y TETHIUIM MaH3WITra
xyHatunanau. CyHrpa mudpiadiradH MaTH OJyBUM TOMOHHUJAH YyHra aBBajjlaH
MabIyM OYyiaraH mu(pPHUA OYMIN KaJUTH Ba aJTOPUTMU BOCHTAcHAA JACTIa0KU
MAaTHIa yTUPWIAIN.

CUMMETpUK KPUNTOTU3UMIIApAA axOopoT alMamuil y4 OOCKMYAa 103
oepanu:

— ax0opoT KYyHATYBUM YHU OJyBUMra Max@uii tap3aa Maxduil KanuTHU, SbHU

MKKOBJIApUJIaH y3ra Xe4 KUMra MabiyM Oyiamaran y3apo Maxpuil KaJluTHU

TONIIUPA/IN;
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— JKYHaTyBYM ¥3apo Maxduil kanut Owunan axOoporHu mudprad yHU
OJIyBUHWTA KYHATA[IH;

— KaOyn xkuiuO oiyBUM axOOpPOTHM OJUO yHUHT MHUEPUHU Y3apo Maxduit
KaauT OWIaH o4aju. YMYMYH OJITaH/Ia UKKalla TOMOH Oy KalnuTAaH Oup Hewa Oop
Kaiita ¢oiiiaJaHuNIIIapd MyMKHH.

Arap mmdprnamn xapaHu 0OYMK MabIIyMOT al()aBUTH OCITHIIAPUHUHT HKKH
Ba YHJ@aH OpPTHUK YEKJIH COHAArd OWpPUKMaJapuHU MHPPMabIyMOT ajdaBUTH
OenTuIapUHUHT OWpUKMalapura akCIaHTHPHUINra acocjaHran Oyica, OyHmaii
mudpaanm aaropuT™Mu 0JokJau  mudpaam cuHdura kupamu (2.4-pacmaa AES
MUCOJUAA OJOKIHN MH(pIai aNropuTMHU KEITUPUITaH).

{128-6ut ounk matH} {128-0uT ounk mMarH} {128-0uT ounk maru} {128-6ut

%ﬁ ¢ '
yuK MatH (128 bits)

AES <= Kanr (128-256 bits)

Mudp matH (128 bits) | >
{128-0ut mmdp maru} {128-6ut mudp maru} {128-0ut mmdp maru} {128-6ut

2.4-pacm. broknu mmdprarn

Kpunrorpadusina Omoxiu mmdpiamn airopuTMmiiapd KEHT KYJUTAaHUIHO,
MOXMST KUXaTAaH Kyhujaaruya. MacanaH, o4uMK MaTtH 128-OUT y3yHJIMKKa 3ra
OynraHn Kucmjapra axpaTwiaaud Ba xap OMp KuUCMiap yCcTHAa aloXuAa-aloXuia
amamap Oaxapwiagu. KupyBunm ymOy kucMm yctuaa Maxduid KaauT acocuia
amaiiap 6axxapuiaau Ba HaTwxkanga 128-0utinu mmdp MaTH OJIMHAIH.

broxnu mmdpnam anropuTMiapu SpaTHIIMIL acocura Kypa KyWuaaru
TypJaapra OyIvHaIu:

V3raprupuir-anMamtapuin TapMokiaps (Substitution-permutation networks);
®eiicTen Tapmorura acocnanrat (Feistel ciphers);
Jlan-Maccei mmdpnapu (Lai-Massey ciphers);

Baoknu mmdpaam aaropurmiaapu uuuiam pexkumiapu. CUMMeTpuk

mudpiam alropuTMiIapuaa  XaBOCHU3NMMK HyKTaW-Ha3apuaaH Kpunrorpadux
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TU3UMIIAPJAH MabIyM KeTMa-KeTJIMKJIapra acociaanu6 doiganrvauim MaBxya. by
toudagaru ajropuTMiaap OJOKIM IM@pianml adropuTUMIIApU  MoOjeIapu
caHaJa/Iu.

Ymby anroputmiapia amaira omupyBuu BekTop (initialization vector, IV)
naH ¢oinanaHunagu. Amaira OIIUPYBYM BEKTOpP MablyM OWTIap KeTMma-
KeTIUTHIaH noopat 0yan0, OYMK MaTHTa €KM KaJuTra MablyM aJlfOPUTM OYyiinda
Kymmtaau. by katTanmk kanutaad dhapkiu caHaauo, ogaTaa 3apyp Oyiica xam cup
caKIaHMai.

Xo3upaa KyMuJaru MoJiejiiap KeHT KyJUTaHUIIa Ix:

Electronic codebook (ECB);

Cipher-block chaining (CBC);

Propagating cipher-block chaining (PCBC);

Cipher feedback (CFB);

Output feedback (OFB);

Counter (CTR).

Electronic codebook (ECB). [dactmabku comaa moaesiapaan oupu 0yauo,
OUYMK MaHT OJioKJIapra OYIuMHAIM Ba Xap Oup OJOK ycTHlia KaIUT OWiaH amauiap

Oaxxapunanu (2.5, 2.6-pacmiap).

O4HE MaTH OYHE MaTH OYHE MATH

[TTTTITTTTTT OTTTITITTT OTTTITTTTTT
I | |
EamuT _ | bmormm _ .| Onormm _ .| bmormm
mudpram Kamt mudpram KamT mydpram
[T (ENENNNRRNERN T
mudp MaTH mudp MaTH mHdp MaTH

mudp MaTH mudp MaTH mup MaTH
OTTTITITTTT1 [ITITITITTTT1] [TITITITTTTTT]
| | |
Broknn BroknK BroKknK
KalIHT
" |aewmdppniaw | ™M T genmdpnaw| | gelmdprat
OTTTITITITT1 [ITITITITIT1] [ITITITITTTT1]

Electronic codebook (ECB) monynaa wudppnat

2.5-pacm. ECB monynna mudpnam

OYHE MaTH

OHHE MaTH

OYHE MATH

Electronic codebook (ECB) Monynna nemmdpraim

2.6-pacm. ECB Moaymnaa nemmudpani

! Stamp Mark. Information security: principles and practice. 72 — c.
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Y10y MOJIETHUHT acOCUN KaMUYWJIMTH OMp XHJI OYMK MaTH Oup Xxui mmdp
MaTHra anMamand. bynmapnman Ttamkapuw Oy MoJen MaTHHH SIIUPUIT  KaOu
Bazu(amapun Oaxapmaiiau. Illymapum xwmcoOra osiraH xoijga yra Maxduit
axOopotnap OwiaH umamga ymoy MojenaaH (oWgaaHuIl TaBCUS dTHIMANIH
(2.7 - pacm). lactypuii TOMOHJaH aMaira OUIMPUIIIA Tapaliesl Xucobdaanuiapra
ACOCITAHraH XOJ1[a UIH(PIALIHY aMaJIra OIIHPHII HMKOHUATH MaBKy/l.

2.7-pacm. ECB pexxumMuHUHT 3auduuru

Cipher-block chaining (CBC). Yuioy mozxen 1976 i#un IBM TomoHuaan
uniad yukuiarad OYnmO, mactiad OYMK MaTHra OOIIIaHFUY BEKTOp KYIIUIIHUO,
HaTHXa KaauT Epaamuia mmdpranaam (2.8,2.9 -pacmnap).

QUMK MaTH QUYKE MaTH OYMK MATH
IIITIIITTTT1]
WHUT BRK (1V) % %9
O IIIIIIIri]— l—-
Kanut —| wudppnaty KanuT —s| wndppnatu KanuT—s=| wudhpnaiu
IIITIIITTTT1] EEEEEE NN NN
LWndpraHT WndppmaxT WndbpraaHT

2.8-pacm. CBC mopaennma mudprant

HNemudpnamaa mudpmatH kaauT €paamuaa aemudpiaanub, OonuTaHFUY
BEKTOpra KyIIWJIaayd Ba HATUXKaJga OYUK MAaTH OJMHAIN.

WndppmanT WncppmaHT LWncppmanHT
(EEEEEEEE NN RN (I EENENENNN RN
Kanut —=| dewmdpnall | | kanut—s-| delndpnall | | kanut—s-| Aelndgpnaly
Wnut BEK (1V)
O — — —
(EEEEEEEE RN (I EENENENNNNRNN]
OYWK MaTH OUMK, MATH O4WK MATH

2.9-pacm. CBC moaenna nemudpaari

! Stamp Mark. Information security: principles and practice. 73 —c.
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Ymby pexuvaa mumdpramma Oup XWiI MabIyMOT OJIOKIIApU Xap XU
mudpMatH Osokapura anMamtupuiaagu. by sca mmdpmarHra kapa® Taxjii
KWIKII YCYJIMHHM OoJauHu onumiira épaam oepamu (2.10 - pacm). Kamunnuru sca
TU3UMHU TIapajuie]l Tap3fa aMajird OLIUPUIl MyMKHH 3Mac, cababu KeHuHTH
OOCKHY HATHMKACH OJIIMHTYA OOCKWY HATHIKaCUTa GOFJIHUK. .

2.10 — pacm. CBC pexuMUHUHT ad3aJlITUTH

Nonce CaHOK Nonce CaHoK Nonce CaHOK
c58hcf35. eleleTelelelel] c59hcf35. 000000AL c50bcf35. elelelelelele,
[INNRRENEREERN ENENERNERENEN [ENNRRENERNERN

! i !

KannT —| WHPMAW | ganyr — | WHEOPMAW | yapyr—s| Wichpnaw

OUMK MaTH _,,% OYMK MaTH _,? OYMK MaTH

(I (T (T
(I ERNNRNNRNNREN (T
[LcppmanT (LncpmanT [Lnchpmant

2.11-pacm. CTR monenna mudprari

Counter (CTR). OFB wMopmen kabu ymOy Momenga XaM OKHMIIA
mudpamnga 610K MUGPIIAIIHA aMalira OUTUPHII YIyH amaiaa oiigaaaHuiaim.
By kelHHru KamuT KeTMa-KeTJIMTU caHarud KUWMAaTUHU Mudpiaml aMaaid opKaiu
amasira ommpaad. CaHarud KMMMaTH 3ca TaKpOpJaHMaWIUTaH AITOPUTM acoCHIa
XOCWJ KWIMHAAU. YOy ycyll amanaa KeHr (ouganaHuind, Kpunrooapaouuiuru
OuJiaH Ba mapajien Xucooam MMKOHUHM Oepuliin OuiaH oenrwinananu (2.11,2.12-
pacmuiap).
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I1I. HA3APUI1 MATEPUAJIJIAP

Monce CaHOK Monce CaHOoK Monce CaHoK
€59bef3s. 00000000 €59bef3s.  0000000L €59bcf35. 00000002
T TTITTTIT1] OTTTTIITTIT1] T TTIITTIT1]
Kanut — | Whidpnaw | wamur— | WHOPNAW | yaner .| Wrdpnaw
Wndppmant LWndbpmant Wndppmant
[ITTTTITTTTTT] [ITTTTITTTTTT] [ITTTTTTTTTTT]
T TTITTTIT1] OTTTTITTTI7T1] OTITTITTTI7T1]
QUMK MaTH QUMK MATH O4MK MATH

2.12-pacm. CTR mozaenna nemudpiar

HOxkopunaru pacmnapian KYypuHUO TypuOauku, ©O0ab3u  mudpramn
pexxuMIapuaa XaMm mm@pram xaMm Jemm@paii amamiapu Oupraaukaa amanira
omupmica 6ar3una dhakat mudpuaam amanuaad GoiTanTaHuIaan.

CumMeTpuk OoKUMJIM mHdpaam aaropurviaapu. Oxumian mumdprana
sca mudpaam Oupiauru Oup Out €ku Oup Oait OVnaau. Hatmxa omatna yHaaH
oluH YyTran mudp okumura Oornuk OVmanu. bynmalt mmdpnam cxemacu
MabJIyMOTIap OKUMHUHHM Y3aTUII THU3UMIIApHIA KYJUIaHWIAAW, ShHU OyHIa
MabJIYMOTHH y3aTHUII UXTUEPHUI BaKT/Ia OOLUIAHUIIN Ba TYTaTHIIUIINA MyMKUH.

MabjyMOTHHHI MKKWJIMK KYPUHUIIU

M=010010101010101100111010110101101011010101001

XOR amaau <
KaauTHUHT HKKWJIMK KYPUHULIA

K=0101011010111111101111111110111111111111111111111

HIngpMaTHHUHT HKKUIMK KYPHHH LU

C=00011100000101001000010100111001010010101011

Oun MatH > — < S
—

2.13-pacm. Oxumiiu g pIiail TU3UMHA

Arap mudpnam jxkapaéHM OYMK MabIyMOTHU H(OIATOBUM 3IEMEHTap
(macaman: Out, gapuMm Oait, Oemr Out, OaiiT) OenrwiapHu MWUGPMABIYMOTHH
n($OoIaIoBUM dJIEMEHTap OeNruiapra akCIaHTUPHII acOCHAa amaira OIIHMPHIICA,
OyHnnaii mudpnam anropuTMH y3iayKcu3 (OKUMIIHM) mudpiam CHHPTYpKYMUTa
kupagu. Ymly Toudanaru mudpiann aaropuTMIAPUHUHT YMYMHI CXeMacu
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Kyitnnarmaa (2.13-pacm).”

Oxkumin mudpaam ajlropuTMiapy OJIIUH OMMAaOOIN CaHaJIraH Ba KUYUK
UMKOHHUSTIa 3ra Kypuiamanapja xoc OynraH. Oxkumiu mudpiiai aaropuTMmiapu
MabJIYMOT Y3YHJIMTUTa TEHT OYJraH KaJUT KeTMa-KeTIuruaad ¢oigalaHraHiInuru
cababnu Ba X03Up/Aa KOMIIbIOTEp TEXHUKACH MMKOHHSITHHHU OPTUIIN HaTHKacuia
OKMMJIM IHUGPIANT aJrOpUTMIIAPH YPHUHH OJOKIM MU(pIanl alropuTMIIapH
ArajIaMOK/a.

Oxkumin mudpram aaropuTMiIapura MOOWJ aloKa BOCHUTANapu ayloka
crangapty GSM (Global System for Mobile Communications) mpoTtokoiauaa
doiinananunrad A5 CHJDKUTHII PETUCTOpIAapUra acoCHaHraH OKUMIIM Iu@piart
QITOPUTMH, CHUMCH3 ajoKa BocUTalapwiapuga Mapxya WEP mnpotokonuaa
doiinanmanunran RC4 oxumiu mumdpnam aIropuTMIApUHN MHUCONT  KHIHO
OJTUIINMH3 MYMKHH.

2.3. AccuMeTpuK M paam aJropurMmiaapu

AcumMMeTpuK mH@pram TH3UMIAPUAA HKKATA KAJIAT WIUIATAJIAIH.
AXO0opoT ouMK KamuT €Epnamuaa mM@praHca, Maxduid kanut Epaamuna
pacmrdpoBKka KWIMHAAU. ACUMMETPHUK IIH(panl TU3UMIAPUHU OYMK KaJIUTIH
mu@pran Tu3uMiap 1ed xaMm IpUTUIAIN.

OuMK KamuTiIM TU3UMIIAPUHU KYJJlall acocuaa KailTapuinmac €xku Oup
TOMOHJIM (QyHKUMsIapAad (oigananum €raad. byHmail QyHkuusuiap Kyiuaaru
XycycusTiapra sra. MabayMKu X MabiayM Oyica Yy=f(X) yHkuusHM aHmKIanm
OCOH. AMMO YHHMHI' MabJiyM KMHMaTh Oyinya X HU aHUKJIAIl aMaJIuid >KUXaTJaH
MyMKUH sMac. Kpunrorpadusiga smmpun ne0 atanyBuu Wynra sra Oynran Oup
TOMOHJIM (YHKIMSIAp WIIATWIaAA. Z TapameTpiu OyHaail QyHKIusiap
Kyliugaru xycycusimiapra sra. Mabaym Z yuyH E, Ba D, anropurmiapunu
aHUKJIall MyMKUH. E, anroputmu €pramuaa aHUKIMK coxacujgaru 6apya X ydyH
f(X) dbyHKUMSHM OCOHTMHA OJNMII MYMKWH. Xynaw my Tapuka D, anropurmu
EpIaMuza JKOM3 KHiiMaTiap coxacHuard 6apua y yayH Teckapu dyskmms X=f (y)
XaM OCOHIMHA aHMKJIaHaaAu. AWHU BakTAa KOM3 KUiIMaTiap coxacujaru oapuya Z
Ba esipiy Gapda, Y yuyH xarto E, Mabaym 6ynranmga xam f (y) i xucoGnanmap
épnamuna Tonub OYynmaiinu. Ounk kanuT cudaruna y unuiatuica, Maxduid KaauT
cudaTtua X UIUIATHIIAIH.

O4MK KaJUTHU MIUTATHO mM@pIaall aMaira olypuiraiia y3apo MyJokatia
Oynran cyobekTiaap ypracuaa Max@uil KaJuTHU ajIMallMIl 3apypUsITH HYKOIaIu.
by o53ca ¥y3 HaBOaTuaa  y3aTUIyBYM  aXOOPOTHUHI  KPUNTOXUMOSICUHU
COJIANIAIITUPA/IH.
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AcCHMMETpPUK  KpUNTOTH3UMJIapAa  axOopoTHH  mudpramaa  Ba
nemmdpramga Typau Kanutiaapaad GonganaHuIanu:
ounk kamut K axOopoTHu mudpranga WImaTHiIagn, MaxQuid KaauT K JaH
Xuco6J1ad YuKapuiiaiu;

Max(Quil KamuT K, YHUHT KyQTH OYNraH OouuK KaiduT Epaamuaa mudpiaHrax
ax0opoTHU pacmn(pPOBKa KUIHILIA UIITATUIIA/IH.

Maxduii Ba 0uMK Kanutiaap xypT-KydT reHepanusiaHaau. Maxduit kaiut
aracujia KOJUIIN Ba YHH pyxcaTcu3 (oWJalaHUIIIaH UIIOHWIN XUMOSIAII 3apyp
(cummeTpuk anroputMjard mudpram kamutura yxmad). OYMK KaJIUTHUHT
HycXaJapu Max(uif KaJIuT dracu ax00poT aIMaIIMHAANTaH KPUITOrpaduK TapMOK
a0OHEHTJIAPUHUHT Xap Oupuaa OYIUIIN IIapT.

AcUMMETPHUK MHUQPIANIHUHT yMyMJIAIITUPWITaH cxeMacu 2.14-pacmaa

KCITUPWIITaH.
Kalyn KHTyBYUWHUHT OYHK
kanutu KB
Kynarypun A Kabyn kuryBun b
Kalyn KiiryBUMHUHT
Max¢uit kamuta Km
Ks
A 2
Xabap M \ [MIuppmata C Xabap M
Iugpnam EB Hemudpnam DB
J XuMosiJlaHMarat
KaHal

2.14-pacMm. AcuMMETPUK MUGPIANTHIHT YMYyMIAIITHPUITAH CXeMacH

ACHMMETpUK  KpUNTOTH3UMIA  mudpranran  axOOpOTHH  y3aTHII
KyHuarnia amanira OlupusIaim:
1. Taiiéprapauk 60CKUYH:

— aboHeHT B xy(T KaluTHH TeHepanusutaian: maxpuil kaaut K Ba O4MK
kainT Kpg;

— ouuK KamuT Kp aOoHEHT A ra Ba KoJiraH abOHEHTJIapra *KyHaTUIaIu.

— A Ba B abonenTnap ypracuga ax00poT aJIMAIIIHIII;

— aboHeHT A aboHeHT B HuHTr oumk kamutm Kp Epmamuma axOopoTHU
mudpaiiay Ba mudpmaTHHU a0oHEHT B ra xxyHaranu;

— abonHeHtr B y3unHuHr Maxduit kamuth Kz Epmammma  axOGopoTHH
nemudpnaau. Xed kuMm (11y >KymjaajgaH a0oHEeHT A Xxam) ym0y axO0opoTHU
nemudpiiaid oaMaian, YyHku aboHeHT B HUHT Maxduil KanuTu yH1a HYK.

ACHMMETpUK KpUOTOTU3UMAA axOOpOTHHM XHuMosuiall ax0opoT Kalyin
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KAJTYBYH KaUTH Kg HUHT MaX(UIIATHTa acOCIIaHTaH.
ACHMMETpPUK KPUNTOTU3UMIIAPHUHT ACOCUM XyCyCUSITIapy Kyiuaaruiap:

1. Ounk KaaUTHU Ba MUGP MATHHU XUMOSUIAHTAH KaHAJI OPKAIM KYHATHIII
MYMKUH, SbHU HUATU OYy3YyK OJlaMra yJjap MabJiyM OYIUIIN MYMKHH.

2. lluppram Eg:M > C Ba pacmmdpoBka kwmm Dg: C =2 M
AITOPUTMJIIAPH OYHK.

AMania acMMMETpUK Mmupiam aJlropuTMIAPUHUHT SPATUIl YYyH OHUp
TOMOHJIaMa (pyHKUMAIapIaH (MyaMMoiapian) (ol JamaHuIl TaBCHsl STUIIA TN,

Xo3upAa OYMK KAJIWTIM TU3UMJApPHU  SIpaTUIl  y4YyH  KyHWJaru
MyamMoJIapiap KeHr (onanaHuiaiu:

— KaTTa COHHHM MKKHUTA TyO KYMmalTyBuM makiauaa udoianar,
— JIMCKPET JIorapuQmiIail MyaMMOCH;
— 3JUIMNTHUK 3TPU YU3UKJIApra acOCIaHTaH.

O4MK KamuTiIM KPUNTOTU3UMIIAPHU OUMp TOMOHJIM (DYHKUMSUIAP KYPUHHILN
oyitnua dapxnam mymkuH. bynapuunr mumpga RSA, DOne-I'aman Ba Mak-Dmnuc
TU3UMJIAPUHU aJOXUJa TWIra OJUMII YpUHIM. XO3WpJa DHI CaMapaid Ba KEHT
TapKaJraH OYMK KaluTiau mudpram anroputMu cudaruga RSA anroputMmunu
KypcaTuil MyMKHH. RSA HOMU alropuTMHH sSpaTyBUHIIApU (paMUIUSIIAPUHUHT
oupunumn xappunan onunrad (Rivest, Shamir Ba Adleman).

RSA wugpraw ancopummu accuMeTpuk mudpiamn aJaropuTmiiapu U4uaa
ApaTWIraH JacTia0Ky aJropuTMiap/aH Oupu caHainuO, KaTTa COHHU MKKHTA TyO
COH KYNaWTYBYMCH IIAKJIMAA EUUIIT MyaMMOCHTa aCOCIAHTaH. X03UPru KyH/1a XaM
ymoy anropuTMmaaH amanjga kamuaa 1024-Out kamutaaH (QoimgaiaHuIn TaBCHS
sTrmagm.’

One-l'aman muzumy 4YEKIW MaWJOHJapAa AUCKPET Jorapu@MIapHUHT
XucoOnmaHuI Mypakkabmurura acocianrad. RSA Ba Dnb-I"aman TU3uMIapUHUHT
acocui  kamMuumnuru  cudaruna  MoAysb  apu(pMETUKAcHAard  Mypakkao
aMaJVIapHUHT Oa)KapWIMILK 3apypUsTHHU KypcaTuil MyMKUH. By 3 HaBOaTmaa
alTapanya XyucoOam pecypciaapyuHu Tanad Kujaaau.

2.4. Xom ¢pyukuusiap sa JPU aaropurmiapu
AXOOpPOTHHHT KpUNTOTpaUK XMMOSCHHHHT acoCUil BazudanapujgaH oupu
Oy — MabayMOT OYTYHJIWUTHHU TabMHUHJIANANDP. MabIyMOTHH OyTYHJIUTHHH
TabMUHJANIA X311 (YyHKOMsUIap ne0 aTanyBud TU3UMiapaad Qoiigananmmmo,
ym0y TH3UMIIap axOOpOTHW Y3aTHIN JaBOMHJAA Y3rapraHINTHHA TEKITUPHIIIA
dbolnananunagm.
Yoy tusumnapuunr nactiadku Bakwiapura CRC (Cyclic Redundancy
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Check) Tusmmitapuau MUCOJI KWJIMO OJUII MYyMKHH. XO3WpJa XaM KHYHK
xucoOnanuiap Tanald ITWiIaauWraH KypuiManapaa Ba Ttuzumiapaa aiiHan CRC
TU3UMJIApUAaH KeHr ¢oinamanmiaan. Macaman, WEP mnportokonuaa, TapMOK
KypuiMajiapyuaa Ba Xak.

Xom QyHkuus ae6 uxtuépuil y3yHnukaara (Out €ku 6ailT Oupiukiapuaa)
MabJIyMOTHU OUpOp (UKCHUpIAaHTaH y3yHIUKIaru (OuT €ku OaT OupiuKiIapuaa)
KAiiMatra YTKa3yBYM (yHKUMAra atuiaaad. Xom (QYHKIHUSUIAD CTATUCTHK
TaxXpubamapHu YTKA3UINIA, MAHTUKUN KypHIMaJapHU TEKIIUPHIIIA, T€3 KUAUPUO
TONUII  AJTOPUTMJIAPMHM  TY3WIIJAa  Ba  MabiaymoTiap  Oaszacupaaru
MabIYMOTJIAPHUHT TYJIATUTUHUA TEKIIUPUIIAA KYITaHUIAIH.

Kpunrorpadusina xsm ¢yHKuusuiap KyWujgard MmacajajiapHu Xaid KUJIUII
YAyH UIUTATAIIAIH:

— MaBJIYMOTHHU y3aTHIIJA €KW CaKIamija YHUHT TYJTAJIATHHU HA30paT KUJIHII
YUYH;
— MaBJIYMOTHUHT MaHOAWHM ayTEeHTU(UKAITUS KAIUIT YIYH.

MabiyMOTHU y3aTuija €KU cakialia YHUHT TYJATUTUHA Ha30paT KAJTUII
y4yH Xap OMp MabJIyMOTHUHT X311 KuiMatu (Oy XdII KUHMaT MabIyMOTHHU
ayTeHTU(PUKALUS KWK KOJU KU “UMUTOBCTABKA -MabJIyMOT OJOKIapu OuiiaH
OOFNMK OYiraH KymMM4a KHUPUTWITAH OeNru Jedunaan) XucoOiaHuiaaau Ba Oy
KHMaT MabJIyMOT OWiIaH Oupra cakiTaHwmwiIagd €KW y3aTwiaad. MabiyMOTHH
KaOyyn KwiraH QoimagaHyBYl MabIyMOTHHHT XdII KUHMATHHU XHCOOJNAWInd Ba
YHUHT Ha30paT KUUMaTH OWJIaH COJIMINTUPAaU. Arap Takkochamga Oy KuiMmatiap
MOC KeJiMaca, MabJIyMOT Y3rapraHjuruHu OUIIIUpaIu.

Xom pyHKIMA €0, UXTUEPHUM Y3YHIUKIArd M MabllyMOTHH (PUKCUPJIaHTaH
y3ywmkaaru h(M)=H kuiiMatra akcClIaHTHpYBYH, OCOH XuCOOJaHAIUTaH OUp
TOMOHJIA (DYHKIIMSITA alTUIIA/IN.

Xom KuiMat Oomika HomJjiap Owitad: “xam koxa”, “‘cBepTka’”, “malmkect”,
“OapmoK u3napu’’ 1ed xaM atanaju.

Xsm pyHKUMATa Kyduaara tanadniap Kynuinaau:
NxTuépuii y3yHnukaara MaTara Kysuiad 6ynamu.
Uukuiia TaiHIaHTaH Y3YHIMKIArd KWMMaTHA Oepaiu.

W N

NxTtuépuit 6epmiran x 0yitnda h(x) ocon xucoOmaHaau.
4. Uxtuépwmii 6epunran H 6yitnya h (x)= H Tenrnmmkngan X aHu Xxucob61ad Tonud
oynmaiinu. (bup ToMoOHIMIMK X0OCCacH)
5. Onunran x Ba y#x MartHinap yuyH h(x)# h(y) Oynamu. (Komnususra
OapIOLLTUIIMK XOCCACH).
Xo3upaa amanaa xdom QyHKIUsIap Y3u anoxuaa doimananuimain, Oanku
ylnap ycTuja uNuad YHKWITaH TU3UMIAp KeHr doimananunaan. Yoy
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TU3UMJIApJIapra, OJJIEKTPOH pakamid HWM30 alrOpUTMIIapu, MabIyMOTIapHU
ayTeHTUUKAMSATIANT TA3UMUJIAPUHN OJUIIIMMHA3 MYMKHH.

Mavrymomnu aymenmuguxayusnaw musumiapu (MAC) xsm QyHKImMsIap
OaxapraH MabJIyMOTHH OYTYHJIMTHHH TabMUHJAII Ba3udacu ycTUTa KyIIuM4a
paBuIla, MabJIyMOTHH ayTEeHTH(HUKauusiam BasupacuHU xXaMm Oakapaau.
Ymymuii xonma MAC TusuMIapuHUHT unuiamu Kyiugarn 2.15-pacmaa  akc
STTHpHIATaH."

Xabap

\ 4

Xa6ap-2

Kanur > < Kanur

v

Kon-2 Kon

Kon

2.15-pacm. MAC tusumnapu

Ymby Ttuzumiapaa (akaTruHa MKKM TOMOHra MabiyM OynraH Maxuii
napametp “Kamutr” Qoiinananunubd, ymOy napameTp opkaiu ¢doigaianyBuu
MabJIyMOTH ayTeHTUUKausaad yTkazunaau. Xosupaa MDS, SHA1, SHA2 xam
dbynkuusuiapura acocinanran MAC TuzuMiiapuaad amaijga KeHr ¢oigananuiaam.

bynnan Tamkapu MabiyMOT MaHOAWHUHT XAaKUKUIIMTMHUA TabMUHJIAIIIA,
MabIyMOT MyaJTuPUHU  aHUKIAIA AJICKTPOH pakamiau umzo (OPUN)
dbolnanannau0, yJIapHUHT acocuil Bazudacu Kyiuaaruiapaad uoopar:

- Maxduii kanut daxkat QoiinananyBun (A)HUHT Y3UraruHa mMabiym Oyica, y
xonna ¢oinananyBuu (b) TomoHugan KaOyn KuianO OJIMHTaH MabIyMOTHH (pakat
(A) ToMOHMIAH XKYHATWITAHIUTUHA paj dTUO OYmaiiauy;

-KOHyH Oy3ap (paku0® TOMOH) Max(puil KaJIWTHH OuiMarad XoJjjaa
MaauuKanusIam, CcoXTaJamTupuil, (aon MoauduKkamusiam, HUKOOIAI Ba
Oomka mry Ka0u ajlioka TU3UMU KOWJAIAPUHHUHT OY3WIUIINTA WMKOHHST
TYFIUPManau;

-ajloKa TU3UMUAAH (GoiallaHyBUYMIAPHUHT y3apo  OOFIMK XO0Jjia HII
IOPUTHUIIIN MyHOcabaTuaaru Kymiad KeJIWIIMOBUYMIMKIApHH OaprTapad 3Tamu Ba
OyHIall KEeTUIIMOBYMIIMKIIAD KEINO YMKKAHAa BOCHTAYMCU3 AHUKJIMK KUPUTHUII
UMKOHUSITH TYFUJIA]IH.

Maxcyc DOPU anroputmiiapu pakaMian HM30HU XHCOOJAlml Ba WM3OHH
TEKITUPUII KUCMIIapuIaH wubopaT. Pakamianm WM30HM XHCOOJIAll KHUCMH HM30
KYWYBUMHUHT Max(duil KaduTH Ba UM3OJAHUIIA Kepak OYIraH XyA#OKaTHUHT XOIII
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KuiimMaTura OofnuK Oynaaw. VIM30HM TEKIIMPUI KUCMHU MM30 STACHHUHT OYHK
KaJIUTUTa Ba KaOyJl KWIMO OJIMHTaH XYXKATHUHT X311 KUMaTura OOFIHMK X0JiIa
amaJra OLIUpUIIaIN.

DJIEKTPOH PAKAMJIM UM30 AJITOPUTMJIAPH

Xap KaHzai €3ma xaT €KU XyXOKaTHUHI OXUPHJIA 11y XYXOKaTHH Ty3YBUMCH
€KM Ty3HWII y4yH >KaBoOrap OViraH IMIaXCHUHT MM30CH OYJIWIM TaOWWN XOJIUP.
Bbynpaii xonar onataa KyHuaaru MKKATa MakcaaaH Kenuo unukanu. bupunumnasy,
MabIyMOTHM OJIraH TOMOH ¥y3MJa MaBXyJl HUM30 HabMYHAacHra OJIMHTaH
MabJIyMOTAArd UM30HU COJMIITHUPIaH XO0JIJ1a 11y MabIyMOTHUHI XaKUKUIIUTHUIaA
WIIOHY XOCWJI Kwiaau. VWKKWHUWIIaH, IIaXCHU HMM30 MabIyMOT XYyXKaTura
IOPUIUK JKUXaTaaH MyautddaukHu kadonariaiiau. bynaail kadonart eca caBgo—
COTHUK, HIIIOHYHOMA, MOKOYpHST Ba Iy Kabu OMTHMIIap/ia alnoxXu1a MyXuMIup.

XyxoKatiapaard KyHWirad maxcuid UM30JapHU COXTAIAIITUPUIL HUCOATaH
Mypakka0d OynmO, ImIaxcuii MM3OJApHUHI MyaUlM(IapuHu XO3UPrd 3aMOHABHIMA
WIFOP KPUMHUHAJIUCTUKA ycinyOnapuaad (oHgalaHuIl OpKajdud aHUKJIAll MYMKHUH.
AMMO DJIEKTpOH pakaMiIM UM30 XyCycusTiIapu OyHIaH ¢apkiu OYind, UKKUIUK
CaHOK CHCT3Macu XyCyCHSTJIapu OwiaH OelrumiaHaJuraH XOTHpa perucTpiiapu
ouTtinapura OOrauK. X0THUpa OUTIIAPUHUHT MabJIyM OUp KETMAKETIMTUJaH HOOopaT
Oynran DIEKTpPOH HM30HM KyyupuO OHpop KoWra Kyl EKd Y3rapTUpHII
KOMITBIOTEPJIAP aCOCHUIAru AJIOKa TU3UMIIApUIA MYPAKKAOIHUK TYFAUPMANIH.

ByryHru rokopu aapaxaja pUBOKJIAHTaH OyTyH AyHE CUUBUIM3ALMSICHIA
Xy;oKaTiap, kymiaagaH Max(@uil Xy#OKaTJIapHUHT XaM, OJEKTPOH KYpPHHHILIA
WIUIATUJIUIIN ~ Ba  alloKa THU3UMIIApUIa  y3aTWIUIIM  KEHr  KYJUTAaHHJIUO
OopunaéTraniaury  OJEKTPOH  XyXoKariap Ba  OJEKTPOH  MM3OJApHUHT
XAKUKUWINTUHA ~ aHHWKJIANl ~ MacalaJlApUHUHT  MYXUMIIUTHHH  KENTUPHO
YUKApMOK/A.

Ounk KanuTau  Kpunrtorpadpuk  THU3UMIAp  KaHYAJMK  KyJlaid Ba
KpUnrodapaouiym OyJIMacuH, ayTeHTU(PUKAUKUSg MacalaCUHUHT TyJa €YMJIMIINra
#aBoO Oepa onmaiiau. LllyHuHr yuyH ayreHTu(ukanus yciayOu Ba BOCUTalapu
Kpunrorpaduk aaropuTmiap OuiiaH Ouprajgukaa KOMIUIEKC XOJa KYJUTAaHWIIWIIN
Tanxabd TN,

Kyi#inna nkkura (A) Ba (b) dolinananyBunnapHuHT aoka MyHocabatiapuia
ayTeHTU(PUKAIUSI TU3UMU PAaKUO TOMOHHUHT Y3 MaKCcaJu NyIujaaru KaHjaan XaTTH-
XapakaTiapuJaH Ba KPUNOTOTH3UM  (oiianaHyBUMJIAPUHUHT  (poiganaHuI
NPOTOKOIMHU  y3apo Oy3WiuUUIapJaH CakKJallld KEePaKIMTMHUA KYpcaTyBUU
X0J1aTyiap KYpuo YMKUJIaIH.

Pao smuw. ®ovinananyBun (A) ¢oiinananyBun (b) ra xakukaran xam

MabJIyMOT KYHaTran 0ynu0, y3aTHWiIraH MabIyMOTHH paj 3TUIIA MyMKHUH.
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bynnaii xomma Oy3wnMIIMHWHAT (TApPTUOCU3IMKHUHT) OJAWHU  OJIHII
Makcauia DIEeKTPoH (pakamiin) uM30aH GoiiganaHuiaam.

Mooupuxayusnaw  (yzeapmupuw. DoiinananyBun (b) kabynm Kuaub
OJIMHTaH  MaBJIYMOTHM  Y3rapTupud, 11y  V3rapTUpWiraH  MabJIyMOTHH
doitnananysuu (A) r0bopan, 1e6 TabKUIalIU (1abBO KAJIAIH ).

Coxmanawmupuw: PoitnananyBun (bB)HuHr y3u Mabaymotr Taiépnad, Oy
COXTa MabIyMOTHH (oiimananyBuu (A) r0bopau 1ed 1abBO KHJIATH.

Daon mooupurayusnaw (yzeapmupuur): (A) Ba (b) dboiinanmanyBuniapHUHT
¥3apo anoka TapMorura yunHud Oup (B) doiimanmanyBun HOKOHYHHH Tap3na
OofaHuO, yJIapHUHT ¥3apo y3aTa€TraH MabIyMOTIApUHHU Y3rapTUpraH XoJia
JeSIPJIN Y3ITyKCU3 y3aTHO TypaJiu.

Huxobnaw (umumayusnaw). Yuauaun domananyBun (B) doitnanmanysun
(b)ra ¢oiinananysuu (A) HOMHIaH MabIyMOT KYHATa/IH.

Oxopuna cana® VyrTuiaran: MoauduKanusuiaii, COXTaTalITUPHUIL, (ao
MOAM(pUKALMSIIAIL, HUKOOIANl KaOu aloKa TU3UMH KOMJAIAPUHUHT OYy3WIMIINHU
OJJIMHU OJUII MaKcaJuaa pakamJid CUTHATypaJaH— pakamJd HMM30 Ba
y3aTWIaAUTraH MabJIyMOTHUHT OUPOp KUCMHHH Tyja ¥3 WYUra OJXYBUM paKamiiv
mudpmaTHAaH UOopat OYiIran MabIyMOTAaH QoiiIaTaHUIaIN.

Taxpopnraw: ®onpananyBun (B) QoiinananyBun (A) TOMOHHUIAH
doiinananyBun (b)ra sxyHaTwiaran wabiyMoTHU Takpopan (b)ra xyHartamnu.
byHnaii HOKOHYHUH XaTTH—XapakaT ajloka yCyJuJaH OaHKJIap TapMOKJIapuja
DNEeKTUPOH XUCOO—KHUTOO THU3UMUAAH (oHJanaHuIIa HOKOHYHUNIMK OujiaH
y3ramap nyJUIApUHU TATOH-TapOok Kuiuijaa doigananunaan. AHa UIyHIan
HOKOHYHMI YycyiuiapAaH MyxodaszalaHuil y4yH KyHuaara 4dopa - TaaOupiapu
KypWIaau.

- UMUTAIMsIIAITa OapJONITHINK — UMUTA0ap AONUIHIINK;

- KPUNITOTH3UMTIa KUpaéTraH MabIyMOTJIApHH Myxodaza MakcaiapuaaH
KeJuO yuKuO TapTrdIaIl.

DJEeKTpOH pakaMjiM HMM30 ajoKa TH3UMIapuia OWp Heya Typ Kouzaa
Oy3wuinuiapuiad Myxodasza KUITUHUIITHA TABMUHIIAWU, THHU:

- Maxduit kanmut daxkat QoitnananyBun (A)HUHT Y3UraruHa Mabiym OVyica, y
xonna ¢oitnananyBun (b) Tomormaan kaOyn KUaInO OMMHTaH MabIyMOTHU (akar
(A) ToMOHMTAH XYHATWITAHIUTUHA paj dTUO OYmaiiamy;

-KOHyH Oy3ap (pakub ToMoH) wMaxduil KaJIUTHH OuWiIMaraH XoJjjaa
MaguuUKausIam, coxrajamTupuil, (aon Moaudukanusanam, HUKOOJIan Ba
Oomka 1y kaOW ajoKa THU3UMHU KOWJAJTAPUHHUHT OYy3WIMIINTA WMKOHHST
TYFAUPMaNI;

-aoKa TU3UMUAaH GOoMalaHyBYWIAPHUHT Yy3apo OOFJIWK XOJjla HII
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IOPUTHUIITN MyHOcabaTuaaru Kymiad KeIWIIMOBUYMWIMKIApHU Oaprapad eramu Ba
OyHIall KEeTUIIMOBUMIIMKIAD KeMUO YMKKaHAa BOCUTAYMCU3 AHUKJIMK KUPUTHUII
UMKOHUSTH TYFUJIA]H.

Kyn xommapaa y3tunaérraH MablIyMOTJIapHH IIudpIiamra xoxar Oyiamai,
YHU OJEKTPOH pakaMiId HMM30 OWIaH TacOuKiam Kepak Oymanu. byHnai
XoJlaTiapja OYMK MaTH J>KYHAaTYBUMHHMHT €CNHUK KaduTH Owiad mmudpiranuo,
ONMHTaH muppMaTH OYMK MaTH OwiaH Oupra yHaTtuiaaad. MabiyMOTHH KaOyin
KWINO OJTaH TOMOH JXYHATYBUYMHUHT OYHMK KajauThH Epaamuna mudpMaTHHA
nemdpiaad, OuuK MaTH OWJIaH CONIMINTUPUIIA MYMKHH.

1991 i#iunpa AKII pmarm Cranpaptinap Ba TexHosorusuiap Muuimii
HNucturytn DSA (Digital Signature Algorithm) pakamianm uM30 aJIrOpUTMUHUHT
crannaptuau DSS (Digital Signature Standart) 6u3 rokopuna kentupran n-I'aman
Ba RSA anroputmnapu acocuna sipatud, goitnananyBuniiapra Takind eTra.

JlacTma® TabKUIJAHTAHUACK, HM30 XYXKATHUHT IOPUIANK MaKOMHHH
kadonatnaian. Xo3Upru pPUBOXKIAHTAH >KaMHUATAAa axOopoT KOMMYHHUKAIIUS
TapMOKJIapuja OIJIEKTPOH MABJIyMOT ajJMAlIMHYBUHUHT KEHraub® Oopuiiu
MabIYMOTJIAPHUHT MaX(UIINTUHU, XaKUKUIJIUTUHU Ba MyaJUTU(GIUKHA YPHATHUIIT
MacajajapuHyd €4YuIIHU Tajnab eraau. MacanaH, anMammwiraH OJIEKTPOH
MabBIYMOT/IAp acocuaa y €ku Oy XONaTHHHT Y3rapuiid, Oy MablIyMOTiap
myamudu MaHpaTaapura 3uj KeIuO, y 3JIEKTPOH MabIyMOT MYyaTU(IUTHIaH
oom Toptumm MyMKuH. IllyHmail XomaTJapHUHT OJJWHHA OJHII MEXaHU3MHU
MabIYMOT Mya/UIMPUHU ¥Y3UTarmHa MabiyM OViaraH OWpOp COHJIM IapamMeTp
(Maxduit kanuT) OWiaH OOFIIMK XOJJa XOCHJI KWIMHAIWUTaH COHJIAp KeTMa-
KeTnuruaa ubopar 6ynran InaekTpoH pakamiiu um3o (DPU) xucobmananu.

OPU ax60poT KOMMYHUKAIIMS TapMOFUJA JIEKTPOH XYKKAT aIMAITUHYBU
)apa€Huaa Kylniaru yuyra MacajaaHy e4rill MMKOHUHU Oepajiu:

— JJIEKTPOH XYXOKaT MaHOAaWHWHT XaKUKWUHJIMTHHU aHUKJIAIIT,
— BJIEKTPOH XYXOKAT SXJTUTIMTAHY (Y3rapMaraHIuTHHA ) TEKIITUPHIII,
— JJIEKTPOH XYXKKaTra pakamiIim MM30 KyHTaH CyOBEeKTHH MyaJUTH(IMKIAH
001 TOPTMACIUTUHA TAbMUHIIANIH.
Xap kangait OPY anroputMu HKKUTa KUCMIaH HOopat Oymaau.
— HWM30 KYWHIIL;
— WM30HU TEKITUPHIIL
Paxkamnu um3onu wakainanmupuwi myonaxcacu. YOy MyoJlakaHU
Taii€pnamr  Oockuumaa xabap IKYHATyBUM aOOHEHT A UWKKWATAa KaJIUTHU
reHepanusutaian: Maxpuii kamut K, Ba ounk KaauT K. Oumk kamuT K, YHUHT
Kyt Oynran maxduii kanutu K, 1aH XucoOain OpKaau OJMUHA/IH.
Ounk xkamut K, TapMOKHUHT OOIIKa aOOHEHTIapUra UM30HU TEKIIUPHUIIIA
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doiinamaHuil ya9yH TapKaTHIAIH.

Pakamian HMM30HM WIAKJUIAHTUPUII YYYH JKYHAaTyBUM A aBBajo MM30
yeKuIyBYd MatH M wuHr xem ¢yHkiusacd h(M) kuiimatuau xucoOmaian (16-
pacm).

Xem-(hyHKIHS ©M30 YEKITYBYH JacTia0ku MaTtH “M ™ HuU maipkect “m’Ta
3UYjamTHpumra xusMar kKuwiaam. [laimxecr M - OyryHn MatH ‘M7 Hu
XapaKTepJIOBYM OWTIApHUHT OedruiaHrad Karra OyiMaraH coHuUZaH wuOopar
HUcOaTaH KucKa conaup. CYHrpa )KyHaTyBUH A Y3UHUHT Maxduii kanutu K,Onnan
nadmkect “‘m” Hu mmdpraian. Hatwkana oauHran coHmap kypTu OepuiiraHn
“M”’MaTH y4yH pakamJid UM30 XucoOjaHaau. Xabap “M” pakamind uM30 OuJiaH
Oupramukaa KaOys KWIyBUYHMHHHT aapecura ooopuianu (2.16-pacm).

Xaoap M Kaby1 kuiryBunra
™ Xa6ap M
v m - xabap A >
Xerm X3II CCHMETPHK __ Pakammu
. mudpaan
byHKIIHA KHHMAaTH HM30

TK - HM30JIOBYH KaJlIHT
2.16—pacM. DAEKTPOH paKamIId UM30HH MAKJUTAHTUPHII CXEMAacH

Pakamnu um3onu mekwupuwt myonaxcacu. TapMOK aOOHEHTIApU
OoJIMHTaH xabap “M’HMHI pakaMjM HM30CHUHHU YOy XaOapHU KYHATYyBUMHUHT
ounk kanutu K, épaamMuia TEeKmUpUILIapu MyMKUH (2.17-pacm).

DONEeKTpOH pakamJid MM30HHW TeKImupuiaa xabap “MHu KaOyn KUITyBYH
“B”" xaOyJ KUJUHTaH JaiIKeCTHH KYHAaTyBUMHUHT OuMK Kanutu ‘K" épnammna
pacumpoBKa Kuiaau. YHAAH TallKapH, KaOyl KWIYBUYMHU Y3U XEHIPYHKIUS
h(M) épnamuna kaOyn KyuMHTaH Xxabap “M “HUHT JailjpkecTH “m "HU XUCOOJIanau
Ba YHU pacmm(ppoBKa KWJIMHTAaHU OWJIAH TaKKOCTAiau. Arap WKKamga JalJKeCT
“m” Ba“m'” MOC Kelica pakaMJIM UM30 XaKUKHH XHCOOIaHaIH.

AKC Xoima uM30 KamOakuJalTHpWirad, €ku axOopoT Ma3MyHH
y3rapTupuirad Oyiaau.
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Xabap M b Xom Xomr kuiiMar, h _
YHKIHA ITyx
>
Paxamm | AccuMmeTpHK Jemmudprauran
HM30 nenrad pIIant XoII KHitMart, h'
T K - mm30HH TEKIMHPYEYH KAIIHT
Xa, mso Tyrpu

2.17 - pacM. DNEKTPOH paKaMiIu UM30HU TEKIITUPUII CXEMaCH

Nm3zo xyitnm myammd ToMOHUIaH, (pakar yHra mMabiym Oynran maxduit
KaquT OWiaH amanra omupuiagu. VIM30oHMHT XaKUKUAIUTHHUA TEKIIMPHII eca
UCTAJITaH 1IaXC TOMOHHUJAH, UM30 MYAJUIMPUHUHT OYUK KaJUTH OWiIaH amaira
OLIMPWINIIY MyMKHH.

DNEKTPOH KOMMYHHMKALHJIAP Ba DIJIEKTPOH XyXOKaT AJIMAIMHYBU XO3UPIU
KyHJa MHII (o3acujaH Oynagurad MyHOca0aTJapHUHI —aXpajaMmac KUCMHU
XUCOo0MaHnO, Xap KaHJald 3aMOHAaBUM TAIKWIOTHH OJEKTPOH XyxoKaTiap
alMallMHyBU Ba IHTEpHETCHU3 TacaBBYp KWIHILI KHUHH.

NHTepHeT TapMOfHIaH ONEKTPOH XYyXOKATJIap aJMAllMHYBH acOCHJA
MOJIUSIBUHM (DaonuAT 0aud OOpHIIa MAabIyMOTJIAp aIMAIllMHYBUHH XUMOS KHJIMALI
Ba DJIEKTPOH XYXOKAaTHUHI IOPUANK MAaKOMHHHM TabMHUHJIALI OUPUHYHU Japakallu
axaMusT KacO eTaju.

DNEKTPOH XYXOKaTJIM MabJIyMOT aJIMAIIMHYBHU kapaéHuna DPWHu Kyinam
Xap Xuj TypAaru TYJI0B THU3UMJIApH (IUIACTUK KapToukajiap), OaHK THU3UMJIapHU Ba
CaBJ0 COXAJAPUHUHT MOJUSBHUNA (DAOTUATHHU OOlIKapuuaa DIEKTPOH XyXoKaT
AIMAIlMHYBA THU3UMIIADUHHUHT PHUBOXJIAHUO OopuiiM OujlaH KeHr TapKajia
oonuIaan.

Xozupaa DPU Tu3uMUHM SPATUIIHUHT OMp HE4Ta WYHAIMIIIApH MaBXY..
by iiynanumnapau yura rypyxra OYJIuin MyMKUH:

1. oYWK KaIUTIU MHQpIAIT aTOPUTMIIAPUTa aCOCIIaHTaH;

2. CHUMMETPHK IHU(pIall aJropuTMiapura acocjiaHTaH,

3. WM30HM XHCOONall Ba yHHM TEKIIMPHUIIHUHT Maxcyc alropuTMIIapura
acocCJIaHTaH pakamMJId UM30 TH3UMJIIAPUIIUP.

Kaautnapau 6omkapuin
Kamutnap Xakugarm  MabIyMOT  J9raHaa  axO00poT-KOMMYHUKAITUS
KPUINITOTU3MMHUJIa MaBxXKys Oyiran Oapua KanwTiap TYIUIaMAd Ba YJIapHUHT
Myxodazacu OunaH OOFIMK MabIyMOTIap TYHIYHWIaAW. Arapaa KaauTiap
XaKUJard MabJIyMOTJIADHU  €Tapiu  Japaxkajard HWIIOHWIM  MyXodazaim
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OOIIKapyBU TabMHUHJIAHMAaca, TAOMMIKH, paKuO TOMOHTra axOopOT-KOMMYHHUKAIUS
TU3UMHUJIATA  ACSAPIM UXTUEPUNA MABIyMOTHU OJIMII YYyH TyJia WMKOHUSAT
TYFWIAIN.

Kanutnapau Oomkapuiil xapaéHu KyHuaara yura MyXum OYIIraH:

O0apya KaJUTIApHUHT ¥3apo OOFIHMK XO0jAa, SbHH Oup OyTYH XOJAa HILIAIl
Kapa€HUHU TabMUHJIAII (KaJuTiaap reHepaluscu);

KaTuTiap TYIMJIAMUHUHT  MakKcaJil  KEHran® OOpWIIMHM  TabMHUHJIAII
(KanUTIIapIapHUHT TYTUIAHUIIN);

KaJuTiaapiapHu  QoiilaJaHyBUmiIap Joupacuaa Takcumilaml (KaauTiapiIapHUHT
TaKCUMJIAHMIIIN ) )KapaéHiiapura axaMusiT OepUIlIHU Tanad dTaiu.

Judpdpun — XeaMaH KaIMTIAPHM OYMK TAaKCHMMJIAIl NPOTOKOJH. VY.
Jubdu Ba M.E. XemMaHHUHAT KaNMWTIApHU OYMK TaKCUMJIAI CHUCTEMACH OYHK
KAJIUTIM OOLIKA KPUNTOTU3UMIIAp KaOu Max(uil KaauTHU Max(puil KaHaJl OpKajIu
Y3aTWIMIIMHUHT X0KaTH WYKJIWUTMHUA TabMUHJIAWAM, aMMO ayTeHTU(]HKanus
MacanacHHH edMaiili Ba yPTagari o1aM XyKyMura oapomcns.’

MucoJu:

ALICE EVIL EVE BOB
Alice Ba Bob wukkura g, p | Bysrynuura xam p=11, g=7 | Alice Ba Bob wuxkurta g, p
(p>g) COHHU XOCWJ KHJIAIH. | MABIYM. (p>g) COHHM XOCHWJI KHIIAIH.
p=11, g=7 p=11, g=7
Alice  y3ununr  Maxduit Bob Y3UHUHT MaxQuii
KQJIUTUHU ~ XOCHJ  KWJIAIH. KaJIUTUHU  XOCHJ  KWJIAJIH.
XA:6 XB:9
YA:gX(A)(mOdp) e e YB:gX(B)(mOdp)
Y a=7°mod11=4 ——— A=7°M0d11=8

Alice Ya=8 Hu «kaOyn | BysryHuura xam Y =4, Ya = | Bob Yg=4 Hu KaOy11 Kuiaau.
KHJIaIH. 8 MabIyM.

Maxduii kanur = Maxduii kanut =

Yy *4modp Y, *Bmodp
Maxduit kamur = 8°mod11 = Maxduit kamut = 4°’mod11 =
3 3

Kyituga 2.1-xagBanma kpuntorpaduk XuMmosl yCylapd Ba yJIapHHUHT
ax00poT XaB(CU3IUTUHU TABMUHIIAIIA TYTraH YPHU KEJITUPUIITaH.
2.1-xanBan
Kpunrorpaduk xumos ycyJuiapu Ba yIapHUHT ax00poT XxaB)CU3NUTUHA
TabMUHJIANLA TYTraH YpHU

AJropurmiaap Max¢uitauk | AyreHTH(pUKALUSA AXIAUTINK Kamutnap
0oIKapyBH
CHUMMETpHK aJIrapuT™M Xa UyK UyK Xa

! Stamp Mark. Information security: principles and practice. 100 — 102 — c.
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Hocummerpuk Xa Nyx Nyx Xa
AITOPUTM
DNEeKTPOH paKamMiIn UyK Xa Xa UyK
HMM30 aJITOPUTMHU
Kanmut Tapkarum Xa I\/'I}“IK I\/'I}“IK Xa
IrOpPUTMH
bup Tomonnama xa3m Wik ik Xa Uk
byHKUMATap
Xabap Xa Xa Xa UyK

ayTeHTU(UKALUS KOJIU

o0k whE

Ha3zopar caBoJuiapu
AXOOPOTHUHT KpUNTOrpaUK XUMOSICH.
Kpunrorpadust Ba kpunroraxjimi GpaHiapu Makcaau.
KpunrorpadustHuar 6y numiapu.
CumMeTpuk mudpram TH3uMIapu Bazudanapu.
AcUMMeETpUK mudpaam TU3UMIapy Ba yiapaaH (GOl TaHMILL
OPU anroputmiiapu Bazudacu.

DoigaJAHWITAH aga0uéTiap

. Stamp Mark. Information security: principles and practice. USA, 2011.
. Peter Stavroulakis, Mark Stamp. Handbook of Information and

Communication Security. 2010.

. naitep b. Ilpuknagnas xpuntorpadus. IIpoTokosbl, anropuUTMBI,

HUCXOIHBIE TEKCTHI Ha s13bIKe Cu. — M.: m3parensctso TPUYMO®, 2003 -816

cTp.

. Ak6apoB /I.E. AxO60poT XaB()CHU3JIUTMHU TabMUHJIAUITHUHT KPUIITOTpaduK

ycyapu Ba yiaapHuHT Kyuraawmmami. 2008.
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3-maB3y. Pyxcatiiapumn Hazopariami.

Pexa:
1. Ayrentudukanus Ba uaeHTU(PUKAIIS YCyIapH.
2. PyxcarmapHu HazopaTJaIll.
Tapmokiapapo sKpaH.
4. XyXyMIIapHHU aHHKJIAII TU3UMIIAPH.

w

Tasanu wubopanap: udenmuguxayus, aymeHmudukayus, aemopuzayus,
napon, GUOMempuK Xycycusim, pyxcamiapHu Ha30pamiail, MaHoamea acoclaHean
Mooel, OUCKpeyuor Mooel, ponea acocianean mooen, benna-Jla-11yoyna mooenu,
MAPMOKAAPApo — dKPAH,  XYIHCYCAAPHU — AHUKIAWL — MUBUMLAPU,  PYXCaAmMaap
Mampuyacu.

3.1. AyrenTudukanus Ba wieHTHPUKALMA yCyLIapU

Hoenmuguxayus - xapacuu GonaqaHyBUMHA TU3UMIa TAHUTHII KapaCHU
o0ynu0, yHaa onarna oiinananyBuu ¥3 UCMUJAH (JOTUH), CMapT KapTajap/iaH Ba
OMOMETPUK XycycuATIapuaad (ponJaJaHuIIIi MyMKHUH.

Aymenmugukayus sxcapaénu - GongananyBun €K MabIyMOTHU XaKUKAT/Ia
TYFpU SKAHINTHHA TEKIIHPHII sKapaéuu 6Y1u6, ogataa 3 Typra 0y mHagm: "

- bupop Hapcanu 6unui acocuna. Macanan:naposn, PIN, caBosi-xaBo0 Ba X.K.

- bupop Hapcara sranuk Kwidin acocuja. Macanan: ID kapta, xaBhcu3nuk
TOKEHJIapH Ba X.K.

- Mapxyn ¥y3ura xoc ¢aktopiap acocuga. MacanaH: 0apMOK U3H, 103
ty3wni, JIHK, oBo3, Xapakar Ba X.K.

MMapoastap acocuaa  ayreHTHQUKALNMSAIALL ITapon  acocuna
ayTeHTU(PUKALUSIAl YCYJIM KEHI TapKaJraH ycyJulapjaH Oupu caHamuo
KoJmacaaH, oHT 3aud ycymaup. Ilapon acocuaa ayreHTH(UKANUSATIAIT YCYJIUHA
3au(IIMKKa 0THO KeIyBYM OMUILIAP:

- Mypakka0 TmapoJUlapHM 3Cra KOJHMIIM KUUMH Oyiraniuru —cabadnu
dolinananyBuu TOMOHUAAH COJIJIA MaposuiapaH (poitnananuiir,

- TapOJHU YHYTHO KYHHIII MyaMMOCH;

- Kyn Tu3uMiapaa (GoijaliaHyBYM TOMOHHUJAH alHaH OWp XWJI TMapoJiaH
b ol maTaHUIUIIN;

- Tapos YKUO OyBUM Xap XU acTypiiap MaBXKy/JIUTH Ba X.K.

! Stamp Mark. Information security: principles and practice. 230 - 233 — c.
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Ilapon — ayreHtudukanusianaa KeHr (ohgaraHuIaéIral KaTTaIuK OYiuo,

dbolnananuIga KarTa KyJalIuK TyFIUpaad. AMMo, OapAOIIIUTH Ky la MacT.

Kpunmoepagux  xamum  —

ayTeHTU(UKALIMIIAIIIA

OapIONUTUTH KUXATHJIaH MapoJjra Kaparasiaa 6ap 1oy,

dornananunumo,

Kpunrorpadguk kaaur

IMapoa

Kamut ymuamu 64 — 6ut

Kanurtnap conu 2%

Kamut taconuduii Tanmanam

Taxoumun 2%412=0% 14 xanmurHH XHUCOOJIaIIH

r [Taponr ymuamu 8 Ta Genrmman mbopar Ba 256

Ta 6enrunapaad GoiilaTaHuIl MyMKHH;

- YKamu maporiap conn 256°=2%
- [Maponnap Taconudwuii TaHTaHMANTH;
- Tax muman 263 JaH KaM YpHUHHII OwuiaH

KEpax.
MapOJIHU TOTA OJaAM (JyFaT OYiHHuYa XyKyMm).
Emon mapon SIxmm napoin
—frank —Pikachu —jflej,43]-EmmL+y —FSa7Yago
—Fido —-102560 —09864376537263 —OnceuPOnAt1m38
—password —AustinStamp —POkemON —PokeGCTall150

[Taponnapra acocinanran ayTeHTU(UKAIMSIIANT TU3UMIIapU/a apodi 3 mapTta
HOTYFpPU KUPUTWITAH TakAupaa TuzuM Kyhduanumu mapt. [lapomnap onatna
daiinnapaa xenuiaHrad XoJijia cakjiaHaau. AyTeHTU(UKaIUs )KapaéHUu X3IIUIaHTaH
napoJi OpKaJid amaira omupwiaan. by xonga Oy3ryHuu (aiiaHu Kyjara KUpUTIaH
TaKAUp/a XaM Mmapojra sMac OaJIKi YHUHT X311 KUMaTura sra oynaau.

Jlyeamea acocnanean maxouod. by Taxaua Typu napoira acociaHraH
ayTeHTU(PUKaLUsIIAl TU3UMIIAPU Y4yH Moc Oynub, 3aud maposapaan €xku
yMyMHI OYnraH maposuiapiaH QoiiamaHWwiIral Takaupjaa katra doiga Gepanu.
ByHUHT ydyH Oy3fyHUM HMHTEPHET TapMOFWJAH KEHI (oimanaHWITraH maposuiap
pyiixatuHu (JIyFaTMHHM) KY4upHuO OJaaM Ba yJIapHHU TU3UMIa OMPUH-KETHH KYWHII
OpKaJIu TEKIUPUO Kypasu.

[Taposmap X31UIaHTaH TaKAMpAA XaM JyFaTra acoCJlaHraH TaxXJuJ YPUHIH
o0ynuo6, 3and napon doinanaHuIraH BaKTAa KaTTa camapa Oepajiu.

[Taponnmapau caknamga ogarna “ry3 (solt), s’man keHr QoiinamaHain.
bynunr yuyn QoiinananyBun Taconuduii KaTTaauk “Ty3 HU TaHJIaiau Ba mapoJjra
Ky1n0, yHuHT y=h(p,s) Xo11 KuiMaThUHU XucoOmaiau Ba naposap aitura (y, s)
maknuaa €3uo kysaau. by epaa “ty3” maxduil caHanMaiian amMmmo, Oy3FyHUYH Xap
6up doiiTaTaHyBUN YUyH YHH aIOXHAA XHCOONAIIH Tanab dTHIaH.

Haponnapuu anuknawi: mamemamuk xucooaaw. Oapa3 KUIAWIUK Mapos
8 Ta Oenrmman wubopat OYynub, y 128 Oenrmman umbopar Oynran anudOoman
onuHrad. Bynma maxyn mapommap comm 128°=2%°. TMapommap daiinura sxamu
oymuo, 2% 1a napoigad ubopar 6yiaub, Taxammauu 2% 1a kenr TapKajraH MnapoJjjaaH

2 Stamp Mark. Information security: principles and practice. 237 — c.
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ubopar Oynran nyraTgaH Qolgananagu. Arap MDapojHU JIyFaTtaa Oymuiml
SXTUMOJLINTH Y4 Ta TeHr 1e6 ouHca:’

- nyraTmaH QoiiiamaHMIMaraH Xomjga, Kampaa 2°°/2=2° ypuHMIIHM amaira
OUIMPHIIH [IAPT;

- “ry3”nau doiigamanmiran xonna sca va (2'°)+3/4 (2°°) =2°4°

ra TeHr Oynaau;

- “Ty3”man (oimamaHuIMaras xonaa, 2°° ra TeHr 6ynaum.

Awmanna naposutapuu O0y3ummra Password Cracker, Password Portal, LOphtCrack
and LC4(Windows), John the Ripper(Unix) BocuTanapaas ¢oiinaasaHuIMOKIA.

ID kapramap acocuaa ayTeHTHQHKAIMIANI YCyId Tapojuiap acocwia
ayTeHTUUKANWATIAIl yCyJura Kaparanjga Oapjonumi caHainuO, ¢oinaraHyB4YH
TOMOHHUJIAH WYKOTWIMO KYHUII MyaMMOocH MaBxkyld. by ycynga acocan
MaITMHAHUHT IMyJITHHH, TApOJI TEHEPATOPH, CMapT KapTa Ba Xak.

Kanut reneparopmapura acociaHraH ayTeHTHU(UKAUUSUIAl  THU3UMU
Kyﬁm[arnqa:z

1. "Men Ammca"

e

3.PNR A >
— A 2.R |
4. h(KR) | <

Kamur —p o
renepatops, K < S. h( K, R)

Amnca > bod, K )

3.1 — pacm. Kanut reHepatopu opkanu ayTeHTH(PUKAIMSIAII

Magxyn y3ura xoc xycycusitiiap €ku OMOMETpPUK IapaMeTpiiap acocuja
ayTeHTU(PUKaLUsIIA YCyIu OapAOoNuUIN caHAIUO, IOKOPUAAru ycysuiap/ia MaBxy/
Kamuuiukiap Oaprapad ostwirad. Kamuumnuk cudatumaa sca  QoiiganaHuiran
KypHIMa HapXH €KH KapaéH BaKTUHU Y30KJIUTHHHU KEATHUPUII MyMKHH.

AHaHaBuil ayTeHTHU(UKaNUsIA ycyJuiapy (Mapoiib acoCHia Ba HUMaraiaup
STAIMK KWJWII acocuja) (oiimananuiiga Kynal OynuimmMra xapamaciad KaTop
KaMUYMJIMKJIapra ora:

— ¢doiimananyBui MapoyiM ojarna coana Ba (QoiamaHyBYM XOTHpPacUia
CaKJIAaHUIIIM OCOH OYNHWINl Y4yH KHCKa (pasanapnan doiganananu, Oy sca ymly
TU3UMHUHT 3au(IUTHHY aHTTIaTaIu;

— TapOoJUIapHU ICAAH YUKApUO KYHUIIT MyaMMOCH;

— ayTeHTU(UKaUuAIal TOKEHIApUHU (CMapT KapTanap Ba X.) MYKOTUO KyHuII
MyaMMOCH Ba X.

Ymby myammonapuu 6aprapad 3TUII yUYyH YYUHYM UYHAIMIL, OUOMEMpPUK
napameTpiiapra acocjaHTaH ayTeHTH(PUKAUIIAN yCyutapuaan (oiiiaaaHuiaiu.

¥ Stamp Mark. Information security: principles and practice. 252 — c.
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buomeTpuk mapameTpiapra acociaHraH ayTeHTH(UKaUUsAIAl yCyUlapy Y3UHHHT

HITOHYJINIIHNK,

Vrupnab Oynmacnuk, kyuupuO Oynmaciuk, Qoiigaianuiiia
KyJalIuK Ba X. XyCyCHUsATIapu Omnad axxpanud typaau (3.2-pacm).
doiianaHyBUYNHA
ayTeHTH(UKAIHMSIIAIIT
bunumra Oranuk Asxpanmac
aCOCJIaHT'aH KWJIyIiira XyCycCHusiaTra
acocJaHraH KVpa

3.2-pacM. AyTeHTUPHUKAIUSIIAI YCYIIapu

buomerpuk mnapamerpiapaa yHyTUII, UYKOTHO KYHUII, HycXa Ky4uMpHIL,
COXTaJJAITHUpUII Ba Oomika (oiinasaHyBUd TOMOHMJAH HIUIATUO OYIMaciuru
KaOu MyaMMOJIADHUHT UYKJIUTH OMJIaH aXpayiuO Typaju.

IMapoa, maxduilauk buomerpuk

YMyMuii Ky pHHAILIN: poi, Maxe Toxen P
napameTpJap

AyrenTudukanusaam | JMUPUHINK éku | Drammk Kuai | SIroHanuk Ba
acocm: HOAHUKJIMK acocua acocuja MIaX CUHIIAK

Maxkam énna caknmamr | Jloum énma  omm6 | Kanmbakumnari-
XaB¢cu3auK XUuMosicH

FOpHUII TUPHIL MypakkaO

Ananapuii | KomOunammon Kymndg Meramn kynd XaiI0BUMITHK
Mucoa r'yBOXHOMAacH
Pakamin K maponn MarmuHa nyiasTu bapMok n3u
XaB¢pcusimk doliganaHnm Token  #ykorumaras | ID
TOMOHH/IaH JnaBpuza MaxQUIUIMK | XolaTtga Karra XaB(Q | aaMallTUPHUILHU
KAMYHJIUTH Kamas Oopaau 0JIN0 KEeNHILIU MYMKHH | MypakKaOIuru

Pyiixarra onum:

buomerpuk

XYCYCHST

Tytu6
OJTHIII

(xucobmnamiap)

Kapacn

=P (Caknam

Tenr

\ 4

@cnam
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3.3-pacm. buometpuk ayreHTHDUKATUSATIAIT TUSUMIAPUHUHT YMYMUN HIILTAII
TEXHOJIOTUSACH

buomempux napamempnap mypaapu. buomeTpuk napaMmeTpiaapHy Typiapra
axpaTraiiad Kypa, OHOMETpUK TlapaMeTpiap OpKadu KalOyn KuUJIWHAETTaH
CHTHAJLIAp TypUra Kapab axparuir ad3al Ba yiap Kyiugarmiap:

— TYpFyH OMOMETpHUK curHauiap (0apMOK M3H, 103 TY3WIHIL, KYJ IIaKJIH, KY3
KOpauufy Ba X.K);

— y3rapyB4aH OMOMETpPUK CUTHa/UIap (OBO3, Xapakar, KjaBuaTypaja E3ull
TE3JIUTH).

Bynnan Tamkapu OWUOMETpUK TlapaMeTpiap Imaxcra OOFIHMK —X0Jijaa
¢u3nonoruk (6apMOK H3H, 103 TY3WIMILI, KyJI IIAKIW, KYy3 KOpauuWfud Ba X.) Ba
XaTTU-XapakaTtura (Xapakar, KJIaBuaTtypaaa €3uIl TE3JIUTHM) acocjaHraH Ba
KOMOMHAIMOH (0BO3) mapameTpJiapra OyJIUuHaIN.

buomerpuk  ayreHTHUKanuAIAl  yCy/ulapu — KaHAall ~ OMOMETpPHUK
XyCyCHUSTIapra acCoCJIaHTaHINTUra Kypa Kyluaaru Typiapra OyiIuHa m:

— 0apMOK u3Hra;

—  IO3HH TaHHMO OJIMIITA;

—  KY3 KOPauMFHUra;

—  IIaxC UM30CHTa;

— OBO3ra;

—  KYJI TEOMETPUSICHTA;

— JIHK Taxymnura;

—  KYJI KOH TOMHPJIApUTa;

—  KYJIOK IIaKJINTa;

— KOMIBIOTEp KJIaBHATypacHIa €3Il XyCYCHUITHTa;
— Xapakarra acocjlaHTaH Ba X.

Buomempux xamonuxnap. Enson maviymomuu Kabyn KUmuHuwL 0apaicaci
6a énzonnu moc kenuw oapaxcacu (False Accept Rate (FAR) and False Match

! Stamp Mark. Information security: principles and practice. 242 — 243 —c.
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Rate (MAR)): ym0Oy KaTTaluWK, KUPUTWITAH MabIyMOT OWJIaH MabJIyMOTIAp
0azacujarn MabJIyMOTJIap MOC KeJMaraH Xojja TU3UMHH MyBahdakusTiIu
TEKIIUPYBHU amajra OIIMPUII Japa)¥acuHu Kypcaraaud. bomka cy3 Owian
aliTranjia, HOTYFpu ypuUHHUILIAPD (DOM3MHHM KypcaTaau. YOy XaTOJUK MHUKIOPH
Karta OyiraHn TH3UMIapAa oJaTAa, pyxcaT OHTWiIMaraH QoinanaHyBYHIapHU
TU3UMAAH (OUIaTaHUTITUTA WY T K}”IﬁI/IJIMaﬁz[I/I.l

Tygpu mavaymomuu UHKOp OSMUIUUWL 0apaxcacu EKu €E120HOaH MOC
keamacauk oapadcacu(False Reject Rate (FRR) or False Non-Match Rate
(FNMR)): ym0y KaTTaliuk TYFpH KHPUTWITaH MabJIyMOTHH TH3UM EJIFOH
MabayMOT Je0 KaOya KWiuiid Ba OyHUHT HaTwkacuaa MyBaddakusITcus
TEeKIIYpYBHM aMajira OUIMpWIMINMIa aWTuiand. bomika cy3 Ounan aiTtranna,
yIby KaTTATHK TYFPH MabIyMOTIAPHH Pajl dTHIIHII JAPAKACHHN KYpCaTai.”

Ymby rokopuaa HOMJIApU KEATHUPUITAH yCyJlap KaHYaJIMK OapAoLuIH
caHaJIMacuH, ymly ycyJjuiap acocuja HUIIa0d YUKWITaH TH3UM OapONUIMIIUTH
dakat Oynapra Oornuk OVnmadau. Opatna ymlOy napaMeTrpiap  XakuKUil
doiinasiaHyBYd TOMOHHMJAH »Mac, Oy3FyHYM TOMOHHJAH XaM KHUPUTUIIUIIH
MyMKHUH. YOy XoJlaTJa aHaHaBUW ayTeHTU(UKAIMsIIAll yCyauaa y3ura sipaiia
MyamMMO Kenu0 4dukaau. Y1mly MyaMMMOHH OJJMHHU OJHUII MaKcaauja X03upja
KeHI  TapKallraH  uKkKu  ¢akmopau  aymenmugukayusiau — yCyJIHJaH
doitmamanmmagm. >

Ymby ycynga  omathid  ayTeHTH(UKauusiam — yCyJuJaH  YTra
dbolinananyBun IOKOpUAArd ycyuiapjlan Oupu acocuja UKKUHYM MapTa
ayTeHTU(PUKalUs1aH YTKa3uau. Yoy yCyI napo acocuaa
ayTeHTU(PUKaLUSIAN yCYIUa UINTUPOK ATAaETraH Xakukuil doinananyBuu €Ku
KOMITBIOTEP AKAHJIUTHHHU aHUKJIaca, XaB(CU3IIUK TOKCHJIApUTa acoClIaHraH yCcyJiaa
7ca TOKEH 3racu XaKUKUWINTUHU TEKIIUpaau. bUOMETpHK ayTeHTH(UKAIMsIIAIT
ycyiutapuaa 3ca (GoHgaTaHyBUMHA XAKUKUHINTA Ba THPUKIUTUHU TEKIIAPHUIIIA
dbolnananunagm.

YMymuil xonna MKKM (QakTOpiu ayTeHTU(UKAUUWSAIAIl YCYJId OJAHM
ayTeHTU(PUKALUSIIANT yCyJIura KymuMuya XaB(OCHU3IHMK TapaMeTpUHH KYIIIaju.
HNkku Qakropaun ayreHTHUKAIMSAIANT YCYyIM YHIAA (QoiiajaHwiran Kypuima
Typura Kapad WKKdA Typra: ymnaHran(connected) Ba ymanmaran (unconnected)
OymuHAH.

VYnanran KypuiManapra acocjlaHraH MKKU (akTopiid ayTeHTU(HUKaIUsIaI
ycynuaa TYFpUIAH-TYFpU OOFJaHTaH KypuiMa OpKajdud MabJIyMOT KaOyl
kwnHaau. Macanan, USB €ku Bluetooth acocuaa ynanran kypunmManap.

2 Stamp Mark. Information security: principles and practice. 244 — c.
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VY nanmaran Kypuimanapra acoCIJIaHTaH UKKHU bakTopin
ayTeHTUUKaIWAIam ycynuaa QoiJanaHyBYl KypuiMma Ba ayTeHTU(UKAIus
TU3UMHU OpaCHUIa KOMIAIIa Iu.

Kyitnaa ukku GpakTopian ayTeHTHPUKAIUSIIAI YCyJIapy KEITUPUIITaH:

— Oup MapTanu mapoJ Xocui KWinb OepyBun KypuiMaapra acocliaHraH,
— Oup MapTanu mapoJ Xocui KWinb OepyBuUM AacTypuil BOCHTAra acoCcjlaHraH;
— TepMHHAJ (KOMITbIOTEp, MOOMII TeNe(OH Ba X.K.) XyCyCHUATUTA aCOCIIaHTaH;
— TAN (Transaction Authentication Number) pyiixaTura acocjiaHras;
— SMS TokeHnapra acocjiaHraH;
— CcMapTKapTajap Ba YHIl YKyBYH KypHJIMajapra acoCJIaHTaH,
— Maxcyc xotupara 3ra USB acocnanray;
— OHOMETpHK XyCycHsATIapra acoCJIaHTaH Ba X.K.
3.2. PyxcarjiapHu Ha3opatJaml

ABTtopu3zanus xapa€¢Hu 0y — QoiinanaHnyBUMra TM3MM TOMOHHIaH OepuiiraH
dbolnananuin gapaxxkacu.

Tyk capuk kut00. Kommnbiorep TH3uMIapu XaB(OCHU3IUTMHUA aHUKJIAII
kputepusiiapu (Trusted Computer System Evaluation Criteria €éku Orange book)
1983 #mnna von aTwiran 0ynmb, xo3upru KyHru, 2005 #wmina kaOyn KWJIMHTaH
ISO/IEC 15408 wnHunr awnajoruaup. YOy Kputepus 3apyp €Exku Maxduil
axOopoTnapHM  cakJjaml, KUIUPHUII, KOMIBIOTEp THU3UMIIAPWHMU  TaHJIAII,
KJaccu(ukanusiam yayH (poiaaaHuiaim.

Acocuti makcaou ea eocumacu. XaBQCU3IUK CUECATH KOMIIBIOTEP TU3UMH
yayH Oatadcust OYuIy, FOKOpH Jdapa)kaja aHUKJIAHTAHJIUTY Ba TETUIILTH OYJIUIIN
mapt. Wkku acocuit xaBpCH3IMK cUECATH MaBXKy[A: MaHAaTra acociaHraH
xaB(cu3nMK cuécatu Ba AUCKPEIMOH XaBPCU3IUK cuécaTtu. MaHaarra acociaHran
xaBpcu3mMK cuécatuyga Maxduii MabIyMoTiaapaaH ¢oigamaHuIIa HIUBUIYAI
EHjommInra acociaHagu. Xap Oup ¢olgananyBuura OepuiiraH pyxcatiap
TAIIKWIOTAaHU XaB(MCU3NUK cuécaTuaad Kenud dnkaan. JJuckepron xaBGCu3amK
cuécatua dca pyxcaTHH YeKIalia Ba OOIIKapHIga Koujaajiap TYTUIaMUIaH
doitnananunaan. by kowmpamap ¢dakat Oupop Kepakiau OYIATaH MabIyMOTHH
OJIMIITA KapaTwiran 0ynaau. boimika cy3 Ominan aiftranga xap Oup MabJIyMOT YUyH
doifalaHyBYUMHUHT pyXcaTiapy Typiinda OYIUIIT MyMKHUH.

XaBdcuznuk cuécatunan Oyinak, MHANBUIYA KaBOOTAPIUK MaBxKy 0YIuo,
yJap acocaH y4ta TajnadaaH uoopar:

— ayTeHTU(dUKAIUS;

—  aBTOpH3AIIHS;

—  ayaurT.

Ty capuk kuToO XaB(CHU3 TU3UM, UIMOHUIN THU3UM, XaBPCHU3IUK CHECATH,
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KaQoJaTIaHTaHIUK Japakach, XUCOOIOpPIWK, WIMTHOWIM Xucobmam Oaszamapw,
MYJIOKOT MOHUTOPHUHTH, XaB(CHU3NMHMK SIAPOCH, XaBPCU3IMK TNEpeMeTpu Kadu
TepMUHJIap/IaH uoopar.

Yoy kputepus 4 ta: D, C, B Ba A 6ynumnapaan udopat 6yiaubd, xaBpcusnuk
napaxacu A na sHr rokopu. C, B Ba A 0yaumnap KkucMm OynumiapaaH uoopar.

D — Onr kuunk xaB(GCU3IUK Tanadura sra 0ymum.

C — Huckpeunon xumos. Cl — max(puilmMKHU TUCKPEIMOH TABMUHOTH OYynuo0,
doiinaranyBYu, MabIyMOTIAPHA OVIMMIa aKpaTHUII Ba TUCKEPIIMOH PyXCaTIapHH
Oomkapuaan ubopar Oymamu. C2 — pyxcarnapHu Oomkapuml. Jluckpeunon
pyxcatiaapHu OOIIKAPUIIHUHT I0OKOPU aHUK OYIUIIM, UHIMBHIyall (HoWganaHyBun
Kaii €3yBM, THU3UMIa pyXcarTjapHU OOIIKApHIl JKypHalld, pecypcllapHU
U30IUSITALLL.

B — Manpatra acocnanran xumosi. Bl — meraxaBdcuznuknan doigananuiaral
xonga xumost. B2 — Tusumnamran xumost. B3 — XaBdcuznuk qomeHu.

A — cunanran xumosi. Al — cuHanran au3aiiH Ba OKopu Al KucMilapuiaH
nbopar.

Ymymnii kputepusiiap (Common Criteria for Information Technology
Security Evaluation, Common Criteria). Kommbtorep xaBdcuziuru Oyiinda
XaJKapo cTaHAapT. YOy cTaHAapT acoCUi MKKH TajlabjaH ubopat: PyHKIIMOHAI
Ba UIIIOHY Tajabyapuian ubopar.

OyHKIMOHAT Tanadinap XaBPCU3IMK Makcagura Kypa TrypyxJjaHaiu.
Yvmymuit xonga 11 ta gynkuuonan cund (3 rypyxuaa), 66 owna Ba 135 Ta
KOMITOHCHTIaH HOopar.

1. bupunun rypyx XaB(GCU3IMKHUHT 3JIEMEHTAp XU3MATIApUHU aHUKJIANW !,

. FAU — aynurt, xaBhcHU3uK.

. FIA — unentudukanus, ayreHTAQUKAIH.

. FRU — pecypcnapaan ubopar.

. DneMeHTap XaB(CU3IMK XU3MATIApUIaH XU3MATIAPHU NIUTA0 YMKHUIL.
. FCO — anoka (;kyHaTyBYHM-KaOyJ1 KMITyBYH Opacuaaru xaB(hcus aioka).
. FRP — raitupunuxk.

. FDP — ¢oiinananyBun MabIyMOTIApUHNA XUMOSIIAIIL.

. FPT — o0bextHr xaBcuznuruau 6axomnant QyHKITUSICH XUMOSICH.

. YuuHuM rypyX 00beKTHU Oaxosnai nHppaTy3uamanapu Ouinad arokaaop.
. FCS — kpunrorpadux xumos.

. FMT — xaBdcuznukuu Gomkapu.

. FTA — 006bexTHHM 6axomnanira pyxcar.

A WODNPEFE WD OWDNEPEDNDWDNDE,e

. FTP — nimionunm kanain.
XaBdcuznuk kadonatu Tamadmapu 10 Ta cund, 44 ta ounma Ba 93 Ta
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KOMITOHEHT/aH ubopar.
1. bupuHun rypyx TamabiapaH TaIKWI TONTaH.
1. APE — xumos nipodunuHu 6axoJial.
2. AES — xaBdcuznuk Bazudanapunu 6axosmar.
2. UxkxkmHUM TYpyX OOBEKTHH aTTECTAllMsJIAITHUHT Xa€THUH MHUKIUIaH

ndopar.
1. ADV — 00beKkTHM JIOHKXaanl Ba KypHIl.
2. ALC — xaéTmii IMKITHY KYJI1a0 KyBBaTIall.
3. ACM — koHrypanussHi OOIIKaPHIII.
4. AGD — ¢otinananyBuu Ba aJIMUHUCTpaATOpra.
5. ATE — tectnar.
6. AVA — 3audnuknapuu 6axosnar.
7. ADO — skcrumyTanus Ba 3TKa3u0 Oepuirra tamadap.
8. AMA — umoH4-TaylabIapuHA KyJ1ad KyBBaTIIAIIL.

ABTOpHM3alMsIall  TEeXHOJOTMsJIapu.  ABTopu3anMsianiia  KaTtop
TEXHOJIOTHsUIapAaH (HoiimanaHmmo, yIapHUHT acoCHAIapy KyHuaarumap.

Manparra acocjianran pyxcarjapHu Oomkapum (Mandatory Access
Control (MAC)). By TexHosorusra acocan 00beKT EKH CyOBEKTHHHT XaB()CU3IHK
Oaifporura acocan Oomkapwiagu. XaB(CH3NIHK Oaillporu xaB(CU3IHK
napaxxacunu Ooenrunaiian. Kyhnnarm 3.1 (a,0)-xanBanga XaBQCU3TUKHU XapOuid

Ba CaBJ0 COXACHa JapaKaTaHUIIN KEITUPHUITaH.
3.1 (a)-xanBan

Xap0Ouii coxama

Knaccupuxauus H3ox
Knaccudukaiinusianmaras. Ax60poT Maxduii kM KJIacCUCU(PUKALIMATIAHTaH dMac.
Max¢uit amMMo | AXGopoT ouMK O¥Jica, yHra 3U€H STUIIM MyMKHH.
KJaccu(uKalusilaHMaraH.

Konduaennuan daxkart nuku QoaTaHuIl YIyH OUHK.

Maxduit AXO0pOoT MWUIMH XaBQCU3IUKKA KUAIUN TabCUp ITHUILU
MYMKUH.

Ton maxdwuii. Ax00poT MWLIMHA XaB(CU3IMKIa YTa XKUIIUH TabCUP ATULIH
MYMKHH.

3.1 (6)-xanBan
Caspo coxacuna

Knaccupuxanus H3ox
Ouuk XaMMa y4yH OYMK MabIyMOT
Maxuit MasbayMoT OU3HEcCTa TabCUP STUILN MYMKHH.
[Taxcnii bup maxcra Teruium MabiayMoTiaap.
Konduaenmnuman By Typmarm wMabiymMOTiap OYWJICA TAIIKWIOTTA KWW
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‘ TabCHUP ITAJIH. ‘

By TexHonorusra acociaHraH XaB(CHU3JIMKHU OOLIKapuIl Mojenu Oy —
benna-Jla-Ilamyna MO,ZIGJII/I,ZII/Ip.l

JlMCKpelnuoH  pyxcaTjiapHd  Oomkapum. Marmarra  acocliaHraH
pyxcaTiapHu OOIITKApUIN THU3UMH XapOud coxama KeHr (QoliganaHuicana,
JTUCKEPIIMOH pyXcaTJIapHU OOIIKAPUIN TH3UMH Y3WHHHT coana (poimamaHvIAITmT
Owran axpanu6 Typaau. byHra xypa oOBEKT 3racu Kaich CYObEKTHH HUMa HII
KWIMIIMHU Oenrminap O6epanu. By ycyn MaHjaTra acocjaHraH ycyjira Kaparashja
Kyna xaB(dcu3M caHalMacajla, OINepalMoH TU3UMIIapJa KeHT QoiiasaHuiaiu.
ByH/1a acocaH GOLIKAPHUII MATPHLACHAAH (O aTaHIIa I, °

3.2->xazBajn
Pyxcatnap maTpunacu
File 1 File 2 File 3 Program 1
Ann Own, read, write Read, write Execute
Bob Read Read, write
Karl Read Execute, read

Posutapra acociianran pyxcatrjapHud Oomkapum. by ycynra kypa
pyxcatiap CyObeKTIapHUHT posuiapura acocianub 6epwianu. by Oup kypunuina
rypyxjapra axparuiira yxiamd MyMKHUH aMMO YHJIaH (apkiu paBumiga Oup
doitnananyBun Oup HeuTa TypyxJjapra Teruiuid OYJIUId MyMKIH. AMMO YMyMH
xoJizia, (holiiananyBuu AroHa poJira 3ra oyiaau.

Kanua. Kanua (varmmsua: CAPTCHA — Completely Automated Public
Turing test to tell Computers and Humans Apart) - koMmmboTep €KH HWHCOH
CKAHJIMTUHY aHUKJIAIIHUHT OYMK aBToMaTiamraH TypuHr tectu ne0 aranuo,
Macodanaru ¢GoigallaHyBUNHA MHCOH €KUM KOMIIBIOTED SKAHJIUTUHU aHHKJIAIIA
doitnananunaau. by Tepmun 2000 viunga naitgo 6ynran 6ynu6, 2013 iinnra kenuo
KyHHTa yprada 320 MiiH. Karmda kuputuiras (3.4-pacm).”

RLEZ7T G

TTTTT SIlcee i)

a) coJzia Kam4a 0) Mypakkab kamua

3.4-pacm. Kamua

Ymlby TU3MMHHUHI acoCUid KaMuuiauru Oy Xap JOUM XaMm Kamda EpKUH
udonanmanmaiinu. ['oxuaa yHru XaTTOKH HHCOH XaM aHUKJIai oJIMaiIu.

2 Stamp Mark. Information security: principles and practice. 271, 276 — c.
¥ Stamp Mark. Information security: principles and practice. 285-286 — c.
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3.3. Tapmokaapapo 3xpan

Tapmoknapapo sxpan (T3) - opanomaysp éxu firewall cucmemacu ne6 xam
aTalyBYd  TapMOKJIapapo XUMOSHUHT  HMXTUCOCIAIITUPWITaH  KOMIUIEKCH.
TapMmokmapapo 5KpaH yMyMHH TapMOKHH WKKH €KM YHIAH Ky KuUCMJapra
@KpATUIT Ba MAabIyMOT MaKETJIAPUHU Y3rapa OpKaJId YMyMHUH TapMOKHHHT OUp
KUCMHUJIaH WKKUHYUCHUTA YTHIN MIAPTIAPUHHA OCNTUIOBYM KOWAanap TYIUIAMUHU
amaira OLIMpUII HMMKOHMHM Oepamu. Opatma, Oy usrapa KOpPXOHAHHHT
KopropaTuB (Jlokai) TapMoru Ba Internet rio0an TapMmMoOK opacuja YTKa3WIaIu.
Tapmokyapapo sKpaHiap Tapyd KOPXOHA JIOKald TapMOTH YyJaHTaH KOPIIOPAaTHUB
UHTpATapMOTHIAH KWIMHYBYM XYXKyMJapJaH XUMOsUIAl[a WIUIaTHWIHILIapy
MyMKUH O¥yicana, ojaTtna ynap KOpXOHa HYKH TapMoruHu Internet rioban
TapMOKIaH CYKWJIHO KUPHUIIAAH XUMOSIIAHAN. AKCApHUAT TIDKOPAT TAIIKWIOTIapy
y4yH TapMOKJIapapo SKpaHJIApPHUHT YPHATWIMIIA WYKH TapMOK XaB()CHU3JIMTHHU
TabMHUHJIAIIHAHT 3apyPHil MAPTH XHCOOIaHA M.

Pyxcar satunimaran TapMokiiapapo (poiganaHuinra Kapiiyd TabCUp KypcaTUI
y4yH TapMOKJIapapo OJKpaH HWYKA TapMOK XHCOOJIAHYBYM TAIIKWJIOTHUHT
XUMOSUIAaHYBYM TapMOFU Ba TallKW FAHUM TAapMOK Opacuja >KOWJIAHUIIU JIO3UM
(3.5-pacm). Bynna Oy Tapmokiap opacumarud Oapua ajoka (akaT TapMOKIapapo
DKpaH OpKAJIM aMajra OMIMPWIHMIIKA JIO3UM. TalllKWiIuMid HyKTaWw Ha3apuaaH
TapMOKJIapapo SKpaH XUMOSUIAHYBYH TAPMOK TapKUOUTa KUPaIH.

Nykn TapMOKHUHT KYNTWHA Y3CJUIADUHH OWpJAHWTa XUMOSUIOBYH
TapMOKJIapapo dKpaH KyHuard UKKUTa Bazu(anu Oakapuily Kepak:

— TamKy (XUMOSJIaHYBYM TapMOKKa HHUcOaTtaH) QoiiianaHyBYHMIapHUHT
KOPIOpaTUB TapMOKHUHT WYKH pecypciapuiad (OoNAaIaHUIIMHNA Y3rapaialll.
bynnait  QoiinananyBumiap KaTopura TapMOKJIapapo dSKpaH XUMOSUIOBYU
MabJIyMOTIap Oa3aCHHMHT cepBepuaaH (QoiiJalaHuIlTra ypUHYBUM IIEPUKIIAp,
Macoamaru QoiimananyBumMiap, Xakepiaap, XaTTO KOMIIAHUSHUHT XOJUMJIapy
KUPUTHIUIIA MYMKHH;

— XUMOSUIAaHYBUM TapMOKJIaH (poiamaHyBUMIIApPHUHT TalllKK pecypciapaH
doinanaHuIUIapUHA YdTrapanani. by MacamaHuHT €4WJIUIIK, MacallaH, cepBepaaH
Xu3Mar Bazudanapu Tanad sTMaiauran QpoiiaJaHUIIHN TAPTUOTA COTUINTAa UMKOH
Oepanau.

! Stamp Mark. Information security: principles and practice. 288 — c.
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Ok rammicn XunoATaHATHTAH HYKH TapMOK
TapMOK PR

> Cepsepaap

Ceppepmap <€ )\

Mmxosmap > I3

3.5 — pacm. TapMoKIapapo SKpaHHH YiIall CXeMacH

TapMokiapapo sKpaHHHM KiIaccH(UKaNUANIAIIIA CTaHIAPT MAaBXKyJ 3Mac.
lynra xapamacaad, ynapau OSI MonenuHHUHT Kaiich caTXura WIUIammra Kapao
KyHHIar}H Typiapra aKpaTHII MyMKHH:

— makeT GuaTepIapu — TAPMOK CaTXM/1a UIIUTANIY;
— OKCHEPT MakeTH GuiaTepiapu — TPAHCIIOPT caxyja UILIANHIH;
— WJIOBA MPOKCHJIAPU — WIJIOBA CATXH]IA.

IMaker ¢uarepaapu. by Typaaru TapmokJIapapo 3KpaH TapMOK caTXuia
MaKkeTJIapHU TaxJWJUlalira acocjaHrad Oynau0, OyHAa KaauT MabIyMoTiap
cuparuga: manOa [P wman3unu, wmacopagurun I[P man3wi, wmanOa mnopTw,
macopamaru nopt, TCP 6aitpox 6utnapu (SYN, ACK, RST Ba xak.) mapametpJiap
acocua amaira omupuiaau. by Typmarm TapMmokiIapapo 9KpaH —acocaH
IOKOpUJIATH apaMeTpiiap acoCHia KUPYBUM Ba YUKYBYU TPAPUKHU TaX THILIANIH.

By Typnaru tapmoxiapapo 3kpaH camapanu 0Viu0, dhakaT TapMOK caTXHaa
WIUIAWIM Ba capjlaBXa MabIyMOTJapHH TaxXJWUlallga KaTrTra TE3JIHK Oepaju.
AMMO, Oy TypJaru TapMoKJapapo 3KpaH KaTop KaM4YMJIMKIIapra sra:

— XOJIATHMHI TYPFYHJMIM MAaBXyJ 5Mac, S’bHU Xap Oup MakeT Typiauda
oynanu;

— Oy Typaaru Tapmokapapo skpan TCP anokanu TeKmmpManu;

— WJIOBA CaTXHM MAabIyMOTIAPHH, 3apapiIu 1acTypiapHHU Ba XaK. TEKITUPMAMIH.

By Typmarm tapmoxnapapo 3kpaH ‘‘PyxcaTiapHu Ha3zopatiam pyHxaTu
(ACL)” épnamuna coznanaau (3.6,3.7 - pacm).

HNnoBa carxu

TpancnopT catxu

! Stamp Mark. Information security: principles and practice. 288 — c.
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3.6-pacm. ITaket punrepu

Xapakar | Manba | Macodaauru Man6a Macodanaru | IIpotokon Baiipok
IP IP opT opT
Pyxcar Nukn Tamku NxTtuépuit 80 HTTP NxTtuépuit
Pyxcar | Tamxu Nukn 80 >1023 HTTP ACK
Takuk bapua bapua bapua bapua bapua bapua

3.7-pacm. Pyxcatnapau Hazopatiam pyixarura MUCOM

IOxopunarun xougara acocan (axat Web ydyH KupuIll Ba YMKHUII MaBXKYy]l
0ynu0, KoJIraH XoJulapa Xxapakarjiap YeKJIaHraH.

By coznanmManan Oy3ryHuM KaHnai Kuinb QoiinanaHuimy MyMKUH ? ByHUHT
yUyH Aactiad Oy3FyHUM TapMOKJapapo 3KPAHHUHI KaWCU MOPTU OYMK SKAHIUTU
aHWKIam kepak. bomka cy3 OwnaH aiTranjga MOpPTIapHU CKAaHEPJAIIHU amalra
OILIMPHUIIN KEPaK.

OuMK MNOpPT aHMKJIAHTAHJAH CYHT, y TOPT OPKAJIW 3apapid MablyMOT
I000pWIHMINTM MyMKWH. ByHHM ONAMHM OJHII y49yH OJaTia, TaApMOKJIapapo SKpaH
maBxyq TCP OornaHunuiapHd XOTHUpacHIa CakjIalll KepaK Ba HaTHXKala KaOy:
KUJIMHTaH OOFJIaHUII OJIIMHTH OOFJIaHMII OusiaH Oup XUl €KaHJIMTMHUA aHUKJIANIH.

IKcnepT nmakeru ¢puiarpaapu. by Typraru TapMoKIapapo 3KpaH IaKeTHU
¢unrepmam  BazudacuHM  OakapyBUM  TapMOKJIAapapo  JKpaHra  MaBXKyJ
KaMuuiuKiIapHu Oaptapad »stagu. by Typra acocan TeKIMpyB TapMOK Ba
TPaHCHOPT caTXMja amaira omupuiaad. KaMuuniauru sca, TeKIIMPUIL BaKTHHUHT
KYIUIUTH Ba WJIOBA CaTXW MAabJyMOTJIAPUHU TEKIIUPUIL UMKOHU HYKIUTUAUD

(3.8-pacm.).!

Hnosa catxu

3.8-pacm. DkcriepT makeTy GUITPH
NnoBa mpokcuiaapu. By Typaaru TapMoKiapapo 3KpaH OJITUHTH HKKH

Typra MaBxXyJ KaMYWIMKJIApHU ¥y3ujaa Oaprapad dSTagu Ba WIOBAa caTXua

12 Stamp Mark. Information security: principles and practice. 290 - 293 —c.
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puutaiinn (3.9 - pacm).’

3.9-pacm. NnoBa npokcuiiapu

By Toukamarm Tapmokiapapo 3KpaHJa MakeTJiap TapMOK, TPAaHCIOPT Ba
WJIOBa caTxjapuja TeKmupwiaad. MnoBa catxu yuyH makeT “Oy3ynub’ KahTamgad
“Kypunaau’.

Hlaxcuit TapMoKJIapapo 3KpaH. by nmactypuil BocuTaniap FOKOpHAAru y4
TypJaH Oupura Tterunuid OYnaub, ojgaTaa Oup XOCTHM XUMOsUIAIl YYYyH
doitnananunaau. by nactypuii BocuTanap coana mHtepdeiicra sra 6ynub, ocoH
cosnaHam.’

3.4. XyXymJapHU aHUKJIAII TU3MMJIAPH

Tamkunornapra Xxumosjam OwiIaH OOFIMK OYJIraH MyaMMOJApHH €YHMIL
yU4yH akcapusaT Xoiapjaa KuCMaH EHpammnuiapAad —doiinatanumann. by
¢HpammnIIap, onaaraa, aBBajgo (oHganaHa ONYBYM PECYPCIAPHUHT SKOPHM
Japa)kacl OpKaJld aHUKJIaHaJAW. YHJaH TalllKapu, XaB(QCU3IMK MabMypiapu
KYIUHYa y37apura TyumyHapiau OyiraH XaB(pcH3NMK XaB(-xaTapiapura peakuus
Kypcatumanu. Aciauna xaBg-xarapiuap kyaa kyn Oynumm myMmkuH. Kopropatus
ax0opoT TU3UMUHHU (aKaT KaThbUil )KOpUN HA30paTH Ba XaB(PCU3IUKHUHT YMYMUI
CUECATUHU TAbMUHJIOBYM KOMIUIEKC EHJAIIMII XaBPCU3IUK XaB(-XaTtapiaapuHu
aHJYarmHa KaMauTUPUIIA MyMKHH.

Oxupru BakTAa TYypiaud KOMIIAHMSUIAP TOMOHMAAH Karop EHAAIIMILIap
UIu1ad YMKWIANKY, Oy €HaamuiIap HagakaT MaBxya 3auIuKIapHi aHUKJIAIIra,
Oanky y3rapraH 3CKM €KM Maino OyiaraH sHru 3auauKiIapHU aHUKJIALITa Ba
yJlapra Moc XMUMOsJIalll BOCUTAIApUHU KApIIM KYHUIIra UMKOH Oepanu. XycycaH,
[SS(Internet Security Systems) komMmaHusick TOMOHUAAH XaB()CU3IMKHU aIalTHUB
oomkapumt moaenun ANS (Adaptive Network Security) nmad yukuiay.

XaBpcu3IMKKa afanTUB EHAAIMII, TYFPU JOWMXAlaHraH Ba SXIIH
OoIIKapmIyBUM >kapaéH Ba BocuTaiap Epaamuaa xaBPcusnuk xaBd-xartapiapuHu
peasl BakT peKMMHUAA Ha3opaTyall, aHMKJIAIl Ba ylapra peakuus KypcaTHilura
UMKOH Oepajiu.

TapMOKHUHT aganTHB XaB(PCU3IUTH KyHHJard aCOCUI yuTa 3JIEMEHT OpKaJH

! Stamp Mark. Information security: principles and practice. 290 - 293 — c.
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TabMUHJIAHAH:
— XaB(-xarapiapHu 6axoJar;
—  XUMOSUJIAaHUIIIHY TaxXJIWJLIAII;
—  XY)KyMJIapHHU aHHKJIAIIL.

Xasgh-xamapnapnu 6axonaw. XaBd-xaTtapaapHu (KeITUPAIUTaH 3apapHUHT
KUJIMWIMK Japaxacu Oyiinda), TapMOK KHCM THU3HUMIIAPUHU  (GKUIUNIHK
napakacu Oyinda), TaxauiapHu (YJIapHUHT aMajira OIMIAPHIMINA dXTHMOJUTATH
Oyinua) aHUKJAI Ba pyTOanamaan nbopatr. TapMOK KOHPUTypalusacu MyTTachil
V3rapumu cababnu, xaBd-xaTapiapHu Oaxonamn skapaéHU XaM  Y3JIYKCH3
VTKazwmmy J1o3uM. KoprnopaTuB axO0opoT THU3UMHUHUHT XUMOSUIAIl TU3UMUHU
KypHIll XaB-xaTapyiapHu 6axonamijad OOUUTaHUIIH JTO3UM.

Xumosnanuwinu maxauiiawi - TAPMOKHUHT 3au( >KOWIapWHU KUAUPHIIL
TapMoKk ynaHWIIIapaH, y3eiapaH, XOCTIaplaH, WIMYM CTaHIHMsUIapaaH,
WIOBajapJaH Ba MablIyMOT Oa3amapuaaH TapkuO TomnraH. bymapHuHr Oapuacu
XUMOSJIAHUIIITIAp CaMapaJOpJIMTHHUHT XaMJa HOBMAIYM 3au(IMKIaApUHIHT
AHUKJIAHUIITUTA MYXTOX. XUMOSUIAHUIIHU TaXJIUJUIAl TEXHOJOTHSICH TapMOKHH
TaJKUKJIAIll, HO3UK KOMJIApUHU TOMHUII, Oy MabIyMOTJIApHU YMYMJIAIITHPUII Ba
yinap Oyitnda xuco6oT Oepuill UMKOHUATUTA dTra. Arap Oy TEXHOJOTHUSHU amajra
OLIUPYBYM TH3MM aJalTHB KOMIIOHEHTTa XaM »dra Oyica, aHHWKJIaHTaH
3au(IuKIapHd aBTOMATHK Tap3da Oaprapad ST MYMKHH. XHUMOSJIAHHUIIHU
TaxXJWJIAN TEXHOJOTHSACH TapMOK XaBMCUBIUTH CUECATHUHH, YHH TAaIIKUIOT
TalIKapucujaaH €KUM WYKapuCHAaH Oy3WIllra YypUHHUILIApAAaH OJJAWH, amaira
OILIMPUIITa UMKOH OEpyBUYM TabCUPUYAH yCYJI XUCOOIaHAIH.

XUMOSJTAHUTITHU TaxXJIWJUTAII TEXHOJIOTUSICH TOMOHHU/JIaH
UJCHTUUKAIMSUTAHYBYM MyaMMOJIApHUHT Oab3uiiapu KyHuaaruiap:

— Ttusumiapaaru "remmukiap” (back door) Ba TposiH OTH XUIIMAATH AACTYD;

— Ky4cH3 napoJuiap;

— XMMOSUTaHMaral THU3MMJIaH CYKHJIMO KUpHWINTa Ba "XWM3MaT KWIWIIIAH BO3
Keunmn" XUINAard Xy)XKymjiapra TabCUpYaHIInK;

— OIIEpALIMOH TU3UMJIAPJArd 3apypUl SHTMIAHUIIJIAPHUHT UYKJIUTH

— TapMOKJIapapo JKpanjapHuHr, Web-cepBepiapHUHT Ba MabiaymoTiap Oa-
3aCHHHUHT HOTYTPH CO3JIAHUIITHU Ba X.

Xyorcymnapru anuxnaws - KOpPIOpaTuB TapMOKJAru 1mry0xain XapakaTiapHU
Oaxonamn xapa€Hu. XyKyMJIIApHM aHUKJIAIl OIEpallioH THU3UM Ba WJIOBAJapHU
Kaluiam S>KypHa/UlapuHu €K peajl BaKTAard TpapuKHU TaxJIMIUIAIl OpKaJId
amanra omupuiagn. TapMok y3emnapu €KW CEerMEeHTIapHa KOWIAIITUPHUITaH
XY>KyYMJIApHHU aHUKJIAII KOMIOHEHTJIAPU TYpPJU XOIUCATIAPHH, XYCYCaH, MablyM
sanduukiapaas GoialianyBuu XapaKkaTiapHu XaM OaxoJanau.
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Tapmok ax0opormHM TaxJauuiam ycyanapu. Moxusaru Oyiinya,
XYXKYMJIApHU aHUKJIAIl >Kapa€HU KOPIOpaTUB TapMOKJa OVYmaérraH mryoxasiu
XapakaTiapHu Oaxojami xkapaéHuaup. borkaya adTranaa XyKymJIapHU aHHUKJTAIll-
xucoOnam €K TapMOK pecypciiapura WYHaITHpUITaH [IyOXaiau XapakaTiapHH
uAcHTUGUKANMIIAII Ba yjlapra peaknus KypcaTuin xapaéHu. Xo3upja
XYXKXyMJIapHHU aHUKJIAIl TU3UMUJIA KyHHIard yCyJulap UILIaTHIagH:

— CTaTUCTHK YCYII;
— DKCIEPT TU3UMJIIAPH;
— HEWpOH TapMOKJIapH.

Cmamucmux ycyn. CTaTUCTUK EHIANIMIIHUHT acocuil ad3auru —
aJIaKauoH WIUIa0 YUKWITaH Ba Y3MHU TaHUTTaH MaTEMaTHUK CTAaTUCTHKA
anmapaTUHU UIUIATUII Ba CYOBEKT XapaKTepura MocCal.

ABBaJ TaxXJWUIAaHYBYM TU3UMHHUHT Oapya CyOBEKTIIapu ydyH mnpoduiap
aHuknaHagu. Wmatwiagurad  npoQMIUIADHUHT  3TAJOHJAH  Xap  KaHjal
YETJIAHUILIK pyXcaT 3THiMarad (oigananum xucodnaHaan. CTaTUCTHK yCysuiap
yHUBEpCal XMCOOJIAHA/M, YYyHKM MYMKHH OYyIraH XyKyMJIapHA Ba yIiap
doitnananagurad 3auuKIapHd OUIuI Tanad dTuaManan. AMMo Oy ycyiuiapaaH
doinananuma Oup KaH4ya MyaMMoJiap naiao 6yiaau:

1. CraTucTUK TH3UMIIAD XOAWCANap KEJIWIIN TapTUOWra ce3yBYaHMacmap;
0ab3u xoJulapaa OuUp XOJUCAHUHT Y3W, KEIUIIM TapTUOMra Kypa aHoMall EKH
HOpMaJ (PaoNHMSITHUA XapaKTepJIalid MyMKHH.

2. AHOMan (paonuATHU aleKBaT WACHTH(PUKAMUIANT MaKcaauaa XyKyMIapHHA
aHUKJIAIl TU3UMH TOMOHMJIAH Ky3aTHJIYBUM XapaKTEPUCTUKAJIAD YUyH 4YdrapaBuit
(OYcaraBuit) KuMaTIapHU OCPUIII XKyaa KUHUH.

3. CratucTuk ycyiuiap BakT YTy OuiiaH Oy3FryHUMJIap TOMOHUJIAH LTyHJal
"VpHaTHIUIIN" MYMKUHKH, XY>KYM Xapakatiapyu HopMajl KaOu KaOyJsl KUJIMHAIH.

Oxcnepm  musumaapu. IKCIEPT THU3UMH OJaM-IKCHEPT OUIUMIIApUHU
KaMpad ONyBUM KoOWajap TYIUIAMHUIAH TAIKWJI TONraH. DKCHEepPT TU3UMHIAH
doiinamanuin  Xy>KyMIapHH aHUKJIANIHUHT KEHT TapKalraH ycynu Oymnuo,
Xy)KymiIap Xycycuaaru axOopoT Kowjaanap KypuHuimuaa udopananamd. by
KOUJanap Xapakariap KeTMa-KeTJIUTH €KUM CUTHATypajap KYpUHHUIINAA E3WIUIIN
MyMKUH. By KommamapHUHT Xap OMpUHMHT Oakapuiuimaa pyxcarcu3 (Haoiaust
MaBXYJIUTH XyCycua Kapop KaOyn KwinHaau. byHnmall €HIAIIMIIHUAT MyXUM
ad3ayuru — EIFOH TPEBOTAHUHT YMYMaH OYJIMacIUry.

DKcnepT TU3UMHHUHT MabIyMOTiIapu Oa3acuaa XOo3upla MabiiyM Oyiraxn
aKcapusT XyXKymyap CHeHapwscu OVIuIy JO3uM. OKCIepT TH3UMIIAPH,
J0JI3apOJIMKHU CaKJIalll MaKCcaJau1a, MabIyMOTiaap 0a3aCHHU MYTTACHUJI SIHTHJTAIITHA
tanad oragu. [apum oSKcmepT TU3UMIApU  Kalayam  KypHajUlapuiard
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MabJIyMOTJIAPHU KY3/JaH KEUHMPHUINTa SXIIA WMKOHHMSITHU TaBCUA KWJICAJa,
Cypajira sSHrujJaHUIl YbTUOOPCU3 KONIUPWIHMIIKA €K MabMyp TOMOHMJIAH KyJaa
amMajira OIIMPWIMIIA MYMKHH. by 9Hr KaMuja, OKCHEpPT  TU3UMH
MMKOHUSITIIADUHUHT OYIIamura ojimd Kejaaau.

DKCHEepT TU3UMIIAPUHUHT KaMYMJIMKIApU UUKIa SHT aCOCUIMCH - HOMabIyM
Xy)KYMJIapHU aKCJIaHTHpa OJIMACIHWTU. byHJa OnAMHAAH MAablyM XYKYMHUHT
XaTTO O3TMHA Y3rapyIlii XYKYMJIAPHU aHUKJIAIl TU3UMUHUHT WIUIAIIUTA KUITANA
TYCUK OYJIMIIN MyMKHH.

Heiipon mapmoxnapu. XyXyMIapHU aHHUKJIAIl YCYJUITAPUHUHT aKCapusiTH
Koujanap €KM CTaTHUCTHK CHAAINWII acoCHJa Ha30paTIaHyBUYM MYXUTHU
TaxJWiUiam makmiapugaad  porpananaau. HazopatnanyBum MyxuT cudaruna
Kaluiam OKypHaJulapu EKM TapMOK Tpaduru Kypuinuimyd MyMKuH. bByHnai
TaxJIWJUIAll MabMyp €KUM XY>KyMJIapHU SHUKJIAII TU3UMUA TOMOHHJAH SIpaTHIITaH,
OJITMHJIaH aHWKJIAHTaH KOUaJiap TYIulaMura TasiHaJIu.

XyXyMHHU BakT Oyinda €xku Oup Heua HUSITH Oy3yK oJamiiap ypracuaa xap
KaH/Iail OYIMHUINM OKCHepT TU3UMJap ¢EplaMulia aHUKJIalra KAWHMHYUINK
Tyraupaan. XyxXymiap Ba yjap YCYJUIADUHUHT TYpiAU-TYMaHIIWUTH TyQaiiu,
HKCIEPT TURUMIIAPU KOUJATAPUHUHT MABJIYMOTIap Oa3aCHHUHI XaTTO JTOMMHUUN
SHTWIAHUIIK ~XaM  XY)XyMJlap JHana30HUHM aHUK UJCHTU(UKAIUSIIAIIHA
KadosaTiamaiam.

Helipon TapMokjapuaad QoiagaHull 3KCIEPT TU3UMIIAPUHUHT FOKOPHIA
KSJITUPWITAaH MyaMMoOJIapHH OapTapad STUIIHUHT OUp YCYJIuW XHUCOOJaHAIH.
Okcnept  TH3UMIapu  (oWganmaHyBuuMra Kypuiaa€TraH — XapaKTepuCTUKaap
KouJanap MabIyMOTiapu Oa3acujarura MOC KEIUIIH €K MOC KEeJIMAacClHUru
XyCycuJa aHUK »XKaBoO Oepaosica, HEHPOTAPMOK axOOpPOTHH TaxJIWUIAau Ba
MabJIyMOTJIADHH AHUKJIAIIra YpraHraH XapaKTepUCTHUKAJapura MoC KEJTUIIUHU
Oaxomai UMKOHUATUHM TakKauM »Taau. HelipotapMokiu ndoaalalliHUHT MOCIIHUK
napaxacu 100%ra erumm MyMKHH, aMMO TaHJAIl XaKUKUWIIWTA TaMOMaH
KYHUUITaH Macalla MUCOJUIAPUHY TaxXJIuiuiai cudartura OOTIuK.

ABBal mpeaMeT COXAaCHMHWHI OJIMHJIAH TaHjga0d OJIMHTaH MHUCOJIHIA
HEHPOTapMOKHU TYTpU uaeHTUuKanusnamra "yprarumaan". Heliporapmox
pEaKIUsACH TaxXJIWUIAHAAW, KOHUKAPIW HaTWXKajapra SpUIIUII MaKcaauaa TU3UM
co3nadaau. HelipoTapMoK xaM BaKT YTUIIIK OWJIaH, MPEAMET COXacu OMIIaH OOTIIUK
MabJIyMOTJIAPHH TaXJWJUTAIIHU YTKA3UIIKUra Kapad "taxxpuba optrupanu”.

HeiipoTapMOKJIapHUHT CYHHUCTEHMOJI KUJIWHUIIHA aHUKJIAMIJArd MYXUM
ad3a/uUry, yJapHUHT aTalMH KWIMHAJAUTAH XY)KyMJIap XapaKTepUCTUKaTapUHU
"Yprauum" Ba TapMOKJIa OJAWH Ky3aTWITaHUTa yXIlaMmaraH 3JIEMEHTJIapHH
UIeHTH(PUKAUSTIAIT KOOUIUATHIUD.
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IOxopuaa taBcudnanran XyXymiaapHU aHHUKJIAIl YCYJIJAPUHUHT Xap Oupu
apzamukiapra Ba kKamumiukiapra sra. Iy cababmu, xo3upna TaBcudaHra
yCyJulapHUHT (akat OutracujaH QoijganaHyBUd THU3UMHU YYpaTHIl KUWKH.
Opatna, Oy ycynnap Oupraiukia uuuiaTUiIaIu.

Xyorcymnapuu  anuknaw musuUMAGPUHUHE MYPKYMAAGHUWU. XYKYMIIApHU
aguimam  T3umiiapu  IDS  (Intrusion Detection System)na unuiaTHiIyBYH
XYXKyMJIapHA aHUKJIOBYM MEXaHU3MIIap OMp HEeYa YMyMH ycyiiapra acocjlaHTaH.
Tabkugnam J03UMKH, Oy ycyuiap Oup-OMpUHM HWHKOp ATMaau. AKcapusT
TU3UMIIapJa OUp Heva yCyJIapHUHT KOMOUHANMSICUAAH QoiiiaTaHuIaan.

XyXyMJIapHU aHUKJIAIl TU3UMJIApU KyHuJard ajgomatiapu Oyiinua
TYPKYMJIAHUILIA MYMKHWH:

— peakuus KypcaThil yCyiau Oyinya;
—  XyXXyMJIapHH (oI 3TUII YCyJIn Oyiinua;
—  XYXYM XyCyCUJaru axOOpoTHU MHUrUIl ycyinu Oyiunya.

Peaknust xypcarumn ycynu Oyitmua maccuB Ba akTuB IDSmap ¢dapkianagu.
[TaccuB IDS nap xyxym ¢akTiapuHu Kalajgaiau, MabIyMOTIApHHU KypHal
daiinmura €3aau Ba oroxyaHtupunuiap Oepamu. AxtuB IDSmap, wmacanan,
TapMOKJIapapo SKpaHHM KalTa KoHUTrypanusiam €EKM MaplpyTH3aTOpIaH
doiinasianuil pyHXaTUHU TeHepauusyiaml OWjaH XyXXymMra Kaplid Xapakar
KWINIITa YPUHAIH.

Xyxymaapau ¢om stum ycynu Oyitmua IDSnapHu Kylugard HKKATA
KATErOPHSTa a)KPATHII KaOy/T KHIMHTAH:

— aHOMaJI XaTTH-XapaKaTHU aHuKJjai (anomaly-based);
— CYMHCTEHhMOJUTHKIAPHH aHUKJIam (misuse detection éku signature- based).

AHOMaJ XaTTU-XapaKaTHU aHUKJAIl HYIu OWIaH XyKyMJIapHH aHUKJIAII
TEXHOJIOTMSICU KyHUJaru ruroresara acociaHrad. QouJallaHyBUMHUHT aHOMal
XaTTU-XapakaTu (S’bHU XY)KYMH €KM KaHJAWIup Fapaslid XapakaTh) — HOpMall
XaTTU-XapakaTJaH dYeTjamuil. AHOMal XaTTH-Xapakarra MHCOJ TapuKacuaa
KHCKa BaKT OpaJIMfu/a YJIAHUILJIAPHUHT KaTTa COHMHU, MapKa3ui MpOLECCOPHUHT
IOKOPH IOKJIAaHUIINHYU Ba X. KYPCAaTUII MyMKHH.

Arap ¢olimanaHyBUMHUHT HOpMaj XaTTU-XapakaTH MNPOPWIHMHU Oup
MabHO/MA TaBcH(UIAlll MyMKUH OYynraHuaa, xap KaHAal yHIaH 4YeTJIaHUIUIApHU
aHOMaJI XaTTH-Xapakar cudaruaa uaeHTUKAMUIANT MyMKAH Oynap 31u. AMMOo,
aHoMaJ XaTTU-XapakaT Xxap JOUM XaM XyXyM OymaBepMmaiinu. MacanaH, TapMOK
MabMypHU TOMOHMJIaH F0OOPHIITaH Ky COHJIM CYPOBJIAPHU XYKYMJIAPHU aHUKJIAII
TU3UMU "XU3MAT KYpCaTUIIJAaH BO3 Keuuil" XWIHAard XyxXyMm cudaruaa
ueHTUUKAUSIIANIA MyMKHH.

! Stamp Mark. Information security: principles and practice. 295 — c.
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Ymly TeXHOJIOTHS acocuaaru TH3UMIaH GoiTalaHuITal1a UKKUTA KeCKUH
X0J1aT 103 OEpUIIM MyMKHH:

— XyXyM OyJiMaran anomaj XaTTU-apakaTHU aHUKJIAII Ba YHU Xy>KyMJyap

— cuH(uUra KUpUTHUIL;

— aHOMaJ XaTTH-XapakaT Tabpuura Moc KeIMalauran XyXyMjaapHU YTKa3uO
o0opumt. by xomat XxyxyMm OyiaMaraH aHoOMaj XaTTH XapaKaTHU XyXKyMiiap
CUH(pUTa KUPUTHILTA HUCOaTaH XaB)IUPOK XUCOOIaHAH.

by kareropusi TH3MMJIApHHHM CO3JIallla Ba 3KCIUTyaTalUsACHIA MabMyp
KyHuJaru KHHMHYWIMKIIapra ay4 Keaaau:

— (¢olimananyBud NpoPUIMHN KypHII cCepMexHAT macaja Oyiamd, MabMypJlaH
KaTTa JacTIa0Ku UIILJIapHU Tajlab 3Tajiu.

— IOKOpHJa KEITHPWITaH HMKKUTAa KECKHH XapakarjapJaH OMpUHUHT Maiao
OYJIUIIN SXTUMOJUIUTUHU MACAUTUPUIN YUYH (PoiiialaHyBUM XaTTU-XapaKaTUHUHT
YysrapaBuil KUMMAaTJIapUHU AaHUKJIAI 3apyp.

AHOMaJI XaTTU-XapaKaTJIapHU aHUKJIAIl TEXHOJIOTUSICH XY>KYMJIAPHUHT SIHTU
XWIMHU aHHUKJIAlra MYJDKAJUIAHTaH. YHHUHT KAMYWIATA - JOUMO "ypranum"
3apypusTi. CyuucTebMOJUTMKIIAPHU aHUKJIAI WY OWJIaH XY KyMJIApDHU aHUKJIAII
TEXHOJIOTUSICHHUHT MOXHUATH XYKYMJIADHU CUTHATypa KYpUHMIIKJA TaBCHIall
Ba ymlOy CUrHaTypaHd Ha3opaTjaHyBUM MakoHAa (TapMoOK Tpaduruga €Exu
Kalanam >KypHainuaa) Kuaupuiijgad uoOopar. XyKyM cHrHatrypacu cudaruia
aHoMaJl (paoJIMATHHU XapaKTEpJIOBUM Xapakarjap IIa0JOHH €KW CUMBOJUIAP CaTpH
WIUIATWIMIIN ~ MYMKWH. by curHaTypanap BuUpycra Kapuid TH3UMIIapJa
UIUTATUITYBYHM MabJIyMOTIIap O6a3acura yxiiam MabayMoTiaap 0a3acuaa cakjiaHa/Iu.
Tabkuam JO3UMKH, BUpPYCra Kapild pPe3UJACHT MOHHUTOpJIAp XYXKyMIIapHU
aHUKJIAIl TU3UMIIADUHUHT XYCYCHH XOJu XucoOiaHaau. AMmo Oy HyHamUIuiap
OommaaH mapaiiell PUBOKIIAHTAHIApU ca0abiM, yJIapHU axpaTil KaOyi
KWIMHTaH. YOy xuil TU3umiiap 0apya MabiyM XYKyMJIApDHU aHUKJAcajla, sHIH,
XaJu MabiIyM OyaMaraH Xy>KyMJIapHU aHUKJIal oJMaiiau.

By TuszumiiapHu sKcIyatanuscuia XaM MabMypllapra MyaMMOJApHH y4
Kenaau. bupuHum Myammo - CUTHaTypaJlapHU TaBcU(IIalll MEXaHU3MIIAPUHU, SHHU
XY>)KyMJIQpHU TaBCU(JIOBUM TWJUIApHU sipaTuil. WKKWHYKM MyamMmo, OupHHYU
MyamMMO OuiaH O0TauK OYn0, XyKyMIIapHU ITyH/1aid TaBCU(IIAIl JJO3UMKH, YHUHT
Oapua MoauUKaAUATIAPUHN Kal1an UMKOHU TYFUJICHH.

XyXyM Xycycugaru axOOpOTHM HUFMIN yCyiau Oyinya TypKymuslaml 3HT
OMMAaBHUH XHUCcOOIaHAIN:

— TapMOK caTxyja Xy)KyMmJapHu aHukia (network-based);

— XOCT carxuja Xyxymiaapuu anukiani (host-based);

— WJIOBA caTXHJa Xy)KyMIIapHH aHuMKal (application-based).
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TapMok carxuna Xy>KymJIapHH aHUKJIAll TU3UMHJIA TapMOKJIaru TpadukHu
SUIMTHIN OpKadu HUATH Oy3yK OJaMJapHUHI MYMKHH OYJraH xapakatiapu
aHUKJaHau. Xy>KYMHH KHAUPUII "XOCTIaH-XOocTrava" NpuHIUNM Oyiinya amanira
ommpunaad. YmlOy Xwira TaaulyKiId TU3UMJAp, ojarna  XyKymuiap
CUTHaTypacuaad Ba "Oup 3ymaa" taxmwianiaan Gorgananud, TapMOK TpapUTHHA
Taxyriaian. "bup 3ymma" Taxymitam ycynaura OMHOaH TapMoOK Tpadwuru pea
€KM yHTa SIKWHPOK BaKT/1a MOHUTOPUHIIAHA/IA Ba MOC aHUKJIAII aIrOPUTMIIApUAAH
doitnananunaan. Kynmuaua pyxcarcu3 doigananuin HaonusaTHHN XapaKTePIOBUH
TpaduKIaru MabJIyM caTpJIapHU KUJIUPUII MeXaHU3MIIapuaaH Goiinananuiaam.

XOCT carxua XyKyMJIApHUA aHUKJIAIl TU3UMH MabJIyM XOCTAa HUATU Oy3yK
OJAMJIADHM  MOHUTOPHHIJIAI, JIETEKTUpJAll Ba XapakaTiapura peaklus
KypcaTuiura arajradH. THU3MM XHMOSUIAHTaH XOCTJa >KOWjamuO, yHra Kapiiu
NYHANTUPWITaH XapakaTiapHU TEKIIHPAaad Ba OWIKOp Kwiaad. by Tusmmiiap
OMEpalMoOH THU3UM €KM WJIOBAJIAPHUHT Kaljlanl »XypHaJUIApUHU TaXJIWIUIANHIN.
Kaiinnam >xypHaJUIapuHHA TaxJIMJUIall yCYJIMHU amalra OlMpHUIl OCOH Oyicana, y
KyHuJaru KaM4wInKJIapra ara:

— KypHaJia Kaij JTWIYBYM  MABIYMOTIap  XaKMHUHHMHI  KaTTaJIATU
HA30paTiaHyBYd TU3UM MIIUIAIN TE3IUIUra cajiOuil Tabcup Kypcaraiu;

— Kaluialml SKypHaJIMHA TaxJIWUIAIIHU MyTaxaccucnap €EpaamMucu3 amaira
omupuo Oynmanau;

— XO3Hprayva >KypHaJUIapHHU CaKJAIIHUHT YHU(DUKAIUSIAHTaH (opMaTh MaBxXy]
IMac;

— Kaiquam OKypHaulapuiard €3yBHM TaxJIWUIAl peajl BakTJa amaira
OIIMPUJIMANIH.

IDSHHUHr y4YMHYM XWJIM MabliyM HIOBaJard MyaMMOJIADHU KUIUPHILTa
aCOCJIaHTaH.

Ha3zopar caBosiapu

Nnentudukarus.

AyTeHTudukarms.

ABTOpHUSI3aLIHUsL.

AyTeHTuduUKaIms yCcyuiapu.

[Tapomtap acocuaa ayTeHTUPUKALIHS.

CwmapTt kapTanap acocujia ayTeHTUpuKaIusl.
buomeTpuk xycycusitiap acocuia ayTeHTU(pUKaIus.
Pyxcarmapau HazopatTiani.

© oo N WNRE

bomkapuin moaennapu.
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10. Tapmoxkiapapo dKpaH Ba yJIapHUHT TypJIapu.
11. XyXyMJIapHHM aHUKJIAI TU3UMIIapH.
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4-maB3y. XaB(CH3JINK NPOTOKOJIAPH.

Peixa:
1. Copna ayreHTHUKAUSIIAIIL TPOTOKOJUIAPH.
2. CuMMETpHK Ba aCCUMETPHK MU pIIaIira acocaaHTaH MPOTOKOJLIap.
3. Secure Shell npoTokomnmu.

Tasitnu ubopasiap: npomokon, camapadopiux, MOOULIUK, aymeHupuKkayus,
Ceanc Kanumu, Kaaum makcumiaul, Kpunmozpagux aneopumm, aymeHmuguxkayus
cyposu, ¢hovoananysuu, wudpiawl, Maviymom OymyHIUSU, MaAcoouuil CoH,
napon, cepmugukam, apoump, umM30 KyUuuui, UM3OHU MEKWUPUW, MaKpopiaul
maxouo, napanien ceanc maxouou.

4.1. Comna ayreHTH(GUKAIMAIAL POTOKOJIAPH
Nkkn €k yHIaH OpPTUK TOMOHJAp OaxkapaauraH, Oupop-OMp MacaiaHu
€UMII YYyH JIOWHMXAJAIUTUPWITaH Xapakariap KeTMa-KEeTJIUIHM MPOTOKOJ
xuco0naHuo, “xapakariap KETMa-KEeTJIUTH CY3U MPOTOKOJI OOLIMJIAH TO OXUpPHUra
KaJlap KeTMa-KeT OaXapuiIuIIMHA Ormiiaupann. Xap Oup xapakaT HaBOaTMa-HaBOatr
Oaxapuiaau, IMIYHUHTIEK KeMMHIU Xapakatrjap OJAUMHIU Xapakarjap TyraraHaaH
KeWnHruHa OaxapwininHu Oouwvtaiian. “Vkku €ku yHAAH OPTHUK TOMOHIIAP
Oaxkapaguran” Cy3u TPOTOKON OaKapWIMIIKM YYyH KaMUJa HWKKA TOMOHHUHT
UIITUPOKU KepakiIuruHu Owinupaau. lIpoTokoinHu sikka TapTubna Oaxapud
oynmaian. Huxost “Oupop-Oup MacanaHu e4uil yUyH JOMMXATAITUPUITaH CY3U
MPOTOKOJ KaHAANAUp HAaTHUXKara 0’110 OOpHUILIM KEpAKIUTUHU aHTJIaTau.
[IpoTokonra yxmiam, amMMmMo Oupop-Oup HaTWKara oJu0 OopmailauraH
XapakaTiap KeTMa-KeTIuru — Oy MpOTOKOJI 3Mac, akCMHYa OeKkopra KeTKa3uiraH
BaKT XHMCOOJIaHA N,
[IpoTokostap Kyiugaru xXycycusriapra sra OViIuim Kepak:
— amajuiap OOIIMJaH OXHUpUTada TapTUOra sra, SHbHU Xe4 Oup aman yHAaH
OJITMHTHCH TyramMaryHda OOIUIaHMACITUTH Kepak;
— TIPOTOKOJIHHMHT Xap OUp UIITUPOKYMCH MPOTOKOJTa OVHCYHUILHN IIAPT;
— Xap Oup aman aifHaH aHMWKJAHraH OYIMO, UKKKW XWUJI MabHO KacO ITMACIUTH
Kepak, xap Oup Ba3UsTIaH aHUK YMKUII WY OYIIMILIN Kepak;
— TPOTOKOJI Y4yH OUTTa WINTHPOKYUHUHT OVIHMIIM eTapiu sMac (MKKUA EKH
YH/IaH OPTUK OYJIUIIHN KEepakK);
— TPOTOKOJIHMHT 0Oapya HINTUPOKYMIIAPH aBBaJAaH Oakapujagurad amasuiap
KEeTMa-KETJINTH OWJIaH TaHUII Ba YHU Oa)KapwIlra po3u OYJIUIIIaApU Kepak;
— ToMOHJIap Oupop O6up aHuK BazudbaHu Oaxxapaauiap — Oy MakcajCcu3 amaiap
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OYIMacIUIU Kepak.
— MPOTOKOJ TYNWK OYIUIIM JO3MM — YHAAQ aHWK Xapakarjiap KeITHPWIIUIIN
Kepax.

Xap kyHnuk xaétmmm3aa Gopman OyamaraH MpOTOKOJIIap ACSIPIN XaMMa
KOMWJIa NIITATUIIAIU: MacaiaH, TeleOoH OpKalu TOpT OYIOpHIII, CailyIoBIapaa OBO3
Oepui Ba x.3. Omamiiap Oy MPOTOKOJUIAp XaKKWAa YHUA YHANammMaan. Yiap y30K
BaKT MOOaiiHMIa SBONIONMUIALNTAH, ylapAaH KaHaad QoigalaHUIIHE XaMMa
Owiaau Ba yJiap UIIOHWIH UIILIANIH.

[IpoTokommap  WNUIAIIMHA ~ HAMOWMIN  KWIWII ~ Y9yH  OHWp-HedTa
UITHpoKuyuiIap épaamMmuaan doigananamus (4.1-xaasan).

4.1-xanBan
[IpoTokon UIITUPOKYHIIApH
Nmrupoxuniap Do UATH bearnaanuumm

Annca bapua npoTokoJIIapHUHT OMPUHYN A
UIITUPOKYHCH

bo6 bapua npoTOKOJITApHUHT NKKWHYU B
UIITUPOKYNCH

Kspon VY4 Ba TYpT TOMOHJIM TPOTOKOJLIAP K
UIITUPOKYNCH

[eiiB TypT TOMOHIIM IPOTOKOJLIIAP D
UIITUPOKYHCH

TpeHnt Nuonunu Bocutaun T

EBa [TaccuB Oy3ryHuUHn E

Mbanopu EMOH HUATIN aKTUB GY3FyHUM M

Kpunrorpagpuk  nmpoTokosa  KPUNTOAITOPUTMIAH Ba  mudpam
KanuTiaapuaad Gorgananuimau Oenruiad 6epagurad Kouaaiap Ba Mpoieaypaiap
Tymamuaup. Tomonnap Oup-Ovpura WIOHUO AYCT OYNIMIIA MYMKHH EKU
aKkCMH4Ya OWp-OMpHra WIIOHMACIWTH, STbHM Oy3FyHYM OYIUIIM MYMKHH.
Kpunrorpadguk npoTrokon TapkuOura MabiyM OUp KpUOTOrpapuK aaropuTM
KHpaayd, aMMO MpOTOKoJulap (akaTtruHa MaxUNUIMKHA TabMHUHJAII YYyH
Mymxannanmarad. lIpoTokomnapna kKpunTorpadusiHM —HUOUIATUIIIAH — Makcaj
(bupuOrapiark Ba HOKOHYHHMI SIIMTULITHU aHUKJIAII €KU YHTa WY KYHMAaCIUK.

YMymuid KouJa IIyH1am:

[IpoTokonma KenTUpWITaHIAH TalIKapy KYMpoK Hapca Ouium EKu
Y3rapTUpuil MyMKHH dMac.

bab3u mnpoTokoiIapaa MINTUPOKYMWIAPAAH OWPU HMKKMHUMCHUHU ajallu
MyMKHH. bollika nmpoTokoiiapia 3ca Oy3ryHYM TPOTOKOIHM Oy3WIlM €KU YHIAru
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Max(uilf MabTyMOTHH OMJIUO OJUIINA MyMKHUH.
Kpunrorpadux npotoxosmap (KII) kyliunaru Oup Heua HIITHPOKYUIIAPAaH
TapKUO TONTraH TAaKCUMJIAHTaH aJITOPUTMIUD:
— ojamuiap;
— KOMIIBIOTEP JIacTypiapHu;
— KOMIIBIOTEpJIAap Ba XHUCOOJIaIl KOMIUIEKCIIApH;
— MablymoTiap 6azacu;
—  ajioKa TapMOKJIapH;
— ayTeHTU(dUKAIUS BOCUTATIAPH;
— Ba Oomkanap.
KITauar xap OUp UIITHPOKYMCH MabiIyM aJrOPUTMIIAP KETMa-KEeTJIUTHUra
MOC paBHWIIJA UII Oaxapaaud. Xap OWp HINTUPOKYM TOMOHHUAAH OakKapriiaguraH
aman Kyiuaaruga OYJIUIIN MyMKHH:
— OollIKa UIITUPOKYHTA (EKU UIITUPOKUYMIAP TYPYXUTA) XabapHu 1obopuu,
— OollIKa UIITUPOKIUAAH Xabap Kaby1 KUiuwL,
—  UYKu amaj, S’hHU WINTUPOKYWIAp amaira ommMpagurad 0ab3u XucoOuialn
UIUIapH.
KII umrtupoxuniiapu 3 cundra 6ynuHau:
1. Ooamoacu (komynuit) uwmupoxuurap (A, B Ba xako3o Oenruiap
KypuHUIIKAA upoganaHaan, MHAEKCIap OUIaH XaM KEeJIHUIIA MyMKHH).
2. Hwonunu eocumauu (T Oenrucu xypuHUIIMAa W(OIATAHAIN, HHICKC
OMJIaH XaMm KEJIUIIH MyMKHH).
3. Kyi#tunaru ukku cundra OYIUHYBYU 6)32YHUUIAD:
a) [Iaccus 6yzeynuunap (E Oenrucu kypuHummna wudomanaHaay, WHACKC
OWJIaH XaM KEJTUIIH MyMKHH).
[TaccuB Oy3ryHuM OOIIKA MINITUPOKYMIIApTa F0OOpPTaH XxabapHu yIuiad OJIMIIIH,
YFUpPIIAIIN Ba TaX U KAJIHIITA MYMKHH.
b) Axmue 6yszeynuunap (M Oenrucu kypunuimma udoaagaHaad, WHICKC
OWJIaH XaMm KEJIUIIH MyMKHH).
Axmue 6y32yHyy Kyiuaara aMajuiapHu Oakapuiim MyMKHUH:
— OomKa MIITHpOKYMIApra rOOpwiIran xabapHu ymnuiad ONMINKA Ba TaXJIWJ
KWINIIIY;
— ro0opuiIran xabapHu Y3rapTUPUIITN EKUA YIUPUIIIH;
—  SIHTU XabapHU XOCHJI KMJIMO, OOIIKA MINTUPOKYKIIaApra I000pHUILIN;
— V3uHM  OoOmKa MWIITHUPOKYM KWIMO  kypcatuimiud (OyHIail  aKkTHB
Oy3FyYHUUJIApHU upubeap ned HOMIIAIIAIN ).
by Oynumpa copma ayteHTHUKANMS NPOTOKOJUIAPUHU KYPHUIN XaKuia
TyxTanub VYTunagu. byHna coana ayTeHTHQUKAIMS TU3UMIIApUIaH TOPTHO
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xaB(hcH3 IpoToKoIUIapra Kapad Gopmran.’

Men Alice

Tacourna g
- Y

MenuHT mapomaamM "frank”

L~
Amnnca Bob

4.1-pacm. Conna ayTeHTHU(UKAMSIIAII yCYITH

By ycyn srona xommbloTepaa QoiinanaHuiranaa Kyjaad Oyiaub, TapMokia
doitnananumaa xaBpau. byHpman Ttamkapu bobna Xam ANHMCaHMHT TApoOiU
oymumu kepak. by ayreHTHUKanusnmam ycyiauaa Kydugard Taxadj OYIuIim
MYMKHH.

Men Alice

Tacouxma P

MenuHT naponumM "frank"

!
A

Tpuou
4.2 — pacm.

Men Alice

Tacouxna e .
-+ -3

Tp HIH Menunr napomum "frank”

4.3-pacm. Kaiita ro6opuin Xyxymu

IOxopunarn nmpoToOKOIHU SHaIa caMapaaupok Tap3fa udojansan MyMKHH.
AmMo OyHAa XaMm roKopuaaru taxaun maBxyna (4.4, 4.5 - pacmiap). 4.5-pacmaa
napoJi XelulaHraH Xojaa oyica xaM, Kaiita 1000pHIll TaXIuaura 6ap210m01/13.2
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MeH Alice. MmeHHHT maposumM "frank" ‘_’Vﬂ
R

4.4 — pacwm.

Men Alice

.'J
l.l
Tacouxna oy A
L!,';_-l_i

h{AliceHHHT mapoH)

bob
4.5 — pacm.
AyTteHTuUKaUsIamga — oJaraa  ‘caBoii-kaBoO”’  YCYNHMIAH ~ KEHT
doitnananunaau (4.6 — pacm).
Men Amnca /
P Nonce (o .
< 2
Y h(Anucaguur napoman, Nonce) R '
Anwuca ~  bobd

4.6 — pacm.

AyTteHTuuKamIamga CAMMETPUK H(paam ycyiapuaad (Hoi1aauHu
KEHT TapKairaH. by Xomma Xap UKKA TOMOH OMp XWJI KaJIHMT/AA 3ra OYJIHIIHA Tajad
STHIAIM. ©

Meu Annca

R

= EGKJ K) o I
Amnca, K » DodoK

4.7 — pacMm. CUMMeTpUK MHPpIIanI acocua ayTeHTUPUKALIUS

by epaa 6up ToMoHNama ayTeHTHUPHUKaLKS amanra OolmMpuiarad. Anuca 3ca
boOHM XaKuKMIUIMTUHM aHUKIak onaMmaiau. by MyamMo Kyilumaru pacmja
O6aprapad stmiran (4.8 - pacm). AMMo Oy ayTeHTHUKAIMSA TPOTOKOIMIAa Auca
Fapa3 HUATIM QoianaHyBuM Xam OYIJIMIIN MyMKHH.
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W,
Men Annca £2
’. - L J
L]
ER,K) TN
= Em:‘ K) oy T
Amuca, K » Doo,K

4.8 — pacm. kku ToMOHIaMa ayTeHTH(PUKAITIS

4.8 — pacMaa KeNTUPWITAH ayTeHTUDUKALWS YCYIUHN KyWHIard TapTuoaa
Oaprapad 3tca 6ynamnu (4.9 - pacm).

Men Amnica, Ra

W
> ¢
Rb, ERa, K 15
‘ 3 (Ra:! ) l\_" ;
! E(Rb.K) o
Amnca, K » Bob.K

4.9 — pacm. Mkxu ToMoHIaMa ayTeHTU(UKAIUS

Oxopunarn ayrentuduxanusiiam ycyau Oup Kaparanjga xaBdcus
KypHIIcaza, aMaiia mapajien ceane Xyxkymura 6apaourcus (4.10 - pacm). *

1.MeH Anuca, R, W/
> ¢
2. Rg, E(Ry, K o
5, E(Ra, K) \-ﬂ
4 ®
5. E(Rg, K "
TpH,ﬂ,H ( B ) R 506 K
3. MeH Anuca,Rg _'5:Jr
> *
_ G
4 Re, E(Rg, K) “«ﬂ
< y
Tpnau 506, K

4.10 — pacwm. Ilapemien ceaHc acocuia TaxIu/L

Oxopuparn Ttaxauggan kenau® YMKUO IIYHM aMTUII MYMKUHKH, OuUp
TOMOHJIaMa ayTeHTU(PUKaLHsIIAIT ycyJulapuiad UKKU TOMOHJIaMa
ayreHTUQUKauusuamaa ¢oinananum xaBpau 3kaH. by Kyhuparmda Oaptapad
TUIl MyMKHH (4.11 - pacm).
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&u MeH Anuca, Ra _
. _ — -MJ
( n n
\ Rb, E("Bo6", Ra, K) :
\ea
3 E("Anuca", Rb, K)
¢ > "
Anuca, K Bob, K

4.11 — pacm. Mkku ToMOHJIamMa ayTeHTU(DUKAITUSIIAIT

4.2. CuUMMeTpPHK Ba acCCHMETPHK MM (PIANITa ACOCTAHTAH MPOTOKOJLIIAP

Ounk  KauTaM  mWHdplIam  alropuTMiapuaad  QoiiianaHuiIrad
NpoTOKOJUIapAa, Kyluaarnya Oenrunanuviap KUpUTHO omuHAIUA: {M} Amuca
ANYCcaHUHT oYWK Kamutuaad doigananud mmdpnam, [M]ame — AJUCAHUHT
Max(uil KanuTy OuIaH UM30JIallLl. !

Ouuk kanuTiau mudpiam tudumu Ba DPU anroputmiapunaan doiinananuo,
OCOHJIMK OMJIaH ayTeHTU(UKAIMSIIAIIHN aMalira OIMPHUIIT MyMKHH.

g MeH Anuca /
v ] v
N {R}Anuca _r':;l
~ >
Anuca Bo6
{:. MeHn Anuca
- > S/
& ( ael
- \ R a . -
log B
\ -+ Gy
_‘ [R]Anuca )
< > '
Anuca Bo6

4.12 — pacm. OuuK KaauTim mudpriaan acocuaa ayTeHTUGUKaIUsIal

AyTeHTuUKaIUsIIaIa 01aT/ia CeaHe KAIUTH €0 aTtairaH KajduT MaBXKy.l
Ooymu6, y ayrenTudukaius xapa€HuIaH CYHT OJIMHAIMA Ba OMp CeaHC JaBOMHIA
doiinanaaunaan. Kyinna accumeruk mudpiam ycyiauaan GoiamaHuiarad Xouaa
CeaHC KaJIWTUHU Y3aTUII MPOTOKOIHM KenrupwiraH. Camapaiu caHaicajaa, UKKH
TOMOHJIaMa ayTCHTU(DHUKAIIMIHU aMajra OlupuIMaras.
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&5 MeH Anuca, R
.4 >
\\"-. {R, K} Anuca
' <
=
1 {R+1, K}&o6
» 506
Anuca

4.13 — pacM. CeaHC KaMUTUHU y3aTHII

Kylingarn npoTokosija UKKA TOMOHJIAMa ayTEeHTU(HKalUsAIanl Ba CeaHC
. 1
KaJIMTU Maxpuil KamuTu xaBdCcu3 Tap3/ia y3aTUiraH.

&5 MeH Anuca, R
. W4 >

(IR Klanucalsos

' <

~

4 {[R+1,K]Bo6}anuca
»  Bob
Anuca
4.14 — pacm. CeaHC KaJIMTUHU y3aTULI

&: . Men Anunca, R

\ [{R,K}Aﬂuca]ﬁoﬁ

[{R+1,K}506]anuca

Anuvca

4.15 — pacm. CeaHC KaJIUTUHU y3aTHUII

Hunxem-IIpéxep nporoxoan

Poxep Hunxem Ba Muxasn Hlpénepnap TomMoHuIaH sipatuiraH Oy
IPOTOKOJ/IA aPOUTP BA CUMMETPHK KPUITOTH3MMIAH (o TaTaHuIam:

1. A - ¢ovinananyBun umoHwin ToMoHra (W) Y3uHMHT ucMuHH, B-
¢doiifalaHyBUNHUHT KICMUHU Ba Y3UHUHT Tacoau(pUil COHUHU y3aTaaH.
A—>W: ABR,

2. 3 - WIIOHYIM TOMOH CEaHC KaJMTHU TeHepauus Kuiaau. by ceamc
KaJUTHU Ba A - QoiijananHyBYMHUHT UCMUHU B - doiigananyBun Omnan ymymui

! Stamp Mark. Information security: principles and practice. 325 —c.
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Oynran kamut opkanu mudpnaiian. Cynrpa A -¢oiiganaHnyBuu Ba Y3M Y4yH
yMyMUH OYyiran kanut épaamunia A - doiganaHyBYMHUHT Tacoauduil conu, B-
doiifalaHyBYUMHUHT UCMHU, KaJIuT Ba MmubpmaTHHU mmdpnaian. Huxost y
mudpiianrad MabIyMOTHU A -QoiilasaHyBunra y3aTaau:

W — B : E,(R,,B,k E,(k, A) .

3. A - poiigananyBun MabIyMOTHH Aemudpiad, k -kKamuTHH onagu. Y R,
Ba 1 - Oockuyaa y3atwiran R, Hu comumtupanud. Cynrpa A - doligananyBuu
UIIOHYJIM TOMOH IM@piiarad MabIiyMOTHH B -doiinananysuura y3zaraau:

A5 B: E kA .

4. B - ¢orimananyBun Oy MabIyMOTHU Aemmdpiaian Ba k - KaJUTHU
omamu. Cyurpa y tacomuduil R, - COHMHHM TeHepanus Kuiaaw. by Tacomuduwmii
COHHHM k -KanuT Epramujia mudpiaiam Ba A -doiigaianyBuura y3arau:
B—>A:E(R;).

5. A - poiinananyBun k - KaIHUT €plamMHu]ia MabIyMOTHH AeHppraangu. A-
dboinananyBuu Tacoquduii R, —1 - COHUHM reHepanus Kuwiaau. by COHHM k -KamuT
épnamua mudpiad kaiira B -doiinananyBunra y3aTaau:

A—>B:E(R,-1) .

6. B - ¢oiinananyBun MabiymMoTHH Jemmgpnad, R, -1 - COHUHHU
TEKIIUPaIN Ba XaKUKaTtnaH A - doiijaraHyBYM OWIaH ajloKa YpHaTa&éTraHura
WIIOHY XOCHJI KUJIaJH.

X )
’ | 3 YX MLLOHYIU TOMOH
¢ (ap6wuTp)

B - chonpgananyBumn

4.16 — pacm. Y4 ToOMOHJIaMa ayTeHTU(DUKAITHS

by mpotokonga R,, R, Ba R; —1 - coHMapuaad TakpopaH ¢oiiganaHuIaim.

Arap KpUINTOAQHAIUTHUK aBBad (oHAalaHuiraH k -KaJMTHU KYyJra Kupurca, 3 -
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oocknyna A -oimananyBun HoMugaH B -¢oiinananyBuura MablyMOT Y3aTHUIIU
MYMKHH.
Kep0Oepoc nporoxosimn

Kerberos mnporoxomu Huaxem-lpénep mnpOTOKOIMHUHT MOIUPHUKAIIMOH
BapHaHTU Xucobmanaau. A - poigananysun B - doitnananyBun OuigaH MabIyMOT
ANIMAIINIIY YIyH yJIapra CeaHc KaauTH KyiHaarnda aManra OMupHIaTn:

1. A - doiinananyBun apOuTpra Y3WHUHT UCMH Ba B - QoiigananyBunHUHT
MCMU/JIAH TallIKWJI TONTaH MabJIyMOTHH y3aTa/lu:

A->W. AB

2. ApOuTp HMKKHTa MabIyMOTHH XOCHUJ KWJIaau, OMPUHYUCH BaKT OEJTHUCH,
xaétuii BakT L, Tacomu¢uii ceanc kamuT Ba A - (oiganaHyBUMHUHT UCMHUAAH
TalIKWJI Tonrad. Apoutp 0y MabiIyMOTHU y3u Ba B - QoilnananyBun yuyH yMyMui
Oynran kanuT Owiad mU@paid, UKKAHYACH BakT OeNTrucH, XaéTuil BakT,
tacoauduil ceaHc kanutT Ba B - (doliganaHyBYMHUHT MCMUJAH TAUIKWAJ TOTMTaH.
ApOutp Oy MabIyMOTHHU y3U Ba A -doiiaTlaHyBYu ydyH YMyMUN OYJIraH KaJiut
Owan mudpnaiau. Y ukkana mudpmaTHHU A -doiiaranyBYUra y3atau:

W A: E,(t,LKk,B),E;(t LKk, A) .

3. A - doiigasianyBYd Y3UHUHT KaluTH OwiaH OupuHYM mU(pMaTHHU
aemmdpiaaian. Y Y3MHUHT UCMHM Ba BaKT METKacHHM OupramTupub, K - ceaHc
KayuT Ounad mudpnaiiau. by mmdpmaTtHau Ba apOUTpiad KaOyJl KUITaH UKKUHYU
murppmaTtHHU B - QoiinananyBumnra yzaraau:

A - B: E (At),Es(t, Lk, A)

4. B - doiinananyBuu VY3UHUHT KalUTH EpJaMy]ia MUKKHUHYMA IIHUQPPMATHHU
nemudpnaian Ba ceaHc KaimuTura sra Oynaau. by ceanc kamur Epaammia
OupuHun mMppmaTHHU Jnewmdpnaian. Hatmxkaga xocun Oynran A -
dbolianaHyBYMHUHT MCMHU Ba BakKT OENTrUCH aBBajirdcu OuiaH moc Oyica, B -
dbolinananyBun A - QoiigalaHyBUMHU UJEHTUUKAIUA Kujdaad. OHau A -
doitnananyBuu YHU UIASHTU(GUKAIMS KAJTUIIN YI9yH BakT Oenrucura 1 pakamMuHH
Kymmo ceaHc kanutT OwinaH mmdprnaian. Xocun Oynran mudpMatHHu A -
doitnananyBuura y3araju:

Bo>A: E (t+1).
Arap xap Oup (QoiinaraHyBUMHUHT coaTiapu apOUTPHUHT coaTh OWJIaH CHHXPOH

paBuia uiiaca by mporokon saxmm HaTHXka Oepaau.
SKEY pacrypu

1
Ax6apos /1. E. “Ax60poT XaB)CH3TUTHHA TABMUHIAIIHUHT KPANITOrpadUK yCyJUIapy Ba yIapHIHT
Ky tanmanm”. 366 — c.
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MabmrymoTHUHT XaBpcuznuruau tabmMunnam yayH SKEY (MabiyMOTHHHT
XaKUKUIIUTUHY TEKUIUPYBUM) AacTypuaaH (QolganaHuim MyMKuH. By mactyp
KyWHIarnya amajira OIMNpUIIaIu.

A — ¢olgananyBun ayTeHTU(UKALMSg MacajaCUHU Xajd KWIHII YYyH
tacomupuiiR conmam kupuramu. Kommerotep  f(R), f(f(R)), f(f(f(R))),...
KUUMaTIapuHd XucoOjakau. by KuiiMaTiapHH MOC XOJa X;, X,, X5 ... X;gy /€0

oenrunariMus. A QoitnananyBun Oy pyixaTHU Koro3ra €3u0 ojiaau Ba OCpKUTAIH.
byHmaH Tamkapu, KOMOBIOTEDP X,,, KHHMAaTHU IHA(pIaHMaral XoJaa CaKIanIu.

A — ¢oiinananyBuu cuctemMara OMpUHYM MapTa KUPUIIH YUyH Y3 HCMUHU Ba
Xy, KuAMaTuHU KupuTaau. Kommbiotep f(X,,,) HUHT KHMMaTHUHUA XHCoOmaiian Ba

X, OWJIaH coNMIITUpanu. Arap KuWMariaap TeHr Oyiica, XaKuKaTjaH Xam A —

¢oiinanaHyBUM SKaHIUIMHU TacAukiaigu. CYHrpa KOMIIOTEP MabiIyMOTJIap
0azacugaru x,,, KAHMaTHU X,,,0MJIaH alMaTupuo Kysau. A — goilgananyBuu 3ca

X,00 HUHT KHIMATUHU y3 PYUXATUIAH YUUPAIH.
Keitnnuanuk A — doitnananyBun xap cadap cucremara KUPHIINAIA OXUPTH
yuupuiaMaraH COHHM KupuTamu, MacanaH 1. Kowmmiorep f(X,) KuiiMaTHH

XyucoOmaiim Ba MabaymMoTNIap 0Oa3zacuja cakJaHa€TraH X COH OwiaH

i+1
cosmmtupanu. SKEY gactypuna xap 6up con Oup Maprta UIITUPOK 3Tanu. byHmait
XO0JIaT/la 3ca KPUNTOAHAJIUTUK Xeu KaHaal ¢oiganu MabiaymoTra sra Oyia

OJIMaWIN.

4.3. Secure Shell npoTokosn

SSH nportokonu anoka tapmoruaa, Macodanan Typud aman Oa)kapuiil, HKKH
TapMOK (olalaHyBUuCH opacuja XaBhCHU3 KaHaldl XOCWI KWIHII Y4yH
dbolinananunagural Kpunrtorpa@uk TapMOK MNPOTOKOMUAUP. YOy alroputm
xaB(cu3 TapMOK OpKalii Max(uil aJOKaHU TalIKWJI 3TUILI yuyH (oiigaraHuIaay Ba
oynuna SSH xnuent Ba SSH cepBep opacuaa xaBpcus KaHaJl XOCWUJ KUJIMHAIM.
Y6y nporokonaunr nukku SSH-1 Ba SSH-2 BapuaHTIapH MaBxy. |

Ymby mporokon Unix &xynq LINUX cucremanapura pecypcnapra
MypOXaaTHU amMalra omupuiaa GoigalaHuIaural acocuil IOTUIIUTAIapaH
canam6, WINDOWS onepammon Tuzumu ¢oiiaranyBYWIapd  YIyH Xam
Mocnamtupwirad. Ymoy mnpotokon Telnet €ku Oomka xaBdpcuz Oynmaran
npotokosmap (Bekreley rsh, rexec, rlogin) ypHuHH Oocuin Makcaauaa HIILIA0
YUKWITaH. Y10y NpoToKoJAa mudpaanaad GoiaaaHuil OpKald MabIyMOTHUHT
OyTyHJIUTH Ba KOH(DHICHIMAIUIMTMHM TabMUHJAII aMmaira omupwirad (Jlekuw,
OnBapn CHoaen Tomonuaan 0asuna NSA (National Security Agency) ToMmoHUIaH

! Stamp Mark. Information security: principles and practice. 352 — c.
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SSHuu nemmdprnaim opkaiu MabIyMOTAaH supuHYa (oiinamaHmirad ned xam
aluTUITaH).

SSH npoTtokonu Kyiuaaru UMKOHUSTIApHUA Oepajiu:

— XaB(cu3 JoruH OusiaH OOFJIAHUIIIHY,
— xaB(cu3 MabIyMOT AJIMAIIUIIHA OYWK (MIIOHYCHU3) KaHaJI OpPKaJId amaira
OIIMPUIITHA TAbMHUHJIANTH.
SSH npoTokomtapu Kyidugarmiapra acociaaHaIn:
— QUMK KaJUTIH mudpIanl anropurmiapura EKu
— pakamuu cepTudukaTiapra €Ku
— MapoJuiapra.

Ym0y nNpoTOKOJHUHT UKKH TypJard BapuaHTH, MyJUIMK Ba OYIys Typiapu
MaBXy/I.

SSH Baszudanapu:

— xaB(cus Oyipyk-orinacu (command-shell);
— xaB(cus daitn Tpanchepu;
— Port forwarding.

XaBgcnsz Command-shell. Command shell Tuzumu Linux, Unix, Windows
OTIepalloOH TU3UMIIapAa MaBxya OYIub, acocaH JacTypuil BOCUTAJIapHU IOKJIAIIA
Ba Oommka OyWpykiIapHu Oaxkapuiia ¢ornaranumiaad. Xasdcens command-shell
uinoBacu Macodanan Typub, OyipykiapHu Oaxkapuiiia, GailyimapHu Taxpup
KAJUIIA, KaTajlor TapKUOWHU KYpHUIJa Ba MabIyMOT 0a3acMHHU OOIIKApHUIIIa
doiinaTaHUIUIIN MyMKHH. YOy TU3UM/IaH TapPMOK aJIMHUHUCTpATOpu Macodagan
TypuO, ¥3 Basudamapunu Oaxkapuia, Xu3MaTiIapHU OOIIKapuiljga Ba OOIIKa
amayuiapHu  Oaxapumina doinananuimm MyMkuH. byHnma Oapua  Oyiipykiap
xaB(hcu3 KaHa OpKaJv 1000pUIIaIH.

Port forwarding. SSH uunr ymoy nmkonusta, TCP/IP xusmaTtu opkanu
amaJira OIUIMpUIyBYH, €-mail, uCTeMoTIn MabIyMOTH 0a3acu Ba XaK. WioBajapiaH
xaB(cu3 kaHanm opKaid (oHganaHWIl y4yH 3aMHH sparaad. Ymly Xu3mar
O0ab3uaa TyHetaml Kabu xu3maTHu amanra omwupu®, TCP/IP unoBanapunu
xaBpcu3z kaHanm opkanu amanra omupand. Port forwarding xusmaru
YpHATUITaHAaH CYHT, XUMOSUIAHTaH KaHal OpKaliu Oup ToMoHaaH (doiigaianyBuu
KHCM) UKKUHYM TOMOHTA (CepBEp TOMOHTa) MabJIyMOT KYHaTUIaau. byHaa Xxocumn
KWIMHTaH STOHA XMMOSJIAHTaH KaHall OpKalIM KyIuiad wmiioBajgap MablyMOTIapU
1000pWIIMIIY MyMKUH. bab3u unoBanapHu Oomkapuiiaa Oyipykiap OMHACUHU Y3H
eTapyiu caHanManau, rpaduk uHTepdeiic opkamu OOIIKApHUIN Tabjlad ATUIIAIM.
Yoy xonma SSH ymOy xwu3mMatu opkaau Macodagard ujoBa OwuiiaH
Kpunrorpa@uk XUMOSJIAHTAaH KaHaJI XOCWJI KWiWHaau. byHra mucon KuiuoO,
Virtual Network Client (VNC) Hu Mucos K0 OJIUIT MyMKHH.
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XaB(cus mmppraHTaH TyHET

W et

Tapmoknmapa  SSH Cepaep

A\
Q I WurepHer PO SKpaH
S

SSH Knuenr

4.17 — pacm. SSH npotokonu

XaB(cu3 ¢aiin Tpanchepun. Secure File Transfer  Protocol (SFTP)
npotokonu SSH mnpotokonmmu acocupga wunuiad uumkwirad Oynu0, Oynma FTP
MPOTOKOIMIA MABXKY] KYTU1a0 3au(uivKiap OJI1 OJIMHTaH.

bupunungan SFTP oiinananyBun JOrMH/MapoiavHu Ba I00OpUIIa&Tra
MabIyMOTUHU MG Pad KxyHaTaIu.

HNkxnHupaan ymoy npoTtokos SSH HUHT nopTH (22 nOpT) OpKaIK UILLTARIN.
bynnan tamkapu FTP mnporokonmma wmaBxkyn — Oynran Network Address
Translations (NAT) myamMmocu yuapamaiiu.

SSH HMHT MPOTOKOJI acocH

— @ornnananysun ayrentudukarmscu (User authentication);

— Xocrtra acocnanrat ayrentudukanuscunamn (Host authentication);
— MasbnaymoTHu mudpai;

—  MabaymoT OyTYHIIUTH.

AyTenTudukanus
\ | “BV M >
2 < “By meH” |
SSH Knuent SSH Cepsep
[Hudpnam
by merHr ’akshahdaskah jh345hnskdhf843 by merHr
xabapum xabapum

MabiaymMOT Oy TyHJIUTH

4.18 — pacm. SSH ayrenTudukamnms MMKOHUTSIAPH

doiianaHyBYu ayTeHTH(pUKAUUACH (User authentication).
QDoilfalaHyBUMHU XaKUKUWITMTUHY TabMUHIAIa SSH Thu3uMu Kylinaaru Typaar
ayTeHTU(UKaLMIIAIT BOCUTaIapUiaH (oiiTalaHIIIaIN:
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— TapoJ acoCHa;

—  OYHK KaJTUTIINA mdprant ITOPUTMITAPUTA acocjaHraH
ayTeHTUUKAUATIAI yCYIUIApH;

— Kep6epoc, NTLM Ba Gomkanap.

USERAUTH_REQUEST
doinaraHyB4M HOMHU

client server

Xu3MaT HOMHA

SSH_MSG_USERAUTH_REQUEST MeTon HoMH

SSH_MS6_USERAUTH_FAILURE USERAUTH_FAILURE
_ (further authentication needed) donnanagninaéTran

ayTeHTU(PUKaLMSIIAl ~ METOJAJIapH

S55H_M56_USERAUTH_REQUEST HOMJIapH
0alipoK XoJaTu
55H_MS6_USERAUTH_FAILURE True: nmactmabku ayTeHTUPUKALUS

. (further authentication needed) MYBODAKHSTIH — aMMO  SIXITHPOK

aYTCHTI/ISII/IKa(l)HaHI 3apyp

False: OJIIMHTU
SSH_MS6_USERAUTH_REQUEST Ay TeHTHOMKAIHATAIT

Myo(akusITCH3
USERAUTH_SUCCESS
AyteHTu(uUKaIuUs Tyraad Ba cepBep

S5H_MS6_USERAUTH_SUCCE SQ

XU3MaT CYpPOBUHU KYTUIITHU
ooruIanan
llapon  acocuoa  aymemmugurxayusraw.  YmoOy  ycyn  Oomika

ayTeHTH(PUKAIUSIAIT yCyJlapura Kaparaiaa Kym yapad, OyHaa mapos Ba JIOTHHH
acocuza (GorganaHyBYu XaKMKUWIWTH TabMUHJIaHaAU. babw3u nporokosiap, FTP,
Telnet mpoTokosUTapy JIOTHH Ba MApOJIHU KaHAIIa OYMK XojaTaa rooopaau. by aca
Oy3FyHYHIa TapMOKHU THHTJIAI Ba yJapHU KyJIra KUPUTUII UMKOHUHU Oepaju.
bynnan ¢apknu paBumpga SSH mpoTokonuga JOTMH Ba Maposi TapMOKIa
mrdpiiaHral XojaaTaa oopuIaIu.
SSH_MSG_USERAUTH_REQUEST
— DonpananyBuYd UCMHU
— Xu3MaT HOMHU
— Ilapon
— FALSE (6aiipok xosiatu FALSE)
— ITapon
Ymby cyposra cepBep Kyinaaruda >kaBo0 OepuIu MyMKHUH:
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SSH_MSG_USERAUTH_FAILURE,

SSH MSG _USERAUTH SUCCESS, €éxu

SSH_MSG_USERAUTH_PASSWD_CHANGEREQ

Ouux Kanumiau wugpraw aneopummaapuea acocuamean
aymenmugurayusnraw  ycyirapu. Ymoy ycyn SSH  Tu3ummpa  KeHr
doiinaaHunagural ayTeHTH(PUKANMSUIAN yCyJulapuaad Oupuaup. bynma xamut
y3ywmrn 1024 Outman 2048 Out opanmruga  Oymamu. YmlOy ycynmga
doiinamanyBu OYHMK KajJUTIapu cepBepia cakjiaHagud. byHaan Tamkapu
dboiinananyBun Maxduil KaluTra MoC Mmapojra sra OViau0, Oy3ryHuMm MaxdQuit
KaJTUTHHU OWJITaHJa XaM MapoJICU3 TU3UMHHU OOIITKapa OJIMaiIu.

Kyitnna ceprudukariapra acocnanran coanaiamtupuiran SSH mpoTokonu
KeITHPUIraH:

iu Anuca,CP, R,
v CS, Ry i

a mod 5
I} > - > “‘a

g® mod p, certificateg, Sg

&
*
Anvca E( Anuca, certificate,, S,, K) Bob

4.19 — pacm. Cogna SSH nporokoau

by epna:

CP="crypto proposed” Ba CS = “crypto selected”.

H=h (Asuca, Bo6, CP, CS, Ra, Re, g°modp, g°modp, g®modp).
Sg= [H]s0s

Sa=[H, Anuca, certificatea] amca;

K= g®modp.

SSH na MIM xyxymu

! Stamp Mark. Information security: principles and practice. 352 — 353 — c.
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5 Anuca , R, Anunca . R,
& > - /

¢ Rg : Rg &

< .
f\’ -
gmodb \'n

g® mod p, certg, Sg

< Tounaun - Bob6
Anvca E(Anuca, certa, Sa,K) PYA E(Anuca, certa, Sa,K)
» >

<

g® mod p

g' mod p, certg, Sg

~

4.20 — pacm. SSH nportokomu yprara Typras ojaM Xy>KyMH

AJnca Kyinaaruam xucooJaamam:

H.=h (Anuca, 506, CP, CS, Ra, Rg, g°modp, g'modp, g*'modp).
AmMo bo0 Kyiinzarura uM30 4YeKaau:
Hy=h (Amuca, Bo6, CP, CS, Ry, Rg, g'modp, g’modp, g°modp).

Xoct acocaanran ayrearupukanusaiaam (Host authentication).

Ymby  ycynma  QolganaHyBuM ~— XOCTHUTa  acocliaHTaH  XoJja
ayTeHTU(PUKalUsIIall aMajira omupuiaau. Arap Oup Heura QoiinasaHyBUHIap
Oup mammHaga Oyica y XoJija yjap y4yH sITOHa XOCT KajJuTH MaBxXyja Oynuo,
ayTeHTU(PUKalMsIIall allHaH [y KajJuTra acoclIaHraH XOJia aMajra OLUIUpPHIIaIu.
Ymly xonaa ¢oiananyBui Y3UHUHT MIaXCUH KAJIWTH Ba MIAXCHHU TabMUHIIAII
yuyH ceptudukatuHu o0opaau. CepBep 3ca OYMK KAJIUTHUA alHaH 11y
doitnananyBYUTra TErUIILTN €KW TETUIILIA SMACIUTUHU Ba UM30HU XaKUKUIITATHHU
TEKIIUPAIH.

SSH_MSG_USERAUTH_REQUEST

—  @oiinaNaHyB4Y1 UCMU;

— XM3MaT HOMU,;

—  “hostbased”;

—  O4YHK KaJuTIN aITOPUTM HOMU;

—  Muwuxo3 XocTH yuyH cepTU(hUKAT Ba OUYUK KAJIUT;
—  Mwuxo3 XOCTH HOMH;

—  Mwmxo3 xoctuaa GhoigaaaHyBId HCMH,

— Hm3o (ceccust pakamu, Ba XaK).

MabiaymMOTHM IIKA(PJIALLL

KO6opunaérran MabiayMoT OonIkagap TyIIyHa OJIMACIIUTH YYYH MIA(pamn
anroputMiiapu Epaamuna mumdpraanaau. byHga SSH  nporokonu  Gioxiu
mmdpram anropurmiapu canaiarad (DES, 3DES, Blowfish, AES, Ba Twofish)
napnaH (doigananaad. MabliyMOT aqMalIuHUIIIAH OJJIMH UKKH TOMOH Opacuia
doitariaHuIaHUIIN Kepak OYiIran Kpurnorpaduk aaropuTMiap KeJIUIuo oJIMHAH.
AytenTudukanus xapa€HUIaH CYHT, YMyMUH KaJWUT TaHJIaHUO, ymoly KajauT
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acocuzia porgananyBUIMIap MabIyMOTHH U(Paad ro0opuIIaim.

MabiaymoT OyTyHJIHIH.

MabaymMoT y3aTuiauIl kapaéHuaa Oy3FyHUHM TOMOHHUIAH MabIyMOTHH HYK
KWJIMHUILTA YPUHHUII €KUM MabIyMOTHHM Y3rapTUPHILI XOJaTiapyd Ky3aTHIau.
Ym0y XomatnapHd OJJIMHU ONWII Ba TeKmmpum yuyyH SSH Tusummapuna
MabJIyMOT OyTYHJIMTUHU TabMHUHIANI anropuTtwiapu Qongananunaaa. SSH1
IPOTOKOJUAA MabIyMOTHH OYTYyHIWUTHHM Tekmupuiga oanuid 32 outam CRC
MabJIYMOTHU TEKIIMPUII TU3UMUJAH oigananuiaran O0ynca, SSH2 tuzumuma sca
MAC (Message Authentication Code) Tuzumiapuaas QoiiiaaaHuiIraH.

SSH OpPOTOKOJIMJIa  KyWugaru  Kpunrorpaduk  aaropuTMiiapiaH
dhoinanaHuIraH:

— TCP ypuaura SCTP npoTokoim KyJTaHWITaH;

— ECDSA DPU anroputmu;

— ECDH kanuT anMammHHII TPOTOKOIIH;

— UMAC Tu3umu, mabiyMOTHH OyTyHiauruHu Ttekmupuiml yuyyH (HMAC
YpHHTA).

Ha3zopar caBoJsiapu
Kpunrorpaduk npoTokos Ba ynapra Kyiduinaauras tamnaduap.
Copna ayreHTu(UKaUsIAL YCYIUIAPH.
CuMMeTpuK mu@pIianra acociaHral ayTeHTU(PUKALMSUIIAIT TPOTOKOJIH.
AccuMeTpuk mu@para acocjianral ayTeHTU(PpUKauusIai NpOTOKOJIH.
Kep6epoc npotokomu.
SKEY nactypn.
SSH npoTtokou.

No ok

DoiaJaHWITAH aga0uéTaap
1. Stamp Mark. Information security: principles and practice. USA, 2011.
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Kpunrorpadux nporokosmap. Tomkent, 2012 — 187 Ger.
3. Axb6apoB /I. E. “Ax00poT XxaBGCUZIUTHHU TAbBMUHIIAITHUHT KpUMITOTpauK
yCyJuIapy Ba ylIapHUHT Kysutanuwiuiym” — TomkeHt, 2008 — 394 Ger.
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S5-ma3y. JlacTypuii MaxcysaoTiaap XxaB(cu3iauru

Peixa:
1. lacTtypuit MaxcynoTiap XaB(hcU3IUrd MyaMMOJIapH
2. lacTypuii MaxcyoTiIapa MaBxy 1 3auQIrKiIap.
3. 3apapKyHaH]ia JaCTypJIapHUHT TaXJIUIH

Tasinu mdopanap: xasgcuziux, maxouo, oacmypuii mavMUHOM, UHEKCUs,
3aughnux, xomupaumume myaub — mowiuwiy, axOOpomuu OKUO YUKUWU, MAH3UT,
xomupa, cmex, asapus, 0ygep, Kyuu Xomupa Mau3uiu, 10KOpU Xomupa MaH3uil,
xomupa OYwauKiIapu, ypmaoan mypuo y3eapmupuul, OKUM, Cypoe8, Xaul Kumam,
MAaxaUI, CMamux maxaui, OUHAMUK MAaXaul.

5.1. lacTypuii maxcyJotaap XaBQcu3Jauru MyaMmmMoJiapu

Hactypuit ~ maxcyjioriap  XaBQCU3IUTM  XO3UPrU  KyHJa  KeJuo,
Kpunrorpadus, pyxcaTlapHH Ha3opaTiall Ba XaB(CHU3IHMK MPOTOKOJUIAPU KaOH
MyXHUM caHanaau. byHra ca®al, axOOpOTIapHUHT BepTyas XaB()CU3JIUIU TACTYPH
BOCHTaNap OpKaJIM aMalra omMpwiagu. byHnan kenub 4MKaguky, arap JacTypui
BOCUTA TaxJHWAra ydparaH TakAupJa, XaB(CHU3IMK MEXaHHW3MHU XxaM 0ap0oj
oymasu.

bapua pactypuit BocuTanapja 3auduMKIap MaBXKyJ OYnuO, yJapHUHT
MYXUMJIFK Japaxajiapu Typiaudamup. MacamaH, kuiMata 165 Muin. $§ HU Tamkumn
straH NASA Mars Lander, Mapc caii€pacu ro3acura KyHHUIII BakTHJa XaJIOKaTra
yuparad. byHran caba0 »sca, omauit MHrnuz Ba MeTp Y3YHJIMK VI4OBIApU
opacunaru ¢apk caHainrad. byHaan Tamkapu, JleHBep Xankapo ailponopTuiaru
IOKJIAPHU yOUIalll TH3MMUJA (oiamaHWwiral JacTypuil BOCHUTaJaru KaMYWJIMK
HaTIKacuaa, 11 oif maBomuaa Kynura | Muin.$ maH 3apap Kypuiras. |

Hactypuii BocuTanapjaa XaB(CHU3IMK MyaMMOJAPUHH MaBXKYUIUTA OUp
HeuTa OMUJUIAp OWjIaH OeNTUIaHaIn:

— JlacTypuii BOCHTAJIAPHUHT KYIU1ad JacTypuuiap TOMOHHWAAH E3WUITUIIH
(KOMIUIEKCIHUIINK);

— JlacTypHil MaxcyJioTiap ApaTUIMILIN]A UHCOH UILITUPOKHU,;

— JIaCTYpUYMHUHT MajaKacu I0OKOPH IMACIUIH;

—  JlacTypJaml THIAPUHUHT XaB()CHU3 dMACIIUTH.

Spatunaguran qacTypuil BoCUTaNap y3ujaa MIJUTHOHIA0 KOJJTApHU TaIIKUIT
THO, Kyiinaa Gyrapra aHHK MHCOJIIAP KEITHPUITaH.”

12 Stamp Mark. Information security: principles and practice. 404 — c.
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Tuzum JacTtypaaru Koajap y3yHJIUIrd
Netscape 17 mun.
Space Shuttle 10 mu.
Linuxkernel 2.6.0 5 mun.
Windows XP 40 mu.
Mac OS X 10.4 86 M.
Boeing 777 7 MU

Taxnmummap Hatwxkacu myHu kypcataauku xap 10 000 katop koaaa, 5 ta 6ar
MaBxyJ Oynap skaH. bomrkada kunu0 aiTunranaa ypraya 3xk6ait .exe Qaitnga 50
Tara siKuH Oar Oyiaau.

JlacTypuii BocuTanap/ard Mapxyj TaXJIuuiap oAaria JacTypiail THILIapu
UMKOHUSTIApU OuiaH OenruiaHagu. Macanan, HucOaTaH KyWu macTypliaiin
TWUIApU JAacTypudJaH IOKOpPM MajlakaHu Tanad 3TraHd Oouc, ynapja Kymiad
xaB(CU3IMK MyaMMoJiapu naiino 6ynaau. Macanan, C#, Java nacrypunai Twiuiapu
C éku C++ mactyprnam triuiapura Hucoatan xaBdeuzaup. Cababu Oy gacTypiaiin
TWUIApUaa Kymiad MyaMMoOIap aBTOMAaTHK PaBHINAA, KOMIWISIHS >KapaéHHIa
aHUKJIAHATH.

5.2. Jlactypuii MmaxcyJoTiaapaa MaB:Ky/a 3auginkiap

Opnatia 3apapiau 1acTypuil BocUTalap UKKU Typra OYiaHaau:
— jpactypiapaaru 3auduukiap (aTaiiuiH KUJIMHMAaraH);
— 3apapKyHaHja Jactypiap (aTailiH KUJIMHTaH).

bupuHun Typra acocaH, AacTypud TOMOHHJIAH HYJl KYHWITaH XaTOJIMK
HaTHXKacuJa KemuO YMKKKaH 3apapid AacTypiiap MHCOJ OyJica, MKKWHYU Typra
Oy3FyHUMJIMK Makcaguaa €3WiraH Maxcyc HacTypuil Maxcyjotiap (BUpyclap)
MHCOJI OYI1aIu.

Kyiinpga xo3upiaa gacTypuil BOCHUTANIApJa JacTypyuiiap TOMOHHUIAH WY
KYHUIaAUrad Tax/Iu]l Ba KAaMUHJIMKIIAp OMJIaH TAHUIINO YUKHUIIAIH.

Xorupanuur 1yaud romnmu (Buffer overflow). Amanga kyn yupaitguran
JacTypiam TUUTApUIard KaMYWIMKIap OJaTia, TaKWKJIaHraH ¢opmaraard €ku
XQKMIaru MabiyMOTap KUPUTWIMIIM HaTWXacuia kenud uukaau. by Typaaru
TaxJAUAJap WYUa KEHT TapKalraHu Oy — XOTHPAHUHT TYJIUO TOUIUII TaxJAUId
caHaTamm. |

Macanan, BeO caiftna QoiiagaHyBuYHIaH MabJIyMOTJIap KUPUTUITUIIHN Tajdab
THIICA (MCMHM, (paMUJISICH, MWIIH, Ba XaK.), GoillalaHyBYM TOMOHUIAaH KUPUTUIITaH

! Stamp Mark. Information security: principles and practice. 407 — c.
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“UcM” MalIoHHJard MabiIyMOT cepBepAard N Ta Oeiarm XakmMura sra coxara
é3unaau. Arap KUPUTWITaH MabiyMOT Y3yHiauru N gaH karta OynaraH xoJsja,
XOTUPAHUHT TYIUO TOIIMIIN XOIUCACH F03ara KeJaJlu.

Arap Oy3FyHYH TOMOHHMAAH “Kepakin~’ MabJIyMOT KUpUTWUIICA, Oy V3
HaBOATHIa KOMIIBIOTEPHU Oy3yJIMIINUTA OJIU0 Keau.

Kyiinga C mactypriam tunuaa €3wiraH KoJ KenTupwiraH Oynmb, arap Oy
KOJ KOMITUJISIIUS KWJIMHCA XOTUPAHUHT TYJIHO TOLIUIIA XOUCACH KEIUO YMKaIu.

int main()

{
int buffer [10];
buffer [20] =37;

}

Cab6abu 10 Oaift ymuamaaru xotupaHuHr 20 6aliTura MabJIiyMOT €3UIMOK/IA.
By »5ca XoTupaHWUHT pyxcaT STUIMaraH MaH3WINTa MYypOKaaTHH KEJITUPHUO
YUKapaau.

Arap nmactypuil MaxcyJoT ayTeHTU(PHUKAIUAHU TabMHUHJIAIl MaKcaauaa
apatwiran Oynu0, ayreHTU(dUKanus HaTwxkacu Oup OuT OmnaH umdopanaHaau.
Arap XOTHpaHUHT TYJIUO TONIMINM HATHXXKAacuaa ymoy OUT Oy3FyHUM TOMOHMJIaH
Myodakusatiau y3raptupwica Tpunu y3uHu Anuca ne6 TaHUIITAPUIIT UMKOHUSITUTA
sra Oynmamu. by xomar kyimgarm 5.1-pacmMpma kentupwirad. by epnma F
ayTeHTU(PUKalusiaH MyBaakuaTiIu YTHUIMaraHaIuruau ounaupanu. Arap Tpuau
F (0 un) maiinon kuitmatuau T (1 ra) y3raptupca, nactypuii TabMUHOT TpuauHu
Anuca cudaruga TaHUIAM Ba yHTa pecypciapuaad (QoiaJaHuIl UMKOHUSTUHU
sapataau (5.2 - pacm).

Boolean flag
buffer v
FIOWUIRISIC| - |F
S

5.1 — pacm. XotHpa Ba MaHTUKHI 6alipOK

Boolean flag

buffer v
FIOIUIRISIC} .. IT




11l. HA3APUI MATEPUAJLTAP
5.2 — pacm. Coxnia XOTUpaHU TYIUO TOIIUIIH

XOTUpaHU TYIUO TOIIMII XOAMCACUHM YHUKYPPOK YPraHWIJIaH OJJIUH
3aMOHABUN KOMIBIOTEPHUHT XOTHpa TY3WIUIIM OWIaH TaHUIIWIMO YUKUIAIU.
KoMmproTep XOTHpPaCHHUHT CcOJAJalialiraH KYpUHHINA Kydugaru 5.3 — pacmia

KEJITUPUIITaH.
<« low
Text address
Data
heap
{
<« stack
pointer (SP)
T
tack .
sHac « high
address

5.3 — pacM. XOTUpaHHUHT TY3WIUIIH

By epma text mamonmpma komnmap cakigaHuO, data coxacuma CTaTHK
KaTTaluKIap cakiaHaau. Help coxacu nuHaMHK MabIymMOTJIapra TErHIum OYyiuo,
stack HM Tpoceccop Y4YyH «KepaKCH3 KOro3» BasudacuHu VyTaiau. MacanaH,
JUHAMHK JIOKaJd Yy3rapyB4wiap, QyHKOHS TapaMeriapd, QYHKIMSUITAPHUHT
KaWTpHII MaH3WUIapH KaOu MabiiymoTiap stack nma cakmanamu. Stack pointer ékm
SP naca stackau 2HT rokopucuHM KypcaTaaw. Pacmma stackHm KylinmaH rokopura
YUKHUIIHM X0JIaTH OnjlaH udoaiaHraH.

Stacknu aBapusira yuparum. StackHu aBapwusira yupair X0JaucacH acocaH
XOTUPaHH TYJIUO TOIIWIIHM HATIXKACHAA KelMuO umkaau. by Typaarm taxauiia
Tpunu GyHKIUSUTApHU YaKUPWIUINN JaBoMua stackau Tekmmpanan. OyHKITUSTHA
gakupuil —gaBomuaa  stackman - godmamanum  TaptHOM  KyHMgara  Kojja
KeJITHPUIraH. "

void func(int a, int b)
{
char buffer[10];

}

void main ()

{
func (1, 2) ;

}

! Stamp Mark. Information security: principles and practice. 408 — c.
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Kauonku func ¢yHkmuscu yakupwiranaa (QYHKIHSHHHT IapameTpiiapu
stack na utapu6 unkapunaau (5.4 — pacm).

— SP
< return
address
high —

5.4 — pacM. Stackra mucomn

by epnma stack ¢yHkmusaun Oaxkapwimmmu naBommua buffer maccuBuHH
apatumn  yuyH (QoimamaHuiMoKna. byHman Tamkapu  stack  QyHKIusSHU
KaTapyBuM, QyHKIMS OaxapuiuO OYIMHraHuAaH KeHMUH YTUIIM Kepak Oyirad
MaH3WIMHK XaM Yy3uaa cakimaiau. Pacmpa kypcaruiaranun kabu buffer xadityBum
MaH3WIJaH (ret) JaH I0KOpUIa KoMalrad, SibHU, KaUTapyTyBUd MaH3WJIIaH CYHT
buffer stackna roknananu. Hatmkana, arap xotupanu TYauO TOIIMINY r03ara Keca,
y XOJJa XOTHpaHUHI Fet coxacum KaWTajgaH €3mnaau. by Taxauj HaTWKacuaa
OJIMHUIIIA MyMKHH OYJITaH, peajl HaTwXa.

Arap Tpuaum TOMOHMZAH XOTHpa TYJIAMPHIICA Ba KAUTapyBUM MaH3UI
taconupuil OutTnap OwiaH Tynaupuica, y XoJija AacTyp MaBxXyZd OyiamaraH
MaH3WJIra CakpaiIu Ba TH3UM aBpusra yapaiau (5.5-pacm).

—> 222

~ 8P

«—ret... NOT!

high —
5.5 — pacm. XOTUpaHUHT TYJIUO TOIIMII MyaMMOCH

By xonma mactyp ummHM TYXTarranjgaH Tpuaud xypcaHj OYIWIIN aHUK.
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Arap Tpumu ssHaga akupok Oyica Ba OydepHu Tacomuduii Gutinap OunaH sMac,
0amky MyXUM XOTHpa MaH3WJIU OuiaH Tyiaupca Ba Oy XOTHpa MaH3WIMTa OUpop
3apapiii gactyp Oyica, y Xoiaa )KUJIIuUpoK MyaMMo OVIuIm aHuk (5.6 - pacm).

e

high —
5.6 — pacm. 3apapii KOJTHU FOKJIAII

by xonma Tpuam Kyhdmgarn WMKKA MyaMMora Jyd KEJNIWIIM MYMKHH.
buprHuucu, Tpuam 3apapkyHaHaa IyCTYpHM XOTHMPAaHUHI KaliCu MaH3WINATa
&3mwnranuHan  OunMaiau. MkkuHuncn dca, stackma  @GyHKOUSHH — KauTyBYH
MaH3WJIMHYU aHUK OMIManu.

Kyiiunaru WKy cojjia Xuilla HaTHKacula, XOTHPAaHU TYAUO TOIIMII
XKapa€HUHU Te3NAIITUPUII MyMKUH. bupuHumcu Oy, 3apapKyHaHaa 1acTyp KOJUHU
xotupa Oynumknapu Ounan (NOP) tynaupum 6ynca, MKKMHYMCU 3Ca, UCTAIraH
TaKpOpJIAHYBYM KaWTyBUM MaH3WIHU KyHumaup (5.7 - pacm).
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< ret

5.7 — pacM. Xotupanu NOP Ounan Tyaaupuii

by taxmun omatma kymiab, gacTypuil MaxcCylnoT YYyH Kepakim Oyirad
cepuai KaluTiapHu Oy3ulga KeHr (oiiiananuiaim.

Stackiu aBapus xogaTuaad cakiaam. CTeKHUM aBapusra yypalluJIaH
XUMOSJTAITHUHT KYTUI1a0 ycysuiap MaBxys 0Ynu0, ynapaan Oupu Oy — nactypiialil
HYKTal — HazapujaH EHAOMMUIAND, SHHU KHPHUIIAA MABIYMOT YIYaMUHU
tekmupuil. by mMkonusTiiap C# Ba Java gactypiam TWUlapuaa KOMIWISATOP
TOMOHHIAH GaXapuiIaam. |

bomka Oup ycyn 3ca, XOTHpaHU TYJITaHUHU AaHUKJIAIl Ba AaBTOMATHUK
paBuiaa xabap Oeputaup. by xonma TH3UM KOJl CTEK/a FOKJIAHUINIAH OJIIUH YHU
TyxTaraad. ByHpman Tamkapu, (QyHKIUSHA KaWTyBYM MAaH3WJIMHU Tacoaupuid
paBHIa XOTHpara €3ull yCyiau MaBxyln OymuoO, Oynna Tpuam QyHKOusHU
KaTyBYM MaH3WINHUA aHUK OWIIManu.

Ypranan typu6 y3raprupum. C nactypnam tuamna strepy(buffer, input)
byHkimsicn Maxyn Oymu0, y input mabiaymotHu buffer ra xyuupu® &E3umzu
Oaxapamu. by Xonma xoTwpaHu TYIUO TOINWIIMIAAH CakKjaml ydyH, input
MabJIyMOTHU YIIYaMUHU TEKIIUpUII Tanad »Twianud. by xumost ycynu daxar
VI4aMHU TEKIIUPUO, MAbJIyMOT TapKUOWHU TeKmmpmaau. by Xonga ypmaoan

! Stamp Mark. Information security: principles and practice. 415 — c.
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mypub yzeapmupuiu TAXTAIA OYIUIIA MyMKAH.

byHra kyinaarndya MHCOJ KEeJITHpUII MyMKHH. MacanaH, doinananyBuu
Beb caxudanan TypuO MabIyMOTJIApHUA KUPUTIW Ba y KyHUAaru cypoB IIAKIWIA
udoaananu:
http
://www. things. com/orders/final&custID=112&num=55A&qty=20&price=10&
shipping=b&total=205

CepBep TOMOHMAAH Oy MabJIyMOT KyWHJaruda TaxJIWUIaHAIW:
doitnananyBunHUHT ID pakamu 112 ra TeHr ¢oiinananyBuu xap OUPpUHUHT HAPXH
10 $§ man Oynran 55 tapTu® pakamiu Mmaxcynotmaan 20 Ta cotud oimu Ba S5 $
eTka3ud Oepuir Hapxu Owiad xamu 205 $ mommap TYIIOBHHM amanra omuprad. by
CYpOB cepBep TOMOHHUIAH TEKIIMPUITAHU]Ia Xe4 KaHAal XaTOJUK TOMUIMAIH.

AvMmo Tpumu Oy KYpoBHM KyWujard cypoB OWiIaH aaMamTHpca,HUMa
xojuca pyi 6epaau ?
http
://www. things. com/orders/final&custID=112&num=55A&qty=20&price=10&
shipping=b&total=25

By cypoB xam osguHTHCH KabW cepBep TOMOHH/IaH TEKIIUPUIIIAH
MyO(aKKUATIN YTaau, aMMO YHUHT MAaHOCU TaMoMuIIa Oomka !!!

Te3kop mypo:kat maptu taxauam (Race condition éku race hazard). by
JACTYypUN MaxCyJOTHUHT €KU JIEKTPOH TU3MMHHUHI Y3MHU TYTHII XO0JaTh OYyiuo,
YUKW KUMMaTH Oomikapub Oynmac Oolika Xojucanap KeTMa-KeTIUTrH EKd
BakTUTa O60FIMK OYnamu. Jlactypmamiga Oy Xoia XaToNHK ro3ara KeinO, WKKUTa
CUTHAJI OMPUHYY YMKHUII YUYH XapakaT Kwiaau. by xoauca acocaH, mactypiamiga
napamien xuco6mnama (thread) ro3ara xenaam. °

Kyiinga uMKKATa OKMM TOMOHUJAH V3 KUUMATUHU OUpra OUIMPHILI YYYyH
OaxxapraH TE3KOp MYypOXXaTH KeJITUpPWIraH. Arap TH3UM TYFpHU UIUIarasja
KyWHIard HaTWKa OJIMHUIIN [IapT DU,

Thread 1 Thread 2 Integer value
0
read value — 0
increase value 0
write back — 1
read value — 1
increase value 1

1 Stamp Mark. Information security: principles and practice. 418 — c.
2 Stamp Mark. Information security: principles and practice. 419 — c.
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write back — 2

AMMO, TE3KOp Mypo’KaaT HaTHXKacua KyWHaard XoJatr Kejauo YuKIu:

Thread 1 Thread 2 Integer value
0
read value — 0
read value — 0
increase value 0
increase value 0
write back — 1
write back — 1

by Taxmun mMaBxyn gactypuii Mmaxcynoriaapaa time-of-check-to-time-of-use
(TOCTTOU) 3audauru MaBxyn 0ynaau.

Opatna Oy TaxauajapHU OJAMHU OJIMIIAA JACTypiall TWIapujaa riodant
y3rapyBunHU Kyadiaad Kyiui ycyuiapuaan Goigananuiaim.

SQL wunekcus (SQL injection). SQL wuHekcus Taxauaud MabiIymMoOTIIap
Oazacura TteruuuM Oynaran Ttaxaun OynuO, SQL cypoBnapra TakuKJIaHTaH
OenrujlapHd KUPUTHUIN Ba OYHUHI HaTWKacuaa MabiIyMoTiap Oa3zacuja OoIllka
HaTHKa OJIUINTA KapaTWwiraH. by Taxaua Typu HT KYTT ydpaiaurad TaxIua TypH
OYnMO, YHUHT XXM HUIIaH — Huiira optud 60pMoKaa.

By Taxaunm acocaH TakMKJIaHTaH OelrWjapHU TEKITUPMACIUK HaTHXKacuaa
kenu6 umkaau. Kyimma ymOy 3auduukau y3 wumra onran SQL  cyposu

KEJITUPUJIITaH:
statement = "SELECT * FROM users WHERE name = '" +
userName + "';"

By cypoBra acocan aitHaH Kepakiu (oiaJaHyBYM HOMHU MabIyMOTJap
O0azacumadn KugupwiMokaa. Arap Oy cypoB Oy3FyHYM TOMOHMJAH userName
Vpaura ' OR '1'="l kuputuica, Kyduauru cypoB X0CHUi1 Oyiaau:

SELECT * FROM users WHERE name = '' OR '1'='1";

Hartmxkana mabmymotnap 6azacunan 6apya (oiigananyBuniap TYFPUCHIATH
MabBIyMOTJIap udKapwiaau. by epaa KydWugarm TaKUKJIaHTaH —Oenruiiap
Ooupukmacuaad xaM (HonamaHuIT MyMKHH.

' OR 'l':'l' —_
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' OR '1'="'71" ({
' OR '1'="'71" /*

By TaxaummapHu OJUMHU ONUIIAA KUPYBYM CYpPOB Maxcyc Oenruiapra
TEKIIUPUINIINA Kepak. AMMO, Oy CYpOBIIapHU KyHAAH-KYHTa SIHTH TypJiapu Keiauo
YUKMOKJA.

5.3. 3apapkyHaHaa JaCTYPJIAPHUHT TAXJTHIU

HacTtypuii Bocutanap OwiiaH y4pad TypaauraH TaxXIUIJIAPHUHT WKKUHYHCH
Oy — araiiuH €3unra” 3apapiad JacTypuid BocuTanapaup. byHpmall mactypwii
BOCHTAJIap MaJlaKalld JacTypuujap TOMOHMJAH &3mwiaran OynmO, ynap aHHUK
Makcaara kaparwirad Oynamu. By Ttoudanarm nactypiapHu aHUKIanaa Ba
TaxJIWUIAIIAa OJaTAa CTaTMK Ba JWHAMUK TaxJIWUIAIl YCYJUIAPUIAH KEHT
dboinananuIaIm.

Xap Oup Taxjwuiam ¥3 HaBOaTHla COJJa Ba Mypakkad TaxJusianuiapra
OyuHaIu.

Comza craruk TaxjumiuIam. 3apapKyHaHJa JACTypUM BOCHUTaJapPHUHUHT
co00a cmamucmuk TaxJIWIM JeHWIrasja yjaap Xakuaa 1acTiadku MabIiyMOTIApHU
oluuIaH uOopaT OYnraH TaxJMA TYIIyHWIaau. by TaxJuin HaTWxacuia
3apapKyHaHja gacTypiapHuHr (3/]) KojumapHUHT Ty3yJIUIIHM, HaCTypUil TOMOHJaH
Ty3yJIMIIK, Kaiicu OubnoTtekanapjaH (QoHjganaHraHaury Ba X.K. Jiap Xakuja
MAabJIYMOT OJIHII MYMKHH."

3Jlmapau  gactinalbkv  TaxJuil KWIUIIAAa AaHTUBUPYC BOCUTANIApU KEHT
doitnananunaan. Onatna HWKKU Typaard, @ain cueHamypacuea acoCIIaHTaH
(macanan, Kacnepckuil) Ba sepucmuxaea acocianran (macaman, ESET
NOD32)antuBupyc BocuTaiapujgan keHr (oigamanunanu. Curnarypara
acocllaHraH aHTUBHUpYC AacTypiap 3/| nmapau y3uHUHT Oazacuma MaBXKyll EKU
MaBKyJl eMacIuruHu Tekmupaan. by sca 3]1 Tonumiga xap goum xam karra Qoiiga
OepMaiii. OBpUCTUKAra acocjlaHTaH aHTUBHPYC BOCHUTAJapy CUTHATypara
acocCjlaHTaH aHTHUBHUpYClapra Kaparasja aHya KEHI UMKOHUATra sra oymuo, 3]1
JIapHU TOMUIIAA KeHT (o 1aaHuIaIu.

Amanga 3] CTaTUCTHK TaxJui YTKa3Wilga yiap OWp HeuTa aHTHUBUPYC
BOCUTAJIapu €pAaMua TEKIIMPWIAAW Ba yJapJaH OJMHTaH HaTWKalap TaxXJIHI
stuaanu. YmoOy Basudanu Oaxkapumima http://www.virustotal.com/ ownmaitn 3]]
TaxJIMJIM BOCHTACH KEHT Qoimananunaan. Yoy OHJAWH TaXJIWUIAll BOCHUTACH
Hadakat 3]l Oup HeuTa aHTHBUPYC BOCHTAJIApU EpJamMuia TeCTIalau, Oanku
YIapHUHT JacTypud TOMOHJAH TY3YJUIIMHM Ba yjap Xakujaa KylIuMmua
MabJIyMOTJIApHU Oepaiu.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 42 —c.
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31 cTaTUCTUK Tax) i1 KWIUIIIA KyWHaard ycyuiapaad ¢honanaHnuiaam:

XOII gutimam acocuoa maxaunnaw. X>m QyHkuusutam 3]1 aHUKIAI ya9yH
Kepakiau OVyiaaurad AacTiaOKu TaxJIWLIanl ycyiulapujaaH Owpu OYnu0, yHra
acocaH UXTHEPUU XdOII KUHUMATHU Xuco0sad OepyBuM alropuTmiiap acocuia
(macaman, MDS5, SHA1)3]] xom kuiimMatu XucoOyiaHamu. YOy OJIMHTAH XOII
KHMAaT acocua KyHuaarujiapHu aHUKJIa MyMKIH:

- Xoml KUMMaTHU JacTypHUHT (MacaiaH, TaxjmumianyBud 3J1) €pnuku
cudaruaa GhoimanaHu;

- Onuuran xom KuiimMaTHU Oomika 3/ TaxIWuioBYM JacTypiap Y4yH
1000puIII;

- OnuHran xsm KUWMaTHU OHJIaH Tap3ga kKuaupuml Ba 3J[ pyiixatuaa
MaBKy1/ MaBXy]l YMACIUTHHHA aHUKJIAIIL.

3/ napoan “kamopnapuu (strings)” amuxnaw. Xap OuUp AacTypuil BocHTa
SApATWINIIAIA MabIyM KeTMa-KeTMAaJIHMKIAaH HOopaT OYiAraH MaTH IIaKIuaard
MabiaymMoTiapjaan Qoupananmwnaau. Macamnan, “GDI32.DLL”, “99.124.22.17,
“Mail system DLL is invalid.!Send Mail failed to send message” Ba xak. Anbarra,
spaTWiIraH JacTypuil BOCUTalap sKyHujaa ynap .exe, .dll caiin makmiapuna
accemOyiananu. bomika cy3 Ounan aiftranjga, Oy keHrailtmagaru daiyuiap YH
ontwimk  (hex)canok cumcremacuaa wudonananaau (0x42, 0x41, O0x44->
BAD).benrunapau 16 nuk canok tuzumura ytkasuiga ogataa ASCII (8-6ut)Ba
Unicode  (16-Out)koiamn  cTaHmapTiapuaaH  QoWJalaHWiIaan.  YIIOy
CTaHJapTiapja Xap Oup kenraH Oenrwiap kerMma-keriauru oxupu 0x00 Ounan
TyraiJu. byHUHIr MaHOCH 3ca CY3HUHT TYT'YTaHJIUTMHU aHTJIaTau. !

Cuxunean 3/[. Omatna 3] BocuTanmap CTATUCTHK TaxXJuiuiapra Oapaoluiu
Oymumuy yd9yH ynap cukwiaan. Kyiinna XakMKaid Ba CHUKHWIITaH XojaTaaru Qaii
KYPUHUIIU KEJITUPHUIITaH.

Start
" Start
\ Wrapper Program

Original Executable

(Strings and other Packed Executable

information visible)

(Strings and other
information not

visible)

___________.—-"

5.8-pacm. Cukuirad Ba XaKukuid (paiist KypuHUIIH

Portable Executable (PE)paiin popmamu. YOy daitn hopmatu TapkudOura
IOKJIaHYBYHM, KyTyOxoHa (ailn keHraiTManapu kupanu (macanas, .cpl, .exe, .dll,

! Michael Sikorski, Andrew Honig. Practical malware analysis. 44 — c.
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.0CX, .8ys, .scr, .drv, .efi, .fon) Ba ynmap Windows OT yuyn doitnamanunagu. 3]
napaa KyTtyoxoHa (aiiuiapuian acocaH MMIOPT (IMport)KWIINI OpPKaJld acoCUi
nactypra OofnaHagu. Ym0y OOFJaHUII y4 TypJa aMalira OIIMPUIIUIIN MYMKHUH:
CTaTHK, JMHAMUK Ba IOKJIAHTaH/Ia.

Cratuk Typaaru OOfIaHUIUIApAa Kypa KyTyOxoHa Qailiiapu TYIHK
KYyuupuiIn0 acocuii JacTyp MUWra TamnuiaHaau. by Typaaru OormaHUILIIap acocaH
UNIXBa LinuxOT na xenr ¢oimananmnanu. bynna acocuit mactyp Koau Ba
KyTyOXOHara Teruiuii KOJIapHu aKpaTHIll KUHWUH OYiaau.

FOxnanranna tana® stunanuran OoriaHuiuiap acocad 3]1 sipatuiinra KeHr
dbornanannanO, yHra acocaH ¢axkaT (YHKIUS YaKUpWUITaH MaduTaa OOFIaHUII
amaJra OmMpuIaan.

Kymma6 Windows OTmapu ©Oomka npactypiapra Y3 pecypclapuaan
dboinananumra pyxcar Oepamu. PE daitinap y3uma xap Oup kyTtyOxoHa Ba
KyTyOXoHaiaru QyHKUMUIAp XaKUJard MabJIyMOTHH CaKJIal]Iu.

Kymnad mapxyn DLL (Dynamic-link library) daiinnap y3uma kymiad
bynkuusuiapau caxaiiau. Kyitnuna WINDOWS OT ra rerunuin DLL ¢aitnnap Ba
YJIApHUHT Ba3u(acu KeATUPUIITaH:

DLL Tascudu

Kernel32.dll Yoy DLL ¢aiin keHr Tapkairan 0yaub acocan y3ak GyHKIUsIIApIaH TAIIKUIT
TONTaH, MacalaH, XOTUpaHH, (ailyilapHu Ba KypuUIMaHH OOIIKAPHII Ba YHTa
SrajmK KAJTHAIL
(http://www.geoffchappell.com/studies/windows/win32/kernel32/api/)

Advapi32.dll | Yoy DLL ¢aiin WINDOWS OT HUHT KEHraWTHPHUIraH UMKOHHUSATIAPUHU
OolIKapuIlga, MacajlaH, XHU3MaTJIapHH Ba PETUCTOPJIAPHU OOIIKApHIIIa

dboitnamanunagu
(http://www.geoffchappell.com/studies/windows/win32/advapi32/api/etw/index
htm?tx=14).

User32.dll Yoy DLL caiin ¢oligananyBun HHTEPPEUCHHN TANIKHI 3TYBUYHIAPHH,

MacajaH, Tyrmajgap, CKpos Oapcrnap, ¢oiigalaHyBud Xapakarjapura >XaBoO
OepyBuM BazudanapHu OaxapyBuu (pyHKIHAIApIaH HOOpAT.

Gdi32.dll Ym6y DLL ¢aiin rpadpuk XosaTHH HAMOWHIN STUII Ba OOMIKApUII y4YyH
Kepakyiu O6ynran GyHKUMAIapaaH noopar.

Ntdll.dll Yoy DLL ¢aitn WINDOWS OT y3arunuHr ¢oiaanaHyBuu peXUMHUIATH
KYpUHUIIUHN HdoaanoBun ¢GyHKUUsIapAaH ubopar. Ymoly BasudanapHu
onatna Kernel32.dll Ba Advapi32.dll kyTyOXoHacMHM 4YaKuUpHILI OpKAJIU
Oakapaau, Macaias, Jkapa€HIapHU OOIIKapHII, BazudaaapHH SIIUPHUIIT Ba XaK.

WSock32.dll | Yoy DLL daitnnap tTapMoKKa Teruuuid OYau0d, TapMOKKA TETMIUIA OYyaraH

Ba Bazu(anapau 6akapapuaurad GyHKIHMsUIapaaH Hoopart.
Ws2_32.dll
Wininet.dll Ym6y DLL (¢aiin TapMOKHMHT IOKOpH BazudanmapuHu  OakapyBuu
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¢ynkuusiapaan uobopar 6ynud, Tapmok nporokosapu, FTP, HTTP, sa NTP

JIapHU HA30paTJIalIu.

PE ¢auvin capnrasxacu ea oOynumnapu. PE daiinmapu capnaBxacu ylapHHU
MMIOPT KWITaHJA Kaparasja KyNpoK MablIyMOTIApHH y3ujaa caknaugu. PE
daiiutap Oup Heura Oynmmtapgap uwbopar Oynmb, Oy Oynumiap Ba yraapaa
CakJaHAJUIraH MabIyMOTJap KylHaaruiap:

text Yoy 6ynum CPU na roknmanyBud KoasapaaH uoopar.

.rdata JacTypaa Mapxyn mio0an dSbJOH KWIMHraH ¢akar YKMII XyKyKMra ora
MabJIyMOTJIApAaH TalIKKI TOITaH.

.data JacTyp opkanu GolIKapuiaaIurad riroball MabIyMOTIaPHH CaKJIa Iu.

.idata bab3uma MaBxyn Oymaaum Ba V3uga HMMIOOPT KWIMHAIUTAH — (QYHKIHS

MaBJIMOTIIADUHY  cakjaiau. Ymly OynuM MaBxyn OynMaca, ymoOy XoJjga
MabJIyMoTiap .rdata 6yuMuIa cakJaHaIu.

.edata bav3upma wmamxkyx Oymamgu Ba y3uga OKCHOPT KWIMHAAWTAH — (YHKIUS
MabJIMOTJIAPUHM cakjaiau. Ymoly OynuM MaBxkyn Oyimaca, ymly xoiaa
MabIyMoTIap .rdata OyIMMuaa cakJIaHaIH.

.pdata 64-Outnm  THU3UMIIApAA  MaBXKyAd ~OYynagud  Ba  XAaTONMKJIAPHU  Ty3aTHII
MabJIyMOTIAPUHU CaKJIanIu.

Isrc OyHKIMsIapHA OakKapuIIia KepaKkiu OYITaH pecypclapHy Y3u/1a CakIai Iu.

reloc KyryOxona aifyulapuan  KaiiTa OKOWJIAIITHPHUII YYyH Kepakiu Oynrax

MabJIYMOTJIApHU CakKJIaMu.

PE capnaBxacu 3]] Taxjaui KwiMiga Kepak Oyiaauran Kymiad MyXum
MabJIyMOTJIapra 3ra. YJjap Kyuujaru »kaJaBaira KeJITUPUITaH:

Imports 3]1 porimananmiran kyryoxoHa daiiapu

Exports Kyryb6xona wumparum Oomika KyTyOxoHa/ JacTyp OpKajdud 4YaKUpWJITaH
byHKIMSITAp

Time Date Stamp | lacTyp KOMIUISINSA KMJIMHTaH BAKTH

Sections Qaitngaru 6YIUM HOMH, YHUHT XOTHPaJard Ba IUCKJAru yidyaMu

Subsystem Hactypuu Oyiipykmap carpu makiuaa €ku (oigamanyBun uHTEpdeiicu

IAKJIM/IA UIUIAIIAHY KypcaTaan

Resources daiinna MaBxXy UKOHKalap, MEHIoJap, KaTopiap Ba OOIIKa MaTyMOTap.

Mypakkad cratuk Ttaxjgawia. Comna CTaTUK Ba JAWMHAMUK TaxXJIMJUIALI
ycyuiapu ¢oianaHuinga KyjJald caHaucaja, 3apapKyHaHJaH JacTypiiap Xakuia
TYJIUK MabIyMOT oOJulra UMKOH Oepmaiinu. Ilynunr y4yyH amanna Oy
YCYJUIAPHUHT KEHTAUTUPWIITAH MIAKIM KeHT (oinananunaan. Mypakkad cTaTuk
TaXJIMJIHUHT MOXUATU TeCKapu MHXKUHEPIIUK XoccacuaH (oigananran xomnna, 3/1
HU JucacceMOpiiall aMajiy OpKalM TaXJWil KWJIUIIra acociaHrad. JlaGaparopus
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UIIMHUHT Ha3apui KUcMuJa Xx86 apXUTEKTypacHu Ba yHJa au3acceMOpail amain
OWIaH TAHUIIAING YUKUIAI],

3/1 spaTuiiia OKOpUaa AacTypilall THIKMAAH ¢oiigaliaHuiagl Ba MallllMHA
KOJIMHU XOCHJI KWJIMIIJIa KOMIWIsITopiapaan povnananmnanu. {uzaccemOpaniaa
MalllMHA KOJUJaH acceMOIep KOJ XOCHI KWJIMHAAW Ba YHH TaxJIviiam opkanu 3/
xakuaa xynoca unkapuwiaau. Kyituga ymly sxapa€H KeJITUpUITaH:

Malware Author Malware Analyst

High-level Language Low-Level Language
int c; push ebp
printf("Hello.\n"); move ebp, esp
exit(o); sub esp, 0x40
Compiler Mnchfi:nF;UCOde Disassembler

55

88 EC

8B EC 40

5.9-pacwm.

5.9 - pacM1a KEATUPWIITAaH COAAANAIITUPIIITAaH MOJEI Kyiuia KeNTUPUITaH OJITH
TypJu Aapaxkajgap/iad noopar:

Kypunma (Hardware). Kypunma napaxacu ¢usuk catx OViau0, 3JIEKTPUK
cxemajapaad uoopar Ba 0y KypuwiMaiapjaa ManTukuii amamiap, XOR, AND, OR
Ba NOT Oaxapunanu. Cababu, Gpu3MK ®Kuxo3 €K KypuIMaHu JaCTypuil TOMOHIaH
OOIITKAPUIII JKyAa KHHAKH.

Muxpoxoonap (Microcode). Muxpoxonnap carxu mnpommBka (firmware)
catxu J1e0 XaMm arajaau. MHUKpOKOJIap MabiyM aHHWKJIAHTaH IKHUXO3JIapTH
MVyIDKaJUlaHraHn Oynanu. YJIapHUHT acocui Basudacu IOKOpU MalllMHA TUJIWA
€3WIraHKOIJIApHU KypUJIMara MOCTIAITUPUO OepHuiil.

Mawuna xoou (Machine code). MamuHa KoJii YH OJITHINK CAHOK TH3UMUIA
é3unrad pakamiapaaH uoopar OYnuO, TPOLECCOPHH HUMa Wil Oa)KapUIIHHH
Oenrmwnaiinu. MamuHa KOIW IOKOPHU JacTypilall TWiuAa €E3WiraH KOJJIapHH
KOMITWJISIINS KYUTHIIL KapaéHu1a XOCUIT KIJTMHATH.

Kyuu oapasxcanu oacmypraw munnapu (Low-level languages). Kyiiu

! Michael Sikorski, Andrew Honig. Practical malware analysis. 65 — c.
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Japaxaiu JacTypJialll TUJIJIapy MHCOH VKU OJIaJINTaH KOMITBIOTEP apXUTEKTypacu
KETMa-KETJINTU XO0JIaTu OYnu0, KeHT TapKaJiraH KyWu Japaskaly JacTypJiall TN
Oy — acceMOnep Twiuaup. 3JJlapHU MallvHA KOAW OPKAJIW TaXJIWJI STUII WHCOH
y4yH MYypakka® CaHaJITHHIUTH cababiu, accemOnep Twimaa E€3uiraH KOIJIapHU
TaxJIMJI ATUII OpKaiu 3] XakuaamabiyMOTIap OJIMHAIM.

FOxopu oapascanu oacmypraw munnapu (High-level languages). Kymma6
JacTypuuiap IOKOpH Japakalid JacTypilall TWuiapuaaH ¢oinaraHrad xonga yi3
wioBasiapuHu  gparaguiap. IOkopu papaxkanu JacTypiaml THUIApUM MalluHa
TUIUAAH y30K OYI10, MHCOH TYIIMHUIIY YUyH aH4a ocoHaup. FOxopu mactypiain
tusutapura C,C++ Ba OomkanapHu oiuil MyMKuH. By nactypnam tununa €3uiran
KOJJIap KOMIIWJIATOPJIAP OPKAJIM MallliHA KOAUTa allaHTUPUIIAIN.

H3zoxnaw munnapu (Interpreted languages). 3oxJail THILIapu SHT IOKOPHU
Jnapaxany Twiap xucoomanaau. Kyminad nactypuunap aiiHad my tuiiapaas, C#,
Perl, .Net Ba Javadoitnananaaunap. by Tunnapman €3uiraH Kojjap MaliuHa
TUJITAa KOMIWJISLMS STUIMaau, 6anku OailTkoqiapaa yTkaswiaau. baittkoaiap
JACTypUl KOJUIApHU Opaiuk udopanaHuiiyd OYIud, UHTEPIPUTATOPJIAp OpKAIU
MalllMHA KOJAUTA AJIAaHTUPUIIA]IH.

3J1 noumuil XoTUpaaa MallvuHa TUJIMHUHT OMHAp Iakiuaa cakjiaHagu. 4.1-
pacMa KeITUPUITaH cxemara acocal, 3/ auzaccemOpianranaa, OuHap xoJaTaaru
3]1 KoAVMHYU YMKHUIIIJIa acCeMOJIep TUIUTa YTKA3UIIl amaira OIIupUiIaan.

AcceMOnep Tunu Oup HeuTa TWLIAp TYIiaMu OynuO, xap Oup Tui allHaH
oup mukponpoieccop (x86, x64, SPARC, PowerPC, MIPS, Ba ARM) yuyn
MYIDKaJUTaHTaH Oy iaan.

Xo3upja KeHT TapKaIraH IIaxcuid KOMIbIOTepiapard apxuTekrypa 0y x86
o0ynu6, xerinHuanuk spatuiaran AMD64 €éxu Intel 64 apxurektypanapu xam x86
HU Kywiad KkyeBamimaiau. IllynuHr yuyH akcapudar, spaTyBumwiap Xx86
apXUTEKTypacura acocianrad 3J[ mactypiyiapau sipataauiap.

x86 apxurektypacu. Amanga doigananuinaétral Kymiaad apXUTeKTypaiap
(my xymnagan x86 xam) Koun ®on Heiiman apxuTekTypacujaH Keaud 4YMKKaH
(10-pacm).!
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CPU

[ Registers ]

Control Main
AU === Uit [ “| Memory
(RAM)

Input/Qutput Devices

5.10-pacm. XKon ®on Heliman apxutekTypacu

Oxopunarm pacmaa kentupwiranuaek, CPU Oup Hedra TaIlIkui
sTyBuMiapaad ubopar. bomikapys Oupnammacu (Control Unit) peructopnapian
doitnananran  xonma RAM  pgan  kypcarmanapHu onaau. Perucropnapaa
OaxapuiuIIM Kepak Oyiran kypcarmaliap MaH3WIM cakjaHaau. Perucrtoprian
CPUnuHr acocuii MabIyMOT CakJOBYM KUCMHU OYynn0O, Bakth Texam yuyyH CPU
HUHI RAM ra Mypokaar STUIIMHM KaMaWtupaau. ApUPMETUK MaHTHUKUN
oupnamma (Arithmetic logic unit, ALU) RAM paH ojuHran KypcaTMmajaapHH
perucropiiapra €k xoTupara kounamrupuniga ¢poiganaHuIaam.

Acocuii xotupa. Acocuii xotupa (main memory, RAM) Ourra nmactyp
Jnoupacua Kyduaaru Typt 0ynumra OyauHa u:

Main
Memory

Low Memory Address
;4 Stack

Heap

Code

Data

High Memory Address

5.11-pacm. Acocuii xoTupa
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Masbaymor (Data). Acocuii xotupanur 0y OyiauMHIa JacTyp JacTIaOKu
IOKJIAHUIINWA Tanad 3TUiIa€TraH KaTTajlukiap cakjiaHaau. by karranukiap kyn
XoJulapJla CTaTHK KaTTajdukiap [e0 aranumu ¢EKM JacTYpHUHT UXTUEPHM
KHUCMH/IaH YaKUPUITYBUH I7100a]1 KaTTAIUKIAp 1e0 aTaluiy XaM MyMKHH.

Koa (Code). Kog CPU ToMoHmMIan mactyp BasudacuHU OakapHill YIyH
Kepakyi Oyran KypcarMayiapHu 3 wanra ojaau. Koa mactyp OakapriMimiHA Ba
acTyp Ba3uacu TalIKWJI dTHIAIITHHA OOITKApaIu.

Yiom (Heap). YoM gactyp Oaxapwiuinu JaBOMHUIA IWHAMUK XOTHpPA
Bazudacuaa, SHru KUMMaTHU XOCUJT KWIIMIIAA, >KOWIAIITUPUIIIA, KepaK OyiMaraHn
KUiMaTiaapHu yuupuO Tanuianaa QoigaiaHiaan.

Crexk (Stack). Crexnap QyHKIUMsIapaard JoOKal Yy3rapyBYWiIap Ba
napaMeTpiap ydyH (oWganmaHWIagd Ba JAacTyp OKMMHUHHU OOIIKapuiiaa épaam
oepanu.

FOxopunarn pacmaa KeATUpWIraH pacMaaru Oyiaumiiap TapTHOM XyCyCHid
0ynu0, xoTupa Oyilnad Typyiu Xosuiap/ia KOWIMIIHUIIIA MyMKHH.

Kypcarmanap (Instructions). Kypcatmanap accemOnep THIMHUHT KypyBYH
Onoknmapuaup. X86 accemOinep TWiIMAA, KypcarMaiap Mnemonic Ba operand
Jappadn  kypwiagd. Kydimmarm 5.12 — pacmpa mnemonic  cy3  MaKIuau
udogananran KypcatMaHd MOV OpKaidu, SbHU MAbIYMOTHH KYUYHUPHUIIHU
tacBupyarad. Operandiap MabIyMOTHH KypCaTHIIIa perucTopiap Exu
MabIyMOTIapaaH ¢poiinananamm.’

Mnemonic  Destination operand Source operand

mov 2CX 0x42

5.12 - pacm. K¥pcarmanap ¢opmatu

Amannid koasnap Ba teckapu taptud (Opcodes and Endianness). CPU na
KypcaTManapHu ro0opuinga aMmanuil KojapaaH doiigananral Xojjaa accemoiep
KOJIM MaIllMHa KojaWra YTkaswnaad. Jlu3zaccemOpiaimiga amanuii Kojjiap HWHCOH
TylIMHAUraH Twira (accemoOnep Tuiura) yiraptupwiaau. Kyimmgarm 5.13 -
pacmzaa B9 42 00 00 00 amanmii komaM acceMOmep Trauaa MoV ecx, 0x42 mraknmma
VyTKaswiranauru kypcatuiradn. bynga 0xB9 komu Moc xonma MmOV ecx ra Ba
0x42000000 xoau aca 0x42 ra aillaHTUPUIITaH.

Instruction mov ecx, ox42

Opcodes Bg 42 00 00 00
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5.13 - pacwm.

x86 apxutektypacuna, 0x42000000 koguHu acceMOIep KOAWTa YTKa3HIIIa
meckapu mapmuboar GonganaHuIaan, SbHU KeTMa-KeTJIMK OalTinad Teckapu
TOMOHJIaH YKuiIaau Ba 0x42 KuiiMaTu OJMHAIN.

Operandaap. Onepanpnap KypcarMaiap OpKajdld  MabIyMOTJIApHU
TaHUTUIIAA GoamaHmIaad. Y4 Typaard onepaniap OyIuimm MyMKUH:

1. besocuma onepanonap. by Typjaaru omnepaHmjiap KaTuil OelrujaaHraH
KaTtTanukiap ounan udonananany, macaias, 0x42.

2. Pecucmop onepanonap peructop KuiiMatu OwsiaH OeNrujaHaad, Macayia,
ecXx.

3. Xomupa manzunnapu onepanonapu. by Typaaru ornepasjjiap KypcaTwiral
XOTHpa aJpecupiard KuiMar opkaiu udopamanand. Xycycuid Xoiaa Kuhmatiap,
perucTop Ba KaBC HuuJa E3WIraH KeTMa-KeTIUKIap opKanu wudoiganaHaau,
Macalias, [eax].

Perucropaap. Perucropmap CPUparm KAYHK XaXMIard MabIyMOT
CakJIOBYM KypuiMmanap OYiaub, yHIa MabJIyMOTHH €3MII Ba Cakjall XyIy Te3
amanra ommpunaau. Kyiinna x86 apxurekTypacuja MaBXKyJ KEHI TapKaJraH
perucTopiap Typiaapu KeITHPUIITaH:

1. Vmymuii  peeucmopnap CPU  TomMoOHWmAaH  OaXapuiuml  JaBOMHIA
dbolnananunagu.

2. Ceemenm pecucmopnap XoTupa OVIMMIIApUHN aHUKJIamAa (oi1aaaHuIa .

3. Xonam oatipokriapu CPU Hu Oumpop aman Oaxkapummma Kapop KaOyi
KWIWIIY YYyH Kepak Oyaau.

4. Mypuknoma Kypcamxuunapu KeHMHTH OaKapuUIMIIM Kepak Oyiaran
WYpUKHOMAaHM cakjail yayH (hoigananuiaim.

Ky#innaru skanBaijga 1OKOpUJa KENTUPHWITaH PETUCTOP TypJjlapu Ba yHTra
MUCOJIAP KEATUPUIIATAH:

Ymymuii pecucmopnap Ceemenm Xonam Hypuroma
peaucmopnap bavipoxiapu Kypcamxuiaapu
EAX CS EFLAGS EIP
EBX SS
ECX DS
EDX ES
EBP FS
ESP GS
ESI

x86 apxuTekTypacuaa 6apua peructopiap 32 OUT yayamra ora.
Xomar Oalpokjapu PErucTop XOJaTIapuHU KypcaTaau. Xap Oup aman
Oaxxapwumuaa xap oup Oaiipokka 1 €ku 0 xkuiimaTnapu ypHatwianu. Kyitugaru
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xonat Oaitpoknapu 3/ Taxmunura xxyaa 3apyp oyianu:

ZF. By Gaiipox zero flag ne6 nommanu0, aman HoJira TEHr OYyJIraH XoJaa
YpHaTUIaIu. AKC X0JIa TO3aJIaHUO TallIaHaIH.

CF. by o6aiipok carry flag ne6 HomaanuO, aman HaTHXKacHIard KUimMat
KeWMHTH KUAMaTra KaparaHaa jKy/Ja KaTTa Ba KyJa KUYUK OYiraH Xosuiapna
YypHaTunaau. AKC X0Jia TO3aJaHuO TalllaHaIH.

SF. By 6aiipok sign flag ne6 Hommanu0, aman HaTrxkacu MaHGUH Oynranma
yHatunaau. Hatmka mycOat 6yiarana TozanaHu0 TaluiaHaIu.

TF. By o6aiipox trap flag ne6 HomiaHuO, y gebar KuiIMIaa
doiinanaannaan. X86 mporeccop ymoy 0aipoK ypHATHITaH X0J1a FOKIaHA M.

Coana xypcarmaiap. Kyma keHr QolanaHuiIaaurad KypcaTMmaiapaaH
Ooupu Oy MOV 6ynub, MabIyMOTHU OUp KoimaH Oomika Oup KoWra KY4HUpUIITHH
amanra omupanu. bomka cy3 Ounan aitranaa Oy kypcaTMa XOTUpaJaH YKUII Ba
é3um  yuyH ¢olganaHwiagd. By KypcaTMaHMHI yMyMUH KYpPHHHUIIA MOV

destination, source Ttap3uja.

Kylinnaru sxagBanga MOV OunaH OOFIMK OYiraH

KypcaTMmaiapra MUCOJUIap KEJITUPHUITaH.

Kypcarmanap N30x

mov eax, ebx EBX kuitmatuau EAX perucropra Kyuupui.

mov eax, 0x42 EAX peructopra 0x42 KuiiMaTUHU KYYUPUIIL.

mov eax, 0x4037C4 xotupa aapecua xounamran 4 6ait mabaymoran EAX
[0x4037C4] perucropura Ky4upuiiL.

mov eax, [ebx]

EBX perucropu xotupa xoinamnryBugad 4 6ait mabiymorHu EAX
perucropura Ky4yupHI.

mov eax,
[ebx+esi*4]

ebx+esi*4 TeHIUK HaTHXKACKAA KOMIAIral X0TUPpa MaH3WINAA KOWIalraH
4 Gaiit mabaymoTHH EAX perucropra Ky4upui.

Mov amanura yxmram Oynran aman lea (load effective address) 6ynu0,
ymymui kypunuiiu lea destination, source maknga 6ynaau. by kypcarkud xoTrpa

MaH3WIMHE Macodaaard MaH3uiIra Kyiumaa goigananniaan. Macanan, lea eax,

[ebx+8] . ebx+8 kuitmaru >koiiamran MaH3MITHA €aX PETUCTOPUTA CaKIIaTH.

Apudmeturk amasuiap. x86 accemOpiam THWIH KYmad coajia apudMeTHK
amMaJuIapHM KYju1ad KyBaTiaau. !

Kypcarmanap N30x

sub eax, 0x10 EAX perucrop xkuiimatumaan 0x 10 Hu 0u0 Tarmian.

add eax, ebx EBX kwuiimatura EAX kuiiMatuau kymmm Ba EAX ra y3namtupui.
inc edx EDX perucrop kuiiMatuHu 1 ra ommpHu.

dec ecx ECX perucrop kuiimatuau 1 Ta KamaiTupwui.
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mul 0x50 EAX perucrop kuiimatu 0x50 ra xymaitupunagy. 64 OWTiu HaTHxa
EDX:EAX perucropnapura cakiananu. 32 6utnu karta kucMa EDX ra Ba
knunk 32 6urin kucM EAX ra cakimaHamu.

div 0x75 EDX:EAX 64 6utnu perucrop kuiimatiapu 0x75 ra OYnuHaau Ba HaTHOXKA
EAX ra Ba koinouk EDX ra caxmanaau.

XOr eax, eax EAX perucrop KuiiMaTHHU TO3a1aIll

or eax, 0x7575 EAX perucropu kuitmatura 0x7575 HA MaHTUKUHN KYIIUIT aMalyiga KYIIUII

shl eax, 2 EAX perucrop KuiiMaTtuHu 2 OUT Yanra CUDKUTHIL.

shr eax, 2 EAX perucrop KuiiMatuHu 2 OUT YHra CUIDKUTHILL

ror bl, 2 Bl perucrop kuiiMaTHHM YHra HUKIUK 2 OUT afJlaHTHPHIIL.

rol bl, 2 Bl perucrop KuiiMaTHHM Jarra UKIKK 2 OUT aliJIaHTHPHILL.

nop Xeu kaHaai amanan OaxapMmaiian. Kelimaru kypcaTtmara yTunamm.

Crek. Acocuil XOTHMpaHUHT KUCMHU, CTeKJa (yHKUIMATA TETHILIM OViraH
y3rapyBumiap Ba mnapamerpiap cakiaHaau. Crekaa amanra OMIMpUIIaAUraH
Kypcatmainap, push, pop, call, leave, enter 6a ret 6y MyMKUH.

Push kypcarkmum cTekmarum pErucTOPHH JKOWIANIYBUHH KyWH XOTHpa
KHCMUIa, SbHU TE3POK OaKapuIll YUyH Y3rapTUPAJIH.

Pop kypcatkuum cTekmard pPETUCTOPHU IKOMIAITYBUHU IOKOPHU XOTHpa
KUCMHTa, ShHU KEMMHPOK OakapHuill yuyH Y3rapTUpaIi.

Call xypcaTknun KSWHHTH CTCKHH YaKUPUII yuyH (oM 1aaHuIa i,

Leave kypcatkuun ESP kuitmatuau EBP ra ypuataau Ba keiiun EBP Hu
IOKOPH XOTHpa KUCMUTa YTKa3zaau, seHu, mov( ebp, esp ); pop( ebp );

Enter xypcarkumum KyHumarsd KypcaTkhdiap KeTMa-KeTJIUTHra TEHT: Push
ebp; mov ebp, esp.

Hlapraap. bapua twimapna Oynranu kabu accemOpniam TUIUAA XaM
maprTiap MaBxkya Oynub, acocan ukkuTa test Ba CMpP KypcaTKWYugaH KEHT
dorinananmnaan. Test kypcarkumuu and kypcaTkuumra yximami Oyiaub, OyHmIaH
TalIKapy ONepaHaiiap KypcaTKud TOMOHUJIAH Y3rapTupuiaManau. Test kypcaTkuau
dakat OaifpokHu YpHatum yuyH ¢onananunanu. Opataa test kypcaTkuuugaxn
cyur ZF OGaitporu ypHatunaau. Test kypcaTkuuu Oup onepaHj AoUpacHa OrnepaH/l
kuitMmatuan NULL tenrnuruau tekmupuiga doinananunaau. Macanan, test
eax,eax kypcarkuun eax AND eax kypcarkuuura tenr 0yimmub, HaTmxara kypa ZF
Oalipok ypHaTUIATH.

Cmp kypcaTKkn4u UKKWHYU KEHT (poHganaHmiaqurad mapTin 6enru 0ymumo,
Basu(acu xuxatuaan SUb kypcarkuunra TeHraup. by kKypcaTkud xaMm orepaH/ra
TabCUP KWJIMail (akT OalpoK XONMaTHUHU Y3rapTUpUII YUyH UIUIaTwiaau. by mapr
Hatmxacuga ZF Ba CF Oailpoknap VpHarwiuinn myMkuH. Kyiinaaru sxaaBannga
CMp kypcatknuu Ouinad OOFIMK OYiran Mucosuiap Oepuiras:
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cmp dst, src ZF CF
dst = src 1 0
dst < src 0 1
dst > src 0 0

Cakpamap. Kentupwiran maptiap Oaxapuirasjiad cyHr OUpop amallHd

OaxkapuIra TYFpu Kenaau. baxapwmmim kepak Oyiaran rokmamniaa cakpaws (Jump)
amanra ommpuiaan. Cakpanuiap acceMOyiep THIHAA JMP KYpcaTKU4YM OPKaIH

amainra omupwiagi. by KYpCaTKMYHHHT YMYMUH KYpUHHIIN Kydumarmda: jmp

location. by maprcu3 ytum amanu caHaigaan. AccemOpiam triauaa if  mmapTu

YTUII oneparopu Maexkyd sMmac. lllaptnm yTunurapHau amanra OMMPHINIA XOJIaT

Oaiipoknapunan doigananunaau. by Xxonma xonmat Oaliporura kapa® KeWHHTH
Oockuura YTUII €KW Cakpall amMaird OWUpwIniiy Oaxapwiaaud. Accemoiep
tiuaa 30 gaH opTUK MmApTiIM YTuil Xonarnapuaad (onnananunanu. Kyiinnaru

KaaBajiga 6yJ1apr a MUCOJIIap KCIITUPHUIITaH.

Kypcarkuuiaap H3ox

jz loc ZF =1 6ynranga OenruiiaHraH coxara cakpar

jnz loc ZF =0 6ynranga OenruiaHTaH coxara cakpar

je loc Jz Ounan Oup xun ¢akar Kyn xosulapia cmp KypcaTKMuUuAaH KeHuH
unuatuiaaad. Macodanaru onepas/ )KOpHil onepaH/ra TeHr 6yica cakpar
xocui Oynas.

jne loc Jz Ounan Oup xumn ¢axkar Kyn xoJjulapia cmp KypcaTKUYMJaH KeHuH
unutatuwiaad. Macodanar omepaH]i KOpHM omepaHjra TEHT OyaMmaraH
X0JIJIa caKkpari XoCui1 Oyiau.

jg loc Macodamars omnepaHa >KOPHi OlepaHaaH Karra OYyiaraH xojga Cmp
KYpcaTKU4UMaH KeWnH QoiaanaHuiaim.

jge loc Macodanaru onepanj KOpUi onepaHJaH KarTa €KM TEHI OyiraH xojjaa
CMp KypcaTkuuuAaH KeiuH Qoiinanannnamy.

jaloc Jg Ouman Ooup xui pakat unsigned Takkocanuiap/a GpoiaaaHuIaIu.

jae loc Jge Omtan Oup xun dakat unsigned Takkocanuiapaa (oiaasanuaam.

jlloc Macodamaru omepaH >KOpUH oOlepaHJaH KHYUK OYiraH Xxosga CMp
KYpcaTKU4UMaH KeWnH QoiaanaHuiany.

jle loc Macodanaru onepanj *OpHil onepaHAaH KUYMK EKU TEHr OYiIraH xoinjaa
CMp KypcaTkUuuAaH KeiuH Qoiinanannnamy.

jb loc J1 6unan 6up xua dakar unsigned Takkocanuiapaa GoramaHuIaIm.

jbe loc Jle 6unan 6up xuia akar unsigned Takkocaanurapaa GhonanaHMIAIH.

joloc OF =1 G¥ynca onauHru Kypcarmara yTusiaau.

jsloc SF =1 Gynca amanra omupHUiIaIu.

jecxz loc ECX = 0 6ynca 6enrunaHran coxara cakpanim.
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JMHAMMK TaxJu/uiam. 3apapKyHaHJa JacTypuid BOCUTAJIIAPHUHUHT €000d
OUHAMUK maxauau OJaTna CojJla CTaTUK TaxJimi Uil OepMmarad XxoJija
doitnanannnub, TaxJauil 3apapKyHaHIa acTypuil BocuTa OEBOCHUTA IOKJIAHTaHAAaH
CYHr amanra omwupunaau. by ycyn opxanu 3/{mapHuHr Baszudanapu TYIHK
anuknanagu. Kyilupga copgmga AvMHAMUK TaxXJIWUIAll TEXHOJOTHUsUIapu OuiaH
TaHUIIUO YUKUIIA]IH.

Sandboxes. Ym0y nmactypuii BocWTajmap coajia JHHAMHK TaxX THJUTAIl KEHT

doitnanannnu6, y xoct OT OuinaH XUMOsUTaHTaH COXaHM XOCHJ Kuiiagu Ba 3/1
ymoy coxaaa rokiaian. By Typmarm Bocumramapra Norman SandBox, GFlI
Sandbox, Anubis, Joe Sandbox, ThreatExpert, BitBlaze, Ba Comodo Instant
Malware Analysis (open source) mapau onuin MmymkuH. Amanaa Norman SandBox
Ba GFI Sandboxnapnan keHr (I)OﬁﬂaﬂaHHJIa,Z[H.l

H30x. Amannma kenr Qoiigaranunaérran sandboxes mactypiap MMyJUIHK
caHanaad. YMymuid xonga Oapuya sandboxes nmactypuil BocHTallapu OHp XU
uiiam aaropurmura sra. AsHu, 3] xumosianraH coxaga roknaHagu Ba OT
OenrmiaHraH coXajlapujard Yy3rapuiniapra acocaH TaXJWil  HaTIKaJapH
makymantupunanu. Kyinna GFI Sandboxpa onunran PDF typupmarm taxjwn
HATWKACH KeITHUPUJIITaH.

GFl SandBox  Analysis # 2307
Sample: win32XY7Z exe (56476e02c29e5dbhd2B605fTh0eTORS)
Table of Contents
Analysis SUMMANY ..o s 3
ANAIYSIS SUIMIMEANY  ieeciiisssiisrsismimesssesaranes e essessssnm s e 3
Digital Behavior Traifs ... iisieiesees s ssssnesassssansassssss e s nes seman 3
File ACHIVITY oot ee st e e s st e ee e e e emeseeerneemtamme s memenns 4
Stored Modified FIles ....oo.eeeeeecece e seeee e seses e s e e s s smane s sass e ssnsasesesnesnanns 4
Created MUIBXES  ....cccrrimssmmsesssmismssissssssnsisssssnssssss sssssnnsssssssasssssss s snsssn ansns 5
Created MUteXes ... s s sasssssssssss e 5
Registry Activity s 6
L= =T T L]
NetWorl ACHIVITY oot e s e e e e e e 7
NetWorK EVENES ...t sts s s s sesmsse s e se s s smane s same s smsae sesnesmanns 7
NetWOrK Traffie e ee e e e e meme s e emee e e eemeamenns 8
DNS ReQUESES  ...occiuiiiiiiisiesniisisinsnisnssssisssranessssssms s sssessssssmssssns sessesssnsesnsssnns 9
VirusTotal RESUIIS ... sinisiseismsissss sessssssmssss ssssnsssssassssssssnnn 10

5.14-pacm. GFI Sandboxuunr win32XYZ.exe 31 yuyH coiia TaxJuiI HaTHXKAacH

5.14-pacmaa kypcatunranugaek, GFI SandboxHuHr Taxjunapu oaTUTa
OynmMra Kypa OJMHTaH:
1. Analysis Summary 6yaumu. by 6ynuna 3]1 cTaTvk TaxjiMJl HaTWXKAacH Ba
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JUHAMUK  TaxXJIWJI  HATWKAJTAPUHUHT  FOKOPH  JapaXald  MabIyMOTJIapu
KEJITUPWIA]IN;

2. File Activity 6ynumu. by O6ynumpna 3] TOMOHMIAH YYWpWITaH, OYWJITaH,
spaTuirad Ba oinananwirad 6apya daimiap pyixaTa KeITUPUIIAIH;

3. Created Mutexes Oyaumu. by OYymumma 3]] TOMOHWMIAH spaTUITaH
pecypcnap pymxaTy KEATUPUIIA]IN;

4. Registry Activity 6ymumu. by Oyaumaa perucropja MaBxKyd Oyirad
y3rapuiuiap KeITUPUIIaJIv;

5. Network Activity 6yaumu. by OYymumpa 3] TOMOHUZAH TapMOKJIaH
doiinananuIn Japa)xacu Ba X0JaTH KeITUPUIIA]IH;

6. VirusTotal Results 6ynumu. by 6ynumna 3J1 VirusTotal opkanu ckanepaii
HATHKACU KeITUPHIIA]TIH.

Sandbox kamuunuxnapu. Kynnad Sandbox nactypuii Bocutanapu OMH HedTa
KaTTa KaMuuiaukiapra sra. Macanan, Sandboxmapaa 3] ¢akar roknamn opkaiu
TaxyIIaHaan (OyrWpykiap catpyuaa OyHM aMalira OLUMPHUII MMOKHHSTH MAaBXY]l
aMmac). Arap 3]1 Oyiipykiap caTpuJaH FOKJIAHMIIHHM cypaca Oy xosima Sandbox
nactypiap 0y 3/ roknai onmaiinu.

bynnan Tamkapu Kyiuaara KaMuUniaIukiap Ky3aTHUIaau:

— 3]1 Te3-Te3 BepTyas MalllMHA IOKJAHTAaHWHM aHUKJIauau Ba Oy xomnaa 3]]
IOKJIAHUILJIAH Y3UHU TYXTaTUIIM €KW Y3MHM OolllKadya TyTUIIM MyMKHH. By Oapua
Sandboxuap y4yH mMoc smac;

— 0ab3u 3/] roknanumpa OT maxcyc ¢aiiia Ba perucTop MablyMOTIAPUHU
tanab sTaau. by mabsiaymotnap y3 HaBOatuaa Sandboxma maBxkya 6yamMaiau;

— arap 3/1nap dll daiin kenraiittmacuaa 6yica, ynap rokiaanyBun 3/[map (.exe
KeHTanTMaimn) aeK TyIuK Sandboxra rokIaHMaiIu,

— Sandbox myxutu 3]1 yuyH Moc Oynmaciuru MmyMkuH. Macanan, Windows
XP ra moc 6ynran 31, Windows 7 yuyH Moc OyJIMaciauru MyMKUH;

— Sandboxnap 3/ smapuu BasudacuHM ~aHWKJIAcaaa, aciauia HUMa
KWJIAETTaHMHUHYA auTManIn.

37 oxknaw  (running  malware). Coama AWHAMHK — TaXJIHJLIAII
TeXHoJoruslapu 3J] rokjmaHMarad XoJijla YJapHM TaxjIuuiail  oJauIIMaiu.
3/]mapuunr akcapustu .eXe Ba .dll daiin kenraiitmanapuma OyunIapuau Xxucoora
onn0, Kyiiuaa Oy UKKY Typaard (ailyijapHy FOKJIAIT yCYJUITApUHU Kapald YUK IH.
.eXe KeHralTManu (aii IKJIaHUIIra OCOH OYIU0, 0/1aT/a CHYKOHYA TYrMayaCUuHU
WKKH MapTa OocWIl opkKamu Eku Oyipykiaap carpuiaH Qoimananrad XoJiaa
IOKJIaHAIH.

Il kenrafitmanu daiiiap Hucbaran xuinakop 0yauo6, windows OT OyHu

KaHIaKX/ KWJINO aBTOMATHUK FOKJIAITHN OMIMaiiIn.
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bapua typnaru 3amonaBuit Windows OTmapu rundll32.exe ¢aiimura sra
oymuo, 0y daitn ¥3una DLL napHu rokam MMKOHMSTHHU cakjiaau. Yoy daimn
opkanu 3/1 rokiam TapTuou Kyluaaruya:

C:\>rundll32.exe DLLname, Export arguments

by epna Export xuiimatu onunran DLL ¢aiin nungan ekcrnopT KUJIUHUIIN
Kepak Oynran Qyskius HomMu. CTaTWK TaxJjuiam ycynuaa (ormanaHviral
nactypuii Bocutanap PEview &ku PE Explorer opkamm DLL ¢aiin wumparu
GbyHKIUS HOMHU aHWKITaHagu. Macaman, rip.dll 1e6 wHomiamyBum daitn y3uma
Install Ba Uninstall 16 HommanyBum GyHKIMsUIapHH OJaau. by Xomnma okopuaaru
TapTUO Kyluaaruyua OYJIUIIN MyMKUH:

C:\>rundll32.exe rip.dll, Install

bab3u xomnapaa DLL maknunaru 3/[nap xu3mar kabu ypHATHIMIIHU Tanad
ITaIN.

C:\>rundll32 ipr32x.dll,InstallService ServiceName

C:\>net start ServiceName

By epnaru ServiceName DLL aitn Tapkubunan oiarHaau. net start Oyipyru
sca xu3maTHu Windows OT amainra omupuin y4yH Kepak Oyiaau.

Mypakka6 nuHaMuk Taxjauiuiap. Debugger Gupop gacTypHU TecTiail EKu
IOKJIall y4yyH (QolganaHwiran KypwiMa €EKd AacTypud TabMHHOT. Debugger
€3unradH JacTypuid KOAJa XaTOJWMK MaBKyJ OVyiraHga Ba XaTOJIMKHU aiHaH
KailepJia SKaHJIMTUHU aHUKJAll Y9yH ¢Qoiinananunaan. Debugger nactypuil KogHu
IOKJIaraHjaH CYHT, YHU KajamMOa-Ka/laM TaxXJIujall UMKOHUHU Oepaiu. !

Koo camxu ea accembnep camxuoa Debuggernaw. Kynnad pactypuuiap
JTACTypul BOCHTAJIApMHU KOA caTxuaa debugging Kuiuimn opKamu TaxJjiuil
sragunap. byHnma pactyp kadicu komma &3unran Oysca, debugging xam mry
JACTypJall TUITKM KOAM IOUPacHia aMalira OIIupHIIaIu.

AccemOnep carxunaa debuggermam Kyiim catxaa debuggernmam ned xam
aTannO, KOJ caTXuJaru KaOM KeTMa-KeTJIMKIIApHU aMajra OIIMPUIIT UMKOHUSTHATA
sra OynuHanu. byHna komnuiianus KuiauHrad ¢aimuiapau debuggernam amainra
OILIMPUIIA]IH.

Vsax camxu ea otioaranysuu camxu debuggernapu. ®oiinanaHyBun
carxuna debuggernam koj carxuaa debuggernam xabu amanra omwupuiaau. by
catxma debuggernanranma nmactyp OT axpartunran Xosga amaira OIIMPUIIAIH
(MabsyM YeKJIaHUILIAP OUjIaH).

V3ak carxuma debuggernmanrania gactyp Xed KaHJad YEKJIAHMIIICHU3
okIaHaau. byHpma pactypna breakpoint kyiuica, Oolika Xed KaHAaH aacTyp
roknanMaiau. Lllyaunr yuys y3ak carxuaa debuggernam 6upmyHua Mypakkao.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 168 — c.



Debuggernam yuyH kymiad gacTypuil BocuTanap ¢oiinananunud, ymap
dbolinananyBun €KW y3aK caTXyja MOKIAIHU KYyiutad-kKyBBatiaau. WinDbg
JAacTypul xap WKKala carxHu Kymiab kysBariaca, OllyDbg »sca  daxar
dbolinananyBun caTXuHU KYyiutaO-kyeBBarnaiau. IDA Pro nmactypu xam Oy
debuggermam WMKOHMATHHM Ky1ad KyBBaT/iacaaa, WMKOHHSTIAPU FOKOPUIATH
WKKH JacTypaaru kabu smac.

bup xaoamnu debuggernaw. by ycynmna debug xkunmHTranma xap omp KaTop
yAyH TYXTanuO YTunaau. by ycynma Taxymian sSXimy HaTika Oepcasa, Kyaa Ky
BaKT OJIA/IH.

bamagcun 6a caxpab ymuwnu debuggernaw. by ycynma kypa
doitnananyBun Tajmabura kypa (QyHKIUS HUUUJATH KATOpJap TaxjIMIaHaAu EKU
GyHKIUSAAaH KEMUHTH JKOMIalTral Karopra YTUIaIu.

Hasopar caBosuiapu
Jactypuit MaxcysoTaap XxaB()CU3IUTH.
Jactypuii MaxcynoTiapia 3audIukiIapHu KeJIuO YNKHIIIH.
Jactypuii Maxcynotiaapaa MaBxKyJ Taxauaiiap.
XOTUPAHUHT TYIUO TOIIUII TaX AU,
SQL uHekwms.
3apapkyHaHJa JaCTypUid BOCUTAIIAPHUHT Tax IMJUIAI YCYJIIJIaApH.
CraTuk TaxIAajIaInll.

O N A WNE

JIMHaMUK TaxJIWJUIall.

doiigasaHugarad axadbuéraap
1. Stamp Mark. Information security: principles and practice. USA, 2011.
2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.
3. Michael Sikorski, Andrew Honig. Practical malware analysis. 2012.
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IV. AMAJIMA MAIIFYJIOT MATEPUAJLJIAPU

1 — amanuii MalIFyJa0T. AXOOPOTHUHI MYXAH/MC - TEXHUK XUMOSICH

NmauHar makcagu: AXOOpPOTHHUHI XYKyKUH Ba  MYXaHAMC-TEXHHK
XUMOSICHHU TabMUHJIAII BOCUTAJIAPH.

MacajanuHr Kydmammu: OepwiraH TalIKWIOT YYYH HWHXXHUHEP-TEXHUK
XUMOS UIUIa0 YUKWICHH.

Ninun 6a:kapuin y4yyH HaMyHa

Axb6opomHnu mexHuk YuKu® Kemuuwi Kaunaniapu. MablymOoT MalJ0OH EKU
MOJJIa OpKalu y3aTwiaau. by akycTUk TYIKUH (TOBYI), €KH €IEKTPOMATrHUT
HypJIaHWuIll, €KUM MaTH &3WwiraH Oup Bapak KoOro3aup. bHUpok, Ha y3aTwirax
eHeprusi, Ha (oWgamaHWiITaH MoJJa Y3-y3uua Xed KaHaal KuiiMatra sra emac,
ynap ¢akaT MabIyMOT TalllyBuUd XucoOnaHaau Xxojioc. Pu3uk Tabuatura Kypa
KyHuJaruiap MabIiyMOT TalllyBYM BOCUTAJIap XUCOOIaHaaU: EPYFINK HYpH; TOBYII
TYJIKUHIApU; €JIEKTPOMArHUT TYJIKUHIAp; MaTepual Ba Mojnanap. Tabuatna
MabIyMOTIAPHM TAIIMII  y4yH OyJapiaH OOINIKAJapu MaBxyJy emac. V3
MaH(paarnapura Kkapad WHCOHIAp y €ku Oy UMK MaiioHAaH doigananud y3apo
MabJIyMOT y3aTUIIHUHT OUPOP TUUMUHU spataauiap. byHnail Tu3umMiapHu anoka
TU3UMU Je0 Homutaml KaOyn KuiuHrad. MXTu€puil anoka TU3UMHU (MabIyMOT
y3aTUIll TU3UMH) MabIyMOTIap MaHOau, y3aTrud, MabJIyMOT Y3aTHII KaHaJH,
KaOyJ1 KWiIrnd Ba KaOys KWIUO OJyBYM XaKHJAard MabIyMOTJAaH TAIIKWJ TOIAJH.
By Tuzumiap kynganuk xaérna Oupop Makcan yayH ¢hoiganmaHuiIaay Ba MabIyMOT
Y3aTUITHUHT PaCMHI BOCUTACH XMCOOIaHau. YHUHT (DAOTUSATH UITOHUWININKHH,
AHUKJIWIMKHA Ba MabJIyMOT Y3aTHUII XaB(OCU3IWTMHU TabMUHJAII MaKCcaauja
HazopaT KWiuMHaau. by eca pakoOaTUWJIApHUHT TH3UMra pyxcalu3 KHPUIIHU
OJIIMHU OJaau. BUpOK, MabiyM MIapouTiaap MAaBXYIKH, yHIa Oup xKoilgaH
OollIKacura MabJIyMOT y3aTHII TU3UMHU OOCKT Ba MAHOAHWHI XOXMIIHUTa OOFJIUK
oynmaiinu. bynpalt xomnmapaa, anbarrta, OyHIall kKaHaul Y3WHU OYMKYAa HAMOEH
KWIMACIUTH Kepak. MabaymMoTiap Yy3aTHIl KaHajld CUHTapu OyHAall KaHaj
MabJIyMOT YMKHO KETHIN KaHalud Je0 aTtamaav. Y XaM CHrHal MaHOawW, yHU
TapKaTyBYu (PU3WK MyXUT Ba €BY3 HUATIHW maxciap (Oy3ryHUYMiIap) TOMOHHUIArTH
KaOyn KWwiIyBuUM KypwiMmanapaad Ttamkuia tonaaud. Kyumgarm 1.1-pacMua
MabJIYMOT YHKUO KETUII KaHATUHUHT TY3UJIUIITN KeIATUPHUIITaH.
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Man6a , Crruan Myxur Kabyx — By3ryHumiap
! MaHOacu KUJIYBYU |
- MabJIyMOT YHKHII KaHAJIHU —_—

1.1-pacm. MablyMOTHUHT YUKUO KETHII KaHAJUIApH

MabiaymoTiiap 4MKMO KeTUIl KaHaimu ae0 KoH(uaeHcuan MabIiyMOTiIap
MaHOacuaaH €By3 HUATIM Iaxcrada OynraH (U3uMK Wy TymyHuiaagd. by #uyn
OpKAJId MabJIyMOT YMKHO KETUIIM €EKU CakJaHa&TraH MablIyMoTra pyxcalus
KHpUII MYMKHH. MabilymMOTIap YMKUO KETHUII KAHAJIMHUHT BYXKYAra KEJIHIIU
(maitmo OynuIIM, YpHATUIN) YYyH MabiyMm (a30BHil, €HEPreTHUK Ba BaKTJIard
HIAPOUT Xam/a €BY3 HUSTIIM IIAXC/A yJIapra MOC MabJIyMOTJIapHU Ka0yJl KMJIMII Ba
KAl KWINMII BOCUTajapu MaBxXyJ Oynumum kepak. Du3uk XycycHUSTIapuHU
MHOOATra oJIraH XoJiJja MabIyMOTJIap YMKUO KETUII KaHAJIMHUHT a0 OYIUIINHA
KyHuJard rypyxJjapra axpaTuil MyMKHH:

—  BU3YaJI-ONTHK;

—  AKYyCTHK;

—  €JIEKTPOMAarHuT (MarHuT Ba €JIEKTPUK MalJJOHHU Y3 UUWTa OJIaH);

— wMarepuan-Oyromsin  (Koro3, (oOTO, MAarHWTiad TallyBUWiap, TYypiau
KYPUHUIIIATU KATTUK, CYIOK, I'a3 X0JIAaTHIard CAaHOAT YUKUHIUIIAPH).

Busyan-onmux kanannap — Oy OeBocuTa €KM Y30KIaH (OKymuiaJaH
TEJICBU3UOH) Ky3aTHUILITUD.

MabaymoTr TamryBuM  OynuO, KOHUIEHIMAT  MablymMoT MaHOacu
YUKapaJuran €Ky yHIaH KaWTyBYM KYpUHAAWTaH, MH(PpaKu3ui Ba ynrpadunadina
JUana3oHJaru EpyriauK Xu3MaT KUiaau.

BHSyaJI-OHTI/IK MabJIyMOT YMKUII KaHAJIMHUHT CI/IH(i)J'IaHI/IHII/I

y

ITaiino 6}”011/;111 Tabuartu Hyp ananazonu Tapkanuin MyxuTu
oOViinua oOVviinua oOviivua
Epyrmk » Kypunaauran coxa > OpKHH cOXa

A 4

OHCPTUACUHHUHT

KaWTUIIHN XUCOoOUra

Uynantupysun coxa

A 4

A 4

IQ-coxa

OOBEKTHUHT Y3UaaH
YUKKaH Hpr'IaHI/II]_I
xucooura

UF-coxa

\ 4

A 4
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1.2-pacm. Busyan-onTuk MabIiyMOT YMKHUII KAHATUHUHT CUH(IAHUIIT

Axycmuk kananiap. VHCOH y4yH MabyMOTJIApHU EIIMTHIN KOOWIUSTH
KYpUIIJaH KeWWH WKKUHYM YpuHnaa Typanu. llly ca®abiu MabIyMOT 4YMKUO
KETHILIM KaHAJMHUHT €HI KYN TapKaJlraHu aKyCTHUK KaHal XucoOJaHagu. AKYCTHUK
KaHajaa MablymMoT TamryBuuiapra yarpa (20000 I'm naH rokopH), €HIUTHUIN Ba
WHQPATOBYII AWANA30HAATH TYJIKUHIAp Kupaau. VHCOH emmTaguraH TOBYII
yactotacu 16 man 20000 'y rada Ba nncoH ranupranjgarua 100 nan 6000 ['tp raua
oynau.

AKYCTUK MabJIyMOT YMKUII KaHAJIN

[Taiimo 6ynanu

ToBym TeOpaHUIIIIAPUHIHT
OMHO 3JIEMEHTJIApUHUI
TeOpaHUIINra OJU0 KeIyBYH
TabCUPH XHCOOUTa

XaBo OYIuIMFNAa aKyCTHK
TeOpaHUILIapHU
TapKaJIUIINA XUCOOUTa

-JIeBOp, TOM, TIOJI, /iepasa,
IIIUK,IIAMOJUIAII THU3UMH;

-CYB TAbMUHOTH, HCUTKUYJIAPHUHT
TpyOanapu

-OYMK MaiJIOH/a CY3JIallnII;
-0YHK OIHA, MUK, (POPTOUKA;
-IIIaMOJITaIl KaHAJIJIapH.

A 4
ToBym1 TeOpaHUIIUTAPUHUHT
MaBJIYMOTJIAPHH KalTa UILIAIl TEXHUK
BOCHTaJIapHUra TabCUpH XucoOura

I
-MHKpO(dOH 3P dexTn
-ONTUK TOJAJIN JINHUATApAA MabIyMOTiap
y3aTWIMILArd aKyCTHUK MOy

1.3-pacM. AKyCTHK MabJlyMOT YHUKHIII KaHAJIN

XaBoJia aKyCTHUK TYJIKUH TapKaJraHAa XaBo 3appajiapy TeOpaHaau Ba OyHUHT
HaTHWXKacuaa OupupaH-Oupura eHeprus y3aTuiaau. Arap TOBYII HyIuaa TYCHK
OynmMaca, y XaMMa TOMOHTa OMpIaii TapKaJiaJiy.

Arap TOByII TYJIKUHJIApW HYIuaa 1EBOp, OiHA, EIIMK, TOM Ba KaOu OoIIka
TYyCuKIap O0yica, TOBYI TYJIKWHU yjapra MabiyM Japaxkana 0ocum Oepanu xamja
ylIapHu xaM TeOpantupaau. ToBylI TYJIKWUHIAPUHUHT OyHIal TabCUPH AKYCTHK
MabJIyMOT YUKUO KETHUINM KaHAJWHUHT Taiao Oyiuimmura acocuit cabad Oynanu.
Myxutra kapa® TOBYII TYJKWUHJIAPUHUHT TapKanumu Qapk kuiagu. by
TOBYIIHUHT XaBO OYNIIMFHUIA TYFPU TapKAJIUIIHN, KATTHK MyXuTAa (TapKuOuit
TOBYIII) TApKAIAIIUAUP. ByHTaH Tamkapu, TOBYIIHMHT OWHO Ba WMoOparjapra
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O6ocuM OmaH TabCUPHU KUJIUIIIH YIApHUHT TeOpanuimra cabad oymamm.

Kyiiuparu pacMaa akyCcTHK Ba BUOpallMOH  TeOpaHMILIAp  OpKaJld
MabJIyMOT/Iap YMKUO KETUII KaHAJUIAPUHUHT YU3MACH KeNTHUpWIraH O0ynuo, yHna
aKyCTHUK TeOpaHUII Ba TOBYILJIAPHUHT KATTUK MYXUTAa, MeTal Oyromjapaa Ba

OWMHOHUHT OOITKA eIeMEHTIapH/Ia TAPKAJIHUIIIA TACBUPJIAHTaH.

1. AxycTuk TeOpaHUIUTAPHUHT TapKAIHIIH
¢ | 2. BubpauuoH TeOpaHUIUTAPHUHT TaPKAIUIIN
3. DmmTtui MUKpohOHU

4. DmMTHII BUOPOIATUNTH

5. Hepaza

6. Ucutruy 6arapesinapu

7. XaBo To3ajiarud

8. Dk

9. KaGemnap y4yH xoit

e ’\"—x.‘{l. 2
TP

72 L)'.]

-

1.4-pacMm. AkycTuK Ba BUOpanuoH TeOpaHUILIAp OPKAIA MabIyMOTIap YAKHUILIN

Anexmpomaznum Kauainap. bynaail xoimapaa MabiIyMoOT TalllyBYH, yTa y3yH
tynkuH y3ywmmrugad (10000 m — gacroracu 30 I'm gan ku4Mk) cyO
muumMmetpaurada (1-0,1 mMm — yacroracu 300man 3000 I'Try raua) Oyniran
JMana3oHgard eJeKTPOMArHUT TYJIKUHIAp XucoOnaHaau. By kypunumimaru xap
OMp €NEeKTPOMATHUT TYJKUH TApKAJUIIHUHT ()a30 Ba y30KJIUTH Oyilndya y3ura xoc
XYCYCHATHTA dTa.

Macanan, y3yH TYJIKUHIAp KyJda y30K Macodanapra, MUUIMMETPIUAIAp eca
akcuH4a, (pakaT TYFpu WyHanuIa Oup Ba OUp Heua YH KHJIOMETpra TapKaliaau.
bynnan Tamkapu, Typau TeiaedoH Ba alloka CUMJApH Xamjia KaOemwiapu Y3
aTpodula MarHUT Ba €JIEKTP MalJIOHMHU XOCHWJ Kuiaau. SIkuH macodana Oynap
XaM MabJIyMOTJIADHUHT YUKUO KETHUIIH €JIEMEHTIapHUra KUpasu.

DNEeKTPOMarHuT MabIyMOTIIap YUKUIIT
KaHAJMHUHT CUH(IaHUIIN

—

\

[Taiino G6Yum Hypaunr nuanaszoHn Tapkanum
tabuatu Oyiinda Oyitnua MYXHTH Oyiinda
[ | |
AKYCTHK Y3rapyBun YTa y3yH TynKI/IHJIap XaBOCIl/IS dbazo
| V3yH TYIKHHIAP XaBoja
ONEeKTPOMAarHut Hyp | |
| Vpra TYaKuHIap Epna
|
[Tapasut anoka Ba vl Cvena
TYFpUIA Kucka T}llIIKI/IHJ'Iap y| A
Viarpa KUucKa TYIKUHIAp ynantupysau

TU3UMIIAP
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1.5-pacMm. DneKTpOMarHUT MabIyMOTJIAp YUKUIIN KAaHAIMHUHT CUH(IaHUIIN

Marepuan-0yromiin MabJIyMOT YMKUO KETUIIM KaHAJIUIa KATTUK, CYIOK Ba
ra3cUMOH €KMW  KOpPHYCKYJsip  (paJuoakTHB  €JEeMEHTIap) KYpUHHILIAru
Mojanap kupaau. bymap, Kyma  Kynm  XoJulapia,  CaHOATHHHI  TypJiv
YUKUHAWIApH, crudann3 MoJulap, XOMakd MmaTepuamiap Ba Oomkangap OYmuim
mymkuH. lllyHmait ekan xap Oup KOHGUACHIIMAT MabIyMOT MaHOau y €ku Oy
Japa)kajiaru MabJIyMOT YUKUO KETUIIHN KaHaJura 3ra OYJIUIIN MyMKHH.

Matepuan-0yroMIId MabIyMOT YUKHUII
KaHAJTMHUHT CUH(ITaHUIIN

®duzuk xoiar ®dusuk Tabuaru Tapkanuin
Oyiinya oyinua MYyXUTH Oyiinua
| | |
Kartuk xxucm XUMHK Epna
| | |
Cyroknmk buonoruk XaBojia
| | |
TascuMon Paguoaktus CyBna

1.6-pacm. Matepuan-6yromiii MabIyMOT YUKHUII KaHAJIapH

Nmnad yukapuiia, wiMui daonusaTiapaa Ba axO0pOTHH aBTOMATHK KaiTa
UIUIAIIAA TYPJId TEXHUK TAbMUHOT BOCHTAJNIapuIaH KeHT (oigananuil 106 HOM
ONITaH MABJIYMOTIap YHMKHO KETUIIM TEXHUK KaHAIApU TYPYXUHHHT Taiio
Oynumura onuO Keinau. YiapAa MabIyMOTJIApHU TallyBud OYnuO, Typiau Xui
Toudanary EHAOII eJeKTPOMATHUT HypiaHumIap Ba Hapoakatap (EEMHH):
aKyCTUK-Y3rapTUpUJIaINraH, HypJlaHyBUaH Xamja 3apapiid ajoKa Ba HaBOJKaJap
xucobnanany. EEMHH uxtuépuil enekTpoH KypuiMara, TH3UMIIApra, TaOuuii
XyCcycHsTiapra sra OyiaraH MaxcyJjotriapra Xocaup. XaB(uid HypJlaHUIIra acoc
OynyBun Gu3MK xoaucanap Typiau xwi TaBcudmapra sra. [llynunr Ounan Oupra,
OyHIall HypiaHuIl xucoOura OyiIaauraH yMyMHM KYpUHHIIUAATH MabIyMOTiap
YUKUO KETUIIMHY, XUMOSJIAaHAIUTaH MabJIyMOTIAPHUHT OMPOp «KYIIMMYay» aloKa
TU3UMU OPKAIM y3aTWiuimu 1e0 Kapam MyMKuH. LIlyHW TabKuamamr >KOW3KH,
TEXHUK BOCHTA Ba TMU3UMIIAp HadakaT KaliTa MlIUTaHaAUTaH ax0opoTiaapaan nbopar
Oynran curHauiapHu ¢aszora TapkaTaau, OalKu Y3UHUHT MHUKPOPOH EKH
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aHTEeHHAcu €pJamMuia aKyCTUK €KW MArHUT (DJIEKTPOMArHuT) HYypJIaHUIUIAPHU
KaOyJ1 XaM KUJaau, yJIapHU €JeKTp CUTHAINIa aiJlaHTUpaau Ba V3 aJloKa JIMHUSICH
OpKaJld, 0J1aT/ia Ha30pallu3, )KyHaTaau. by eca MabIyMOT YMKUO KETUILN XaB)UHU
siHaJla OPTTUPAIH.

AJoXua TEXHUK BOCUTANAp ¥3 TapKuOUIa «MUKpO(OH» Ba «aHTEHHA» KaOH
KypuiManapAaH TalIKapy IOKOPHU 4acTOTalu EKM UMITYJICIH TeHepaTopiapra Xam
ara Oymamu. YJIapHUHT HypJIaHUIIH KOH(PHUIACHIIMAT MablyMOTIapra sra OyiraH
TYypAH CUTHAJUIApra MOCHAIITUPWITAaH OYIuIM MyMKUH. XaB(piau «MUKpPOPOH
addextry (3apapiu eIeKTp CUTHAUIAPUHUHT Takgo Oyiauim) aiipum TenedoH
KypwiManapuaa, Xxarro Tenedon TpyOkacu Kyiwiran xohga Oynuiiura
KapamMaciaH XaMm TMaijgo Oymaaud. DJIEeKTPOMArHUT HypJaHUIUIAp TOBYII
YUKapyBYU Ba TOBYII KyYaWTHPYBUYM KypHJIMaJapHUHT paanodacToTagapuia y3-
V3umad naijgo OVaummaa XxaMm XoCui Oy MyMKHH.

MabiiyMOT YMKUII KaHAJIMHUHT AaRA0 OYIuI
cababwu Ba IIapoUTIApH

Ty3uMIM e4UMIIADHUHT Nunatunaaurad 3JeMeHTIapHUHT
TaKOMMJUIAIIMaratinru ACKUPTaHIUTH
KoHuctpykTus Karranuknapausr | | ABapus tydaiinm
PYyK TexHonoruk . p p yd
(Ty3umuimmn) y3rapuim WIIJAAH YAKUIIH

1.7-pacM. MabJiyMOT YMKHII KaHATMHUHT TIai0 Oynuin cabadu

EEMHH HuHr naiizo OYmum  MaHOACHHMHT LIAPOMTH Ba Ca0aOMHMHT
TaxJIWIM IIYHU KYpcaTaJuKu, YHUHT a0 OYIuIIMra MabiiyM Toudaaaru TeXHUK
BOCUTAJIAPHUHT MIUIANI CXEMAaCHUHHM TaKOMMJUIAIIMAaraHjIuruHU, €JIeMEHTIapHUHT
UIUIATUINIIY HATUKACKIa €CKUPTAHJIMTUHY Ba 1Ty Kabuiap acoc Oynaau.

NuknHep-TeXHUK XUMOSI ycyJuiapu. TexHUK kaHan Oyinya MabiayMoOTIap
YUKAO KETUIIMJAH XUMOSJIAIIa, oJaTAa KyHuJard aMajUIapHUHT OaKapuiuIIu
Tanaabd dTUIaaN:

1. MymkuH Oyiran MabJIyMOTIap YMKUO KETHIM KaHAJUIAPUHU Y3 BaKTUAA
aHUKJIaII.

2. Hazopar 3oHacu (XyAyaud, KaOWHETH) Ydrapacujia MabIyMOT YHMKUO
KETHUIIN KaHAIMHUHT €HEPreTUK TaBCU(IapUHU aHUKJIAIIl.

3. EBy3 HuMATIM maxciap TOMOHMIAH KaHAJAHM HA30paT  KHJIUII
BOCUTAJIAPUHUHT UMKOHUSTIAPUHU OaxoJiall.
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4. Tamkwini, TAaIKWIMA-TEXHUK €KUM TEXHUK 4Yopa Ba BOCUTANIAp €plamMujia
MabJIYMOT YMKUO KETHIIM KaHAJUIAPUHUHT EHEPreTHUKACUHU HYK KUJIUII EKU
3au(IaITHPHILL.

Texuuk  TapOupnapHu  KOH(MUIEHUMAT  CY3JAllyBIapHU  Maxcyc
XUMOSJIaHTaH BocHTajapAaH (onJanaHuIl XucoOura YTKa3uIll MyMKHH.

ToBymHM yTKazMalAWraH KWK OWJIaH XUMOSUIAITHUHT CaMapaaopiuruHU
AQHUKJIAIl yYyH IIOBKUH yiyaruwiap unuiatwiaau. oBkuH ymuarnd — TOBYII
O0ocuMHu TeOpaHUIUIAPUHU TOBYII OOCHMMH Japa)kacura MoC KypcaTKuujaapra
allaHTUpyBYM Ya4oB acOobuaup. Opam TOBYIIMHU aKyCTHK XUMOS KUJIUII
coxacuJa aHajJorjid IWIOBKUH VyiuaruwiapiaH doijgananunagd. AHUKIUK
Japaxacu OYyiimya HIOBKMH Yiadaruaiap TYpT cuHbra axpatwiaad. HomuHuun
CHH(pAArd IMIOBKWH Yiauarnuiap JabopaTopusiiard yiyaunuwiapaa, OUpUHYUCH —
Ta0UUN IIAPOUTAArM YyiIyanuiapAa, HMKKHHYMCK — YMYMUW Makcaapaaru
yayanuiapaa, YY4MHUYACH — UYHAITUPWITAH ydanuiapaa uluiatwiagn. AMainéraa
aKyCTUK KAHAJIHUHI XUMOSUIAHTAHJIMK JapakaCcMHU Oaxoniall y4yH IIOBKHH
VIYaruwiapHUHT WKKAHYUM CHUH(pH, KaMm Xxojulapaa OupuHYd CUHGUIAH
dboinananuIaIm.

DNEKTPOMArHUT KaHaulapJaH MabJIyMOTJIap YMKUO KETHIIMHUA XUMOSIIAII
YYYH YMYMHM XUMOSUIAIl YCYJUIAPH Ba aHAH 11y TypAard KaHajira MyJDKaJUIaHTaH
MaxCyC XUMOsJIall yCyJiIapu KyJulaHuiIaau. byHaH Tamkapu, XMMosi 4opajlapuHu
KOHCTPYKTOP-TEXHOJIOTUK  edyumiap Ba  eKkciutyaTanuoH  ((oiimananuii)
cuH(pnapura  axpartuml  MyMKHH.  KOHCTpYKTOp-TEXHOJIOTMK  eyumiapia
MabIYMOTJIAPHUHT YUKHO KETUIIM €XTUMOJIM MaBXya OYiaraH KaHaJIapHUHT
naio Oynumm 6aprapad eTriraan. DKCILTyaTallioH XUMOs1a UIUTad YMKApHUII Ba
MexHaT (aoJUsATH IMIAPOUTHAA TYPIH XU TEXHUK BOCHUTAIAPHU KYJUIAIl OPKaJIH
YUKAO KEeTUIIl KaHAJIJIapH TYCHIIA]IN.

Kypunma Ba yHUHT €JIEMEHTIIApMHH €pra yjaml Xamaa CUPTIapUHU METall
nypkad Komulall WYHAJITUPWITaH CUTHAJUIAPHU epra YyTKa3ubd roOOopull, ajoxuia
3aHKMpPJIAp OpacuJard 3apapivd  alOKAJIAPHU CYCAUTUPHUILIHUHT  WUIIOHWIN
BocuTacuaup. Typnu Makcaaiapra MyJpKajUtaHran GuiaTpiaap maigo OynraH €ku
TapKaJlaJIiraH  CUTHAJUIAPHU  KaMalThpuil €KM  CycalTupuiira  Xamjaa
ax0opoTIapHU KailTa MIIAl KypUIMaJapUHUHT MaHOA TU3UMUHUA XUMOS KUJIUII
YUYH XU3MaT KWIAIH.

MasbiayMOTIapHU XUMOSTTAITHAHT
KOHCTPYKTOP-TEXHOJIOTUK YCYJUIapH

EEMHH uu

DKpaHIIaITHPHIII Epra ymam dupTpan .
P P pray P CYyCauTHUPHUII
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1.8-pacM. MabiiyMOTIIapHU XMMOSUTAITHUHT KOHCTPYKTOP-TEXHOJIOTHUK yCYIIapu

®u3uK BOCUTANAP MABIYMOTJIap Ba XUCOOJAIl THU3UMH €JIeMEHTIapu
XUMOSICUHUHT OUpUHYM 4YM3uFH XucoOsaHaau. IIlyHUHT ydyyH XaM OyHIail TU3UM
Ba KypWIMaJapHUHI (PU3HK OYTIWTMHU TabMUHJIAII MabIyMOTJIAp XUMOSCHUHHUHT
3apypuil mapTu XucoOnaHaau. PUBOXKIIaHTaH XOpWKUN J1aBiatiap/ia XUMOSHHUHT
¢u3MK BOCHTANapu KyJla HUIIMNTa Ba TaKOMWUIAIIYBUTa KaTrTa €bTHOOP
KapaTWJIMOKJA.

®uU3MK XUMOSI BOCUTATTAPUHUHT acOCHi Bazudanapu:

. XyAyIHU KYPHUKJIAIIL.
. Ac600-yCcKyHaIap Ba MabIyMOT TaIllyBUMJIAPHU Ky PUKJIAIIL.
. luku XOHamapHu KypUKIall Ba yJIapHU Ky3aTHII.
. Hazopar 30Hanapura Ha3opaTiu YyTUIIHU KOPUN KAJIUIIL.
. HaBoska Ba HyplnaHMIUIADHUHT TabCUPUHU WYKOTHIIL.
. Busyai xy3aryBiapra TYCKHHIMK KUJIMILL
. Exrunra xapim xumos.
. By3FyHuM 11axclapHUHT XapakaTUHU OJIOKMPOBKA KHJIMILL

0 NOoO O b WD

TamkunoTiaapaardy MabIyMOTJIADHU €JIEKTPOH KaiTa WIUIAll MapKaziapu
KyWId €JIEKTPOMAarHuT Hyp MaHOaum OYynraH OoOBEKTIapJaH Y30KAa >KOWialiraH
Oynmumu Ba arpodu JeBop OmiaH ypanuiiu Kepak. Hazopar 30HacMHU Ky3aTHUII
TEJIEBU3UOH, PAIUOJIOKAIIMOH, Ja3epiiu, ONTUK, aKyCTUK Ba OOIIKa yMyMUH MyJITra
yJIaHTaH TU3UM OpPKAJIM aMajira OIIUPUINIIN MyMKHH.

OO6exTnap xaBGCU3IUTUHU TAbMUHJIAIT TU3UMIAPUHUHT YMYMUN TY3WIUIIN
KyWHard pacmjaa KeJITUpPWITraH. AHHMK XoJaTiap Y4YyH CXEMaHHHI aipum
eJIEMEHTJIapu OYIMACIUTY €KUM alpyM eJIeMEHTIap KYIITUIUIIN MyMKHH.

Onatna, 0OEKTHUHT XaB(PCUBIUTUHUA TabMHHIAII KyHUAaru Tamouuiapra
acociaHaau: o0ekTra oynran xaBd-xaTapHU aHUKJAII Ba OaxoJialll; ajgekBaT (MOC)
XUMOS YOpAJIApHUHHU UIILJIA0 YMKHUII Ba YJIapHU KyJUIall.

OO6exTHU TIepuMeTpu OYinYa KYpUKTAIIHA TAIIKWI ETUIIIa YHUHT WYKH
Xynyau (KypuKIaHaauraH MaioH) IIapTid paBUIA: AaHUKJIAIIL, Ky3aTHI,
TYXTaTUO KOJIMII, HUIIIOHTA OJUII Kabu Oup Heua hyHKCHOHAJ 30Haapra 0ymiumo,
xap Oup 30Ha/AA Y3Ura XO0C TEXHUK BOCUTAIAP KOWIAIITUIIIH KEPaK.

FOkopu dactoTanu eleKTpOMarHUT HYPJAHUIIHUHT acocuili MaHOau
MOHUTOP XucoOaaHaau. KoMmoTep MOHUTOPUIAaH YUKAETTaH TaCBUPHU OUp Heya
103 METpJaH KaOyd KWIMII MYMKUH. MablyMOTJIapHU TYJIUK YUKUAO KETUIITUHU
OJIIMHA OJUII Yy4YyH IIOBKMH TeHepaTtopiapuiaH GoWmTaTaHuIl  JIO3HUM.
MabiayMoTIapHu YUKHO KETHIIJIaH XUMOSUTAHUIITHUHAT OOIKA yCyJIapuaan oupu
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UIa3Many €KU CYyIOK KpUCTAIIIM MOHUTOpJIapAaH (hoiaanaHuIl XUcoOIaHaIu.
buHOHM TYNMK eKpaHJAUIHUHT sfHA OWp HWUIOHWIM YyCyJUlapuaaH Oupu
XOHaJIapHU aJTIOMHUH, TEMHP €KUM Maxcyc IJIacTMacca JIMCTIap OpKalu (KaJIUHIUTH
1 MM nman kuuykuHa OYiamaraH) KoIulaml Ba epra yiad KYWHuIn XucoOJaHasu.
Ottnanapra OyHmai xoJsariapjaa sigakanu QGUATpiIap-aIIOMUHUNA CHM TYpIap
(kaTaksap KarTaiauru 1 cMm naH kata OyiMaraH) KyHUIUIIA TaBCHs €THIIAIH.
[IpuHTep macT yacToTaau EJIEKTPOMATHUT HYPJAHWUIIHUHT MaHOau S'bHU
Macodaka y30Kaurura Kapad Hypaapu te3 cyHaau. [llyHuanuk kuauk Oyiica xam
Oy HypJiaHuill aH4ya xaB@uu xucobnanaau. by Ounan Kypamui aH4a KUWHUH, STbHU
VHU TalIKWJ €TYBUM JKyJa KyWIMMAarHuT TYJKUHJAp Oynub, ynap yTa KuluH
eKpaHJaHaau Ba IoBKUHJAHAAU. LIlyHMHr y4yyH IOKOpPH HIOBKMH CUTHaJUIApH
OWwIaH XyJa KywId IIOBKMHJIAHTHUPHILI JO3UM €EKH JIa3epiau XamJia MypKOBYH
IpUHTEPIIAp Ba TEpMONeYaT KWIyBUM BOocUTanapaH (oiialaHuIl JIO3HM.
KommroTepiapna  Maxcyc — KYHATyBUM-y3aTyBUM  BOCHUTajap  €KH
panuoMaékiapaan Qoimananuim kKyaa xaBhau xucoOnaHanu. IlyHuHr ydyH
KUMMaTJIM  axOOpoTJapHU Xap KaHJal KOMIIIOTEp Ba pUBOXJIaHAETTaH
JIABJIATIIAPHUHT COXTAJIAIITUPUIITaH KOMIIIOTEpJapuia KalTa uuulall TaBCUs
eTWIMaaun Arap KOMIIOTEp yCTaxoHar > XyHaTwiaérraH Oyica aBBan yHAA
ax00opoTyIap KoJIMaraHura TeKIMpPUO YUKW Tanad eTuiaau
Tamku kabemwrap Ba YTKa3ruuwiapAadH e€JIEKTPOMArHUT HYpJIAaHUIILIAP
VHYQJIMK KaTa emac, aMMO LIyHM XucoOra oJiMil JIO3UMKHM KaOemiap OHMHO
TalIKapucura YuKuO KeTyBUM Kabesiap OMiIaH KeCUIIMACIIUIY Kepak.
Kypunmanapuu epra yiamniapyHd MOHTaX KWJIWII Ha30paT KWJIMHAETIaH
XYyl AYuja amalira OMTUPWIKIIY KepaK. Xed KauoH epra yjail cumiapy Oomka
YyTKa3ruuiap OujiaH KeCUIIMO KOJMINWTa Wyl KyWMmaciuk kepak. bapua “ramku
nyHE” OWJlaH alloKajiap eJIEKTPUK TYTYHJIAp OPKAJK aMajra OIIMPUIIUIIH JIO3UM.

Ha3zopar caBosuiapu
AXOOpPOTHHHT TEXHHUK KaHAJJJaH YUKUO KETHUII YCYIIIapH.

AXOOPOTHUHT TEXHHUK XHUMOSICH.
AXOOPOTHUHT MYXaHJIUC TEXHUK XUMOSICH.

W

NxTu€puii TamkuiaoT OJMHUO, YHMHT YYYH MYXAHJIUC — TEXHUK XHUMOS
AIUIa0 YUKUIICHUH.

DoigaJAHWITAH aa0uéTaap

1. T'anmes C.K., KapumoB M.M., Tomes K.A. Ax6opoT xaBdcuzauru. 2008.
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2 — aMaJmii MAIIFYJI0T. AXOOPOTHH MaxX(pMAJIMTUHN TABMUHJIAIT
ycyJ1apu

Numannar maxcaau: ludprnam anropurmiapu acocujga axOOpOTHU
MaxX(UITUTHHA TAbMHUHIIAI.

MacanaHuHr KYHWIMIIM. YpraHwirad mudpianm ycyjulapd acocuia
OepuiraH TONIIUPUKIAP OaKAPUIICUH.

Ninun 6a:kapuin y4yyH HaMyHa

Cummerpuk mudpram ycyuiapu QoiJalaHuiIral aJlMallTHPUII Typura
Kypa YpHH aJIMAalITHPHII Ba YpPHUTA KYHWII yCyIapura OyIHMHAIM. YPHH
aIMaIHATI mrdpraapura 04K MaTH Oenrwinapu Maxuii KaauT OuiaH Oupop
aNropuT™M OyHHUYa TapTUOU Y3rapTUPHUIIAIH. S"pHI/Ira KYyWHII yCyJulapuJa 3¢a OYnK
MaTH Oenruiapu Oomika andaBuT Oenruiiapura aIMalTHPUIATH.

Conna ypuH aaMamITUPHUII YCYJUIAPH

VpUH anMamTHpuWIIra MECON TApUKACHIA NAcTIA0KM axOopoT GIOKMHH
MaTpuiara Katop Oyitnua €3uiHu, YKUIIHU 3ca yCTYH OYiin4a amaira OIMUpHIIHA
KypcaTUIl MYMKMH. Marpuna KaTopJapuHM TYJAUPUII Ba IIHQpIIaHraH
axO0OpOTHU YCTYH OyiMYa YKUII KETMa-KeTJIUTW KaluT €EpjaMuaa OepuivIId
MYMKUH.

Vpun anmamrrupum mudpr oaauii mmdpnam xucobaanu6, 6y ycynaa
KaTop Ba yCTyHJaH doinananunaan. YyHku mudpiiaim xajaBail acocujia amanira
omupmianu. by epna kanut (K) cudaruaa xaBalHUHT YCTYH Ba KaTOpPH XU3MaT
kuwiaau. Mata (Ty) cumBosutapuHuHT Yadamura Kapad NxM skanBaiiu Ty3wiaau Ba
ounk MatHHU (Tp) ycTyH Oyiinya >xoinmamTupunu® 4YMKWIAaWd, KaTtop Oyiinya
Vkunu6 mudpaanrad matara (T1) sra OynuHaau Ba Oiokiiapra 0yivHaau.

Macanah, «AXO0pOT XxaB()CU3IUTH *KaABATN» MAaTHU U PIAHCHH.
To=Ax060poT xaBhCU3IUTH KaJTBAIH,

K = 5x5; B=5;
A 0 @ " il
X T C I B
b X 4! J4! A
O A 3 XK JI
P B JI A "

T:=AO®U]J]_XTCI'B_ BXNHNA_ OA3XIJI PBJIAU

VYCyJIHUHT KpPUNTOTYPFYHJIUTH OJOK y3yHJIMrura (MaTpula YiuyaMmura)
Ooornmuk. Macanan y3yniauru 64 cumBonira TeHr Oynaran OJok (MaTpula Yiadamu
8x8) yuyH KamutHuHT 1,6 10° KOMOMHALMSICH OYIHIIN MYMKHH. Y3yHIAra 256
CHUMBOJITa TeHT Oyirad 00k (MaTpuua yiyamu 16x16) KaTUTHUHT MyMKHH OYJraH
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koMmOnHarmsacu 1,4 ¢ 10%° ra ervmm MYMKHUH.

Wynanuwiny ypun armawmupuw cuRGUIATH MAGPIAPHUHT Ky IUTAHUIHIIN
amanna kyn TapkairaH. bynpgall mmdpnam aaropuTmiiapu OUpop Te€OMETpHUK
HIaKira acocianran 6ynaau. O4uK MabIyMOT OJIOKJIapU T€OMETPUK IIAKITa OUpOp
Tpaektopusi (y3nmykcu3 w3) Oyimda skovmamrupunanu. [udpmabaymor sca
Oormika TpaekTopus Oyitrda XocHi KWIHHAIU. ['eoMeTpuk maki cudatuma (N X m)
YgaMiTy JkaaBail ou0, YHUHT OUpUHYH caTpu OomuaaH Oomiad 0O9uK MabayMOT
OeJNTWIapUHN YanjaH YHITa KETMa-KeT >KOWJAITHpUO, caTp Tyrarad HMKKUHYU
caTpra, OYMK MabIyMOT OCITMIapUHM YHTJaH Yanra KeTMa-KeT KoniamTupuo, oy
caTp TaMoM Oyirad, KEWMHTM caTpra OJIIUHTUMCHra TECKapu WyHaIUIIIa
KOMITaIITUpHIIaaM Ba Xokazo. Oxupuaa TyaMaid KoJraH caTp siueKanapu OYHK
MabIyMOT andaButuaad Gapkiau Oynran oenrwiap ownan Tymaupwianu. CYHTpa,
OYMK MabJIyMOTHH KOMIAIITUPHUII TapTUOMAaH (apkyiu Oynran Oupop MyHamuII
TaHjnad oNMHMO, NIy WYHamum acocuja MU(PPMabIyMOT XOCWJ KUJIMHA/IH.
[ndppmabiyMOT XOCHI KWW WYHATUIIN KaIAT BazudacuHu Oaxapaau. Mucon
cubartuna “UyHaruuwiu YypuH armawmupuul wugpiaw areopummuy’’ KyMIACUHU
mudpaamun (4x10) —ymyamnm sKajgBain acocuja KyWugaruda amaira OUIHUPHIL
MYMKUH:

2 3 4

\I
(0 0]
O

@Q&tp

SR |T=
SEEEES
SERERE
S 2l |lo
QIv | |8
OB IR -
SRR
QE@%(B

N R s | O

By kaaBan ycTyHnapu KeTMa-KeTJIUKIApUHU apajaliTupran xoiaaa (OyHaan
apajalITUpUIIapHUHr  ymymuit conu 10!=3628800 Ta Oynamu), wmacaiaH,
72968411035 TapTHO (xamuT) ouan
“wapoymuuuuanui@paricaaumuup. ypuaHuwmimuy” mMaQpMabIyMOTHH XOCHII
kuirHaau. [udpmablyMOTHH XOCHI KWIUIN >KapaGHUHU >KaJBaTHUHT caTpiiapu
VpuHiapuHu €Ku Xap OWp YCTyHJapH caTpJIapuHU aJloXHUAa aIMaIlTHpUILIap
OwiaH siHa XaM MypakkaOmamtupuil MymkuH. Carpnap, yCTyHJap Ba ajoxuia
OJIMHTAH CaTp YCTYHJApWHU €KW ajJOXH/a OJIMHTaH YCTYH CaTpiapvHH MU pIIam
KapaéHu OoCKUUJapuia Y3rapTupuO Typuill OujIaH sHA XaM Mypakkad Oynirax
mrdpIiain anropUTMIAPUHU XOCUIT KUJTHUIIT MyMKHH.

Coana ypHura Kyium ycyJuiapu

Mudpnam anropuT™MiIapu OYUK MabIyMOT andaBUTH OENTUIApUHU
mUGpPMABIyMOT Oelruiiapura akCIaHTUPHIIIAH MOOpaT SKAHJIUTH TaKWIJIaH]IH.
Akcnantupunuiap GyHKUMsIapu (Kaiut ae0 aTaldyBud HOMAabiIyM) Mapamerpra
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OOFNIMK XO0JIa: KaJBall Ba aHAJTUTHUK M(oaa KYpUHHUILIapyIa OCpUITUIITN MyMKHH.
VpHura kyium umgpnam aaropuTMIAPHHUHT JAacTIa0KM HaMyHanapu OyiraH
TapUXHUH MUQpIANl aNrOPUTMIAPUHUHT JESpiAd XaMMacH >KaJBall KYpUHUIINAA
udonananamd. YpHHra Ky#um —Mmm@pram  alrOPUTMIAPUHHHT  yMYMHIA
XYCYCHSTHHH XHcoOra onub, Oy CHH(pAArd anropuTMIApHU KaJIBal KYpHUHHUIIIA
Kyiuaaruua ndoganan MyMKUH:

Ounk Mabaymor ajadaBuTH A b A
(kxupuniuTya desaruiap)

0,0,0,0,0 Tulouloulol 31,31,31,31,,31
HIudgpmabiaymor Xo X X5 Xg Xa | XoXi X5 X5X; XSXIIXSTXE XS
a.]'[(l)aBI/ITI/I (I/IKKI/IJII/IK CaHOK

cucreMacu OeJIrmjiapu)

Kupunnmua andasut 6enrunapu conu 32 Ta, my 32 Ta xap Xuj OelruiapHu
6urmap 6wian mbomanam ydayH oem 6ut kudos, spHE 2° = 32. Kentupmirax
*aaBanaan doinanannb, kupwumya andaBuTaa HQoAaTaHTaH OYUK MaTyMOT
OeNTUIapyuHU yJapra MOC KeJIyBYM MKKWIMK CaHOK CHUCTEMacujaru Oemr OUTIIUK
Oenrumapra anMamTHpHO — MUGPMAbIyMOT XOCHI KWIHHAAW, SbHH X' {01}

Arapna, KeNTUPWITAH >KaJBalijja OYMK MabJIyMOT andaBuTu Oenruiapura
muppMabIyMoT  andaBUTUHUHT  KaHAall Oem  OWTIIMK — Oedruiapu  MocC
KYWUITAHIUTH HOMAabJIyM Oyiica, Oy ’kaaBasl KainuT OYiauo, mudpMabaiyMmMOoTIaH
OYMK MaBbJIyYMOTHU THUKIAIl Macajacu Mypakkabnamaau. byHnmail mmdpramn
*apa€HUHU U(POAATIOBYN AITOPUTMHUHT KAIUTIAPUHUHT YMyMuUil coHu 32! 6ynuo,

yioy n!z(ﬂ) \2m - Crupnunar  Qopmynacura Kypa  Kydujarmda
e

32 32 32
32!{%) s (2 ezas (2w
xucoOmanaau. byHmail Xxomar 3ca KalMTHH OuiMaraH Xojga aemddiiant
)KapaCHUHU amaJira OMUPHUIITHY KUTUN MypaKKaOIamTupaIm.

Addun tuzumuaaru ILle3ap ycynuna xap 6up xapdra aiMamTApUITyBYU
xapdaap maxcyc Gopmyna OViinua anukianaau: E(x)=ax+b (modm), Oy epna a, b
- OyryH consap OynuO, kxamutnap xucoOmananu, 0<a, b<m. m — aiudasur
Y3YHJIHTH.

Jemmdpam >xkapaéau Kydumarn ¢opmysa acocuja amalira ONTUPHIIAIIH:
D(E(x)) = a *(E(x) — b)modm. By epma a© modm 6yiiuda a ra Teckapu
OynraH CoH.

Jlotun andabutu dhoiganaHuIraHaa y Kyiuaarnda pakamaiaHau:
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A B|CIDIE|IFIG|HII|J|IK|LIMINIO|P|Q|R|S|T|U|V|W X|Y|Z

0(1(2|3}4|5/6|7|8/9|1 1|11 |1 1|1 1|1 |1|2|2|2|2]|2 |2
0(1(2|3|4(5|6(7|8(9]|0|1]|2|3|4]|5

Mudpaam. Ymly ycynaa mabaymoriaapuu mmdpram yuyn “ATTACK
AT DAWN” ounk MaTHU OJUHUO, KanuT cudaTtuaa a=3 Ba b=4 onmuuaau. AndaBut
y3yHnuru m=26 ra TeHr. by Xxomnma mmumdpram GyHKIUGCUHUHT yMyMUR
KypuHHIM ~ Kydugarnda Oymamm:y = E(x) = (3x + 4)mod26. IOxopuaaru
’KaJIBaJira aCoCJIaHnO KyWHJAaruHU OJIMII MyMKUH:

Xabap A T T A C K A T D A w N

0 19 19 0 2 10 0 19 3 0 22 13

HudpramHUHT yMyMUd KYpUHUIIH 3ca Kyinaaruda 0yiaau:

Xabap AT T A |C K AT D |A |W |N
0 |19 |19 |0 |2 10 (0 |19 |3 0 (22 |13
X
4 |61 |61 |4 |10 |34 (4 |61 |13 |4 |70 |43
3x+4
4 19 9 4 |10 |8 4 19 13 |4 |18 |17
(3x+4)mod26
ludp MatH E [J |J |E |[K [I E|[J [N [E |S |R

Nemmmdpaam sxapaéun. Jemmdpnam Qopmynacu D(y) = a 1(y —

b)modm ra tenr 6yau6, a~! = 9, b=4 Ba m=26 ra TeHr 6ynaau.

Iudp matH E [J [J [E [K [r JE [J [N JE [s [R

4 9 |9 |4 10 8 |4 9 |13 4 18 17

Jemu@paamtHuHr yMyMUuil KYpUHHILIN 3Ca :

Mudpmatu E |J J E | K |I E |J N E |S R

4 19 |9 |4 (10 (8 |4 |9 |13 |4 |18 |17

y

O [45 (45 |0 |54 |36 |0 |45 (81 |0 |126 |117
9(y-4)

0O (19 |19 (0 (2 |10 |O |19 |3 |0 |22 |13
9(y-4)mod26

Xabap AT T A |C K |A|T D |A | W N

YacroTaBuii TAXJIWI yCYJIH

YacToTaBuii, ’/bHU CTAaTUCTUK XapaKTEPUCTUKANAp YCYJIuJIa CHUMMETPHUK
€K HOCUMMETPUK KPUNTOTHU3UM KPUNTOTAXJWIYUCH MUPpMaTHIATH Oeiaruiap,
xapbaap, CY3JIapHUHT TaKpOpJAHUILJIAPU COHUHHU (YacTOTAJIapUHM) XuC00I1a0,
OYMK MAaTH KaWcu Twina €3uinraHuHu anukiaian. CyHrpa sca, mmdpmatd mudp
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Oenrwnapyu mapaMeTpiIapuHM OYMK  MaTH Kalch Twina &3unrad Oyica, Iry
TUJIHUHT TIapaMmeTpiiapy OWIaH columTupand. Macanan, uHrau3 tuiuaa E xaphu
yacToTacu roKopH, mudpmaraaa L xapdu gacroracu rokopu. lludpmaramaru L
xapbuau E xapdu Owian anMamrupuniany, SbHA IMUQPMATH Ba OYUK MaTH
¢3uiral THJI YacTOTAJIApUHM Kamaiuil Taptubuna €3ub, TapTHOU TYFpHU KelraH
Oenrunap y3apo anmamtupwiaau. Keitna mmdpmata Ourpamma, tpurpamMma Ba K-
rpaMMaJapUHUHT TaKpOpJIAHUIIIAD COHUHU TONMHO, OYMK MaTH E3WIraH TUII
Ourpamma, TpurpamMMa Ba K-rpammanapu OWiiaH MOC XOJia  alMAIlTHPAIH.
burpamma, Ttpurpamma, K-rpamma JpraHja, MaTHAa HWKKHTa, ydTa Ba K-Ta
OCJTMHUHT KeTMa-KeT KeJUINU TyIyHuiIaau. Macanan, uarm3 Tiigaa th, in, is,
er, he, en, GurpamMmmanapu, pyc TWiuaa €T, HO, €H, TO, Ha OMUrpaMMaiapH, CTo,
€HO, HOB, TOB, 0BAa TpUIpamMManapu Kymn yupaunau. Kyhnnaru xanBanma HWHIVIA3
TUIM XaphIapUHUHT Naii0 OYIUMIIMHUHT HUCOMM yacTtoTacu keatupuiran (40
000 Ta c¥3 numma).”

Xapd Conu Xapd YacroTacu
E 21912 E 12.02
T 16587 T 9.10
A 14810 A 8.12
O 14003 O 7.68
I 13318 I 7.31
N 12666 N 6.95
S 11450 S 6.28
R 10977 R 6.02
H 10795 H 5.92
D 7874 D 4.32
L 7253 L 3.98
U 5246 U 2.88
C 4943 C 2.71
M 4761 M 2.61
F 4200 F 2.30
Y 3853 Y 2.11
W 3819 W 2.09
G 3693 G 2.03
P 3316 P 1.82
B 2715 B 1.49
\/ 2019 \/ 1.11
K 1257 K 0.69
X 315 X 0.17
Q 205 Q 0.11
J 188 J 0.10

! Stamp Mark. Information security: principles and practice. 24 — c.
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1z | 128 | | Z | 0.07 |

Oxopuna ailTu® yTuiaraH NpUHIUIUIAP XO3UPTHM KYHJA KEHI TapKajraH
napoJUIapHU TaHjam Oyinda mactypiapia Kyimanwiaad. [lapommapHu TaHmamr
Oyiinua aacTyp aBBajO0 SXTUMOJUIMTH KaTTa OYATaH MMapoJUIapHU TaHJIAWIH.
9XTUMOJIIUTY KHYUK OYJTraH maposuiapHu KeMUHTra OJau0 KYsau.

AS5/1 okuMJIM IIU(pPIALI ATTOPUTMHU

AS5/1 mmudpnam aaropuT™Muia 1acTia0Ku KaJIUTHUHT Y3YHIUTH 64 OUTHU
TAIIKUT 5THO, y KYHHIUIY YdTa PErHCTOPra KMiMAaT KHiH6 Oepramm:

X: 19 bit (Xo,X1,X2, ...,X18)
Y: 22 bit (Yo,Y1.Y2, ---,Y21)
Z: 23 bit (20,21,2, ...,z2)

Xap oup kagamaa: m = maj(Xs, Y10, Z10) XucoOIaHA TN
macaJjan: maj(0,1,0) = 0 Ba maj(1,1,0) =1
arap Xg = M ra TeHr 0yica, y xonaa X peructop KuiMartiapu
1= X3 D X16 D X17 D Xyg
Xj= X4 fori=18,17,...,1 vaxy =t
arap Yip = M ra TeHr 0yJica, y Xxoiaga Y peructop Kuimatiapu
=Y @Yo
yi=Yyiafori=21,20,...,1 and y, =t
arap Zjp = M ra TeHr 0yiica, y xoyja Z peructop KuiimaTiapu
t=2, D 20D 251 D 7y,

Zzi=ziyfori=2221,...,1andzy =t
HATHKABUI KAJUT KeTMa-KeTJIUIH X3 D@ Y, @D Z,, ra TeHr OVinaau.

By amannap kyhunaru pacmia udoiananras:

X Ixaln | Izlxa |-U|x)'|xﬁ|x.-"lx€|x§l lxmlxu|xulx13|-m|x35|x16|x;.’-les

Y Iyﬂ I.VI | Y2 | hE] I Y4 | ¥s | Y& | Y7 | s l.}"? |J"10|yﬂ |}"L?|y13 l.}'M |}"JJ' |y!6|y1? IJ"M’ |}’J9 |J«':o IyZI I—’ G»)_’
7 T
@

Z3 Z20

2

Z I 29| £ l 2| 22 l Zy Zg l Zr | Zs | Z9 |4'419|ZHIZL? ZI}IZN ZIJlZIE Zf.-"lzié‘ Zig 1

— R4
1 N T
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Macanan Kyuugaru KypcaTuiarad X0i y4yH:

X JajJof1Jof1fof1fofrfof1fof1fof1fof1]o]1

@
Y Jif1fojof1]1fofof1f1]ofof1]1fo]of1]1]0fo]0[1}——>®—
t v
@

Z 1/1]1]0({0|0JOJ1|{1|1}21J0[/0f{O[OJ1|{1]1]1|0f0O]O0]]1
r = e

m = maj(Xs, Y10, Z10) = Maj(1,0,1) = 1 ra renr 6ymaau. Hatmxana X peructop

cumkniim, Y PerncTop CHIDKMMAIIM Ba Z PETHCTOp CHIDKMIMM. YHI TOMOHIAru
outnap XOR amain 6Vitnua kymmnaau Ba 0 @ 1 @ 0 = 1 kuiiMat oJauHaIu.
Yoy ycynma oup nukiga Oup OUT KaJIUT XOCH KUJIMHAJIN.

DES mu¢paam anropurmn

DES cranpapt mmdpnam anroputMu Amepuka Kymma IItatnapu (AKIL)
“Munmui Cranpaptaap bropocn” Tomonuaan 1977 imnaa 3pn0H Kunuarad. 1980
munna AKIuauar “Crangaptiap Ba Texnonorusuiap Muwmuii Uactutytu” Oy
QITOPUTMHM JIaBJIaT Ba CaBJIO-COTHK MOJIMACH coxacuaaru Maxguii Oyimara,
aMMO MYXHMM OYiraH MabJIyMOTIapHU pyXcaT THJIMaraH >KHCMOHHMM Ba IOPUAMK
nraxciapAaH Myxodasza KWIMHMIIKAA MHQpam alropuTMu cudaruga KyJuiam
CTaHJapTH J1e0 KaOyJ KUJIJIH. 1

DES anroputmuzaa: mactinabkd 56 OWUTIAM KalWTAAaH payH]l KaJWTIApUHU
XOCHJI KWJIMIIHUHT MYpPAKKa0d 3MAaCIUTH, payHJ acOCHUW aKCIaHTUPUILIAPUHUHT
annapar-TeXHUK Ba JAcTypuil TabMHUHOT KYpUHHIUIApUIA KYJUIAHWIUIIHUHHA
Ta@bMUHJAIIHUHT ~ KyJalIMru, Xamjaa, yiap Kpunrorpadguk XoccadapUHHUHT
camMapaZopJIurd — KPUNTOOApIOUUIMIIMTUHUHT FOKOPWJIUTH, Oy ajIrOpUTMHUHT
aCOCHM XyCYCUSTIIApUHU OCNTHIaiIu.

Mudpnam xapaéuu 64 OUTIIM OYUK MABIYMOT OJIOKJIAPUHHU aJITOPUTM]IA
oepunran |P —xanBan Oyitnya YpuH aaMalITUPUII, YHUHT HATUKACUHU JACTIa0KH
56 OuTIM KaJuTAAH AJIrOPUTMJIa KEITHUPWITAH >KaaBajuiap OuiaH OWTIApHUHT
VpUHIIADUHU aJMallTUPUII, [UKIUK CypUIl Ba Oab3u OWTIApHU HYKOTHIL
aKCIIaHTUpUIUIapuaaH (Qoiigananu® Xocwil KuJuHaauraH 48 OuTiIu payHi
KaJIUTIapu XaMJa acoCHil akclaHTupuniapu Ownan 16 wmapra mmdpoari,
mupranl HATIKACH OTOKM OuTmapunm Oepmiran IP' —kamsan  Gyitmua
VpUHIIApUHU aIMAIITUPUIIIaH noopar (2.1-pacm).

! Stamp Mark. Information security: principles and practice. 58 — c.
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key

28

shift

28

v

v

28

shift

28

v

-

148

S-boxes

32

A

P box
32

132

L R

32

48

28

compres/s/

28

key

2.1-pacm. DES anroputmununr 1 paynau

DES mmdprnam anroputMuga (polganaHWIraH MyXUM — XaB(CU3IUK
xXycycusitinapuaad Oupu Oy S — skaaBamaup. by kajaBanjga xkupyBuu Kuilmat 6
OuTHU Tamkuia ATUO, umkuiga 4 Outra Yysrapagu. DES anroputvmu coana
Kpunrorpaduk y3raptTupunuiapaad uoopar 6ynuo, mudpramniia Ba gemudpraniia

KaTTa TC3JIMKIa Jra.

DES anroputmuna dorigananuinrad E KeHralTUpHII yKaBaid

e Kupumpa 32 6ur
o 1 2 3 4 5
16 17 18 19 20 21

o  Ungumpa 48 OuT
31 0 1 2 3 4
78 9 10 11 12
15 16 17 18 19 20
23 24 25 26 27 28

22

3
11
19
277

-
23

4
12
20
28

8
24

5

13
21
29

DES na doitnananunran S sxaaBamiap

9 10 11 12 13 14 15
27 28 29 30 31

25 26

14
22
30

23
31

16
24
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Kupysun 6 6uT mawiymot, 101011

S -
(0.5) (1.2.3.4)
i‘| QoQo ogQol 0010 0QO11 Q100 QOlO01 O110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00 | 1110 0100 1101 0001 0010 1111 1011 1000 0011 1010 0110 1100 0101 1001 0000 0111
o1 | ©Q0O 1111 0111 0100 1110 QO10 1101 OOQO1 1010 0110 1100 1011 1001 0101 0OO11 1000
10 | Q100 0©OOQOC1 1110 1000 1101 0110 QO10 1011 1111 1100 1001 ©O111 0011 1010 0101 0OO0Q

11 | 1111 1100 1000 ©QO10 ©O100 1001 QOOCL1 O111 0O©101 1011 0©O11 1120 21010 00QQO 0110 1101
Yurkuimga, 1001

P >xanBa:
e Kupumpma 32 our

o 1 2 3 4 5 o 7 8 910 11 12 13 14 15
le 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

e  UYnprkumma 32 OUT
15 6 19 20 28 11 27 16 0 14 22 2 4 17 30 9
1 7 23 13 31 26 2 8 18 12 29 5 21 10 3 24

wn

RSA anaropurmn
1976 #unna Hudbdu Ba Xemnman Y3mapununr «Kpunronorusiga sHru
HYyHaIMI» WIMHA unuiapuaa Oup ToMoHIM (yHKOMs cudatuga y=g*modn

ndona OWimaH aHWKIAHTAH JWCKPET Japaxkara KyTapuil (yHKIASCHHH TaKJIH(}
Kunub, a=log, ymodn udoaagaru AMCKpeT JorapuGpMHu XUCOOIAIIHUHT aMajInui

KUXATAaH MypakkaOnurura acociaHrad sad. 1978 #wmnpma sca, Maccauycerc
TEXHOJIOTUSI UHCTUTYTUHUHT osmmiapu: P.JI. Puect, A. Illamup, JI. Annmas,
V3MapUHUHT WIMHUN Makodacuaa OupuHun 0ynmO maxduil yciayOnu Ba XaKHMKaTaH
xaM Oup ToMoHNM OYynraH (yHkuusHu Takiud staunap. by makona «Pakamiu
UM3OJIapHU KypHII YCIyOaapy Ba OYMK KaJUTJIM KpUNTOCHCTeMalapy ae0 atanuo,
KYTIPOK ayTeHTH(UKAIIMS Macaiajlapura KapaTHirad. X03Upru KyHaa, Oy :okopuaa
HOMJIApU KEJITUPWIITAH OJUMIIAp Takiud 3TraH (QyHKIUSHU, IIy OTUMIAPHUHT
mapadura RSA Oup Ttomonnu dyHkuuscu aemianu. by ¢yHkuus mypakkad
OynMail, YHUHT aHUKJAHWUIIM Y4YyH, DJIEMEHTap COHJap HazapscuiaH Oab3u
MabJIyMOT/IAp Kepak 6yaamgm."

Mucoa: VYura xapdpman wubopar Oynran “CAB” MabilIyMOTHHU
mudprraiMus.

bu3 kymaiinuk y4yH KM4MK TyO coHiapaaH QoigamaHamu3 Awmannga sca
MYMKHH KaJap KarTta TyO coHap OWIaH Ml KYPUIIaJIu.

1. Ty6 6ynran p=3 Ba =11 connapunu TaHmad oamMu3.

! Stamp Mark. Information security: principles and practice. 95 — c.
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2. Ymoy n=pg=3*11=33 coHnHU aHUKTAUMHU3.

Cyurpa, (33) =(p-1)(q—-1) =2-10=20 conunu tomammus, xamaa 0y COH
ounan 1 gan Qgapkiu 6upop ymymuii OymyBunra sra OyamaraH € COHHHHM, MUCOI
Y4YH €=3 COHMHH, OJIAMMU3.

3. IOxopuna kentupuirasn (24) maptHu KaHoatnaHTupysuu d connan 3d=1
(mod 20) TenrmKaan Tomamus. by con d=7

4. ludpnanumm kepak Oynran «CAB» MabIyMOTHHU TAalIKWJI 3TYBYH
xapdmapuu: A—1, B—>2, C—3 mocnukiap OuiaH COHJIM KYpUHHUINTA YTKa3HO
o0, Oy MabJlyMOTHU MycOaT OyTyH COHJIApPHUHT, KeTMa-KETJIIMTUIaH noopar j1eo
Kapaiimuiz. Y xonna mabiayMotT (3,1,2)xypununiga 6ynaau Ba yHu {e;n}={3;33}

ounk xamut Owmman T, (X) = x*(mod 33) Oup TOMOHIM (YHKIHUS OuiaH

g priaiMms:
x=3 na 1M 1=(3*)(mod33)=27,
x=1 na [IIM2=(1%) (mod33)=1,
x=2 na [1IM3=(2°) (mod33)=8.

5. By onunran mmudpnanran (27,1,8) masinymorau maxduii {d;n}={7;33}
KaJIUT OWJIaH fz_l(Y) = y7 (mod33) ndoa opkanu aenudpaaiMms.

y=9 na OM1=(27") (mod33)=3,
y=1 na OM2=(1") (mod33)=1,
=29 na OM3=(8") (mod33)=2.

Mynaait kumb, kpunrotuzumuiapaa RSA anropuTMUHUHT KYJUTaHUIIN
Kyhugarnda: xap oup doiananyBun UKKUTA €Tapiiu Japaxkaaa KaTrra OyiMaran p
Ba ( TyO COHJIApHM TaHJAHaMIap Ba FOKOPHUIA KEITUPHITaH alropuT™ Oyiitnya d Ba
e TyO connapuHu Xam TaHnad onaau. bynaga n=pq Oynub, {€;N} OYMK KaTUTHU
{d;n}sca maxdwmii kamuTHM TamKKWiI dTand. OUYUK KaJUT OYUK MabIyMOTIap
KkuToOura kuputuiaaau. Ouuk KaiuT OuiaH mu@piaaHrad Wru@pPMaTHHA Iy KajauT
OwiaH aemrdpram UMKOHHUATH YK OYnuO, Aemm@piatHUHT Maxduid KaauTH
dakat mmdp MabIYMOTHHUHT XaKUKUAN dracura MabIyM.

Tomuupuk

1. AS5/1 mmdpnam anroputMuaa Kyruuaarda Kuiimatiap OunaH 5 OUT KeTMa —
KETJIMK XOCHJT KWJIMHT:

X = (Xo, X1y, X15) = (1010101010101010101)
Y = (Yo, V1., y21) = (1100110011001100110011)
Z ={zo, 24, ..., 2») = (11100001111000011110000)

2. lesap ycynuaa Kyduaurd mui@pHA OYUHT Ba KAJIMTHUA aHWUKJIAHT:
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CSYEVIXIVQMREXIH

3. Kyitnaa 6epuiran mmdpMaTHHA 4acToTajap ycynu Oyinuda TaXJIuil KAJIHHT
Ba OYMK MAaTHHH TOTIMHT:
GBSXUCGSZQGKGSQPKQKGLSKASPCGBGBKGUKGCEUKUZKGG
BSQEICACGKGCEUERWKLKUPKQQGCIICUAEUVSHQKGCEUPCG
BCGQOEVSHUNSUGKUZCGQSNLSHEHIEEDCUOGEPKHZGBSNKC
UGSUKUASERLSKASCUGBSLKACRCACUZSSZEUSBEXHKRGSHW
KLKUSQSKCHQTXKZHEUQBKZAENNSUASZFENFCUOCUEKBXG
BSWKLKUSQSKNFKQQKZEHGEGBSXUCGSZQGKGSQKUZBCQAEI
ISKOXSZSICVSHSZGEGBSQSAHSGKHMERQGKGSKREHNKIHSLI
MGEKHSASUGKNSHCAKUNSQQKOSPBCISGBCQHSLIMQGKGSZG
BKGCGQSSNSZXQSISQQGEAEUGCUXSGBSSICQGCUOZCLIENKG
CAUSOEGCKGCEUQCGAEUGKCUSZUEGBHSKGEHBCUGERPKHE
HKHNSZKGGKAD

HasopaT caBoJIapm

ijpI/IH aJIMAIITUPUII Ba YpHUTA KYHUII mudprapu.
Monyn apudmerpuxacu.

DES mmdpnant anroput™Mu XyCyCUSTIapH.

RSA anroputmu.

W e

DoiigaJaHIITaH agaduéraap
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3. Axb6apos /. E. “Ax00poT xaB)CU3IUTHHA TABMHUHJIAITHHHT KPUITOTpaduK
yCyJulapy Ba ylIapHUHT Kyutanunuiy” — TomkeHt, 2008 — 394 Ger.
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3 — amaauii MamFyJaoT. TapMoK/Iapapo 3KpaHHHM YPHATHII Ba CO3JIaII

Numuar makcaau: TapMmoknapapo 5KpaH KypWIMAacHHHM YpPHATHII Ba YHU
CO3JIALLL

Macananuar Kyduoammm:  QoWJaNaHyBUM — [MAXCUKM  KOMIIBIOTEPHIA
TapMOKJaH OYIMIIM MYMKMH TaxXJIWUIApDHU OJIIMHU OJMII Y4YyH IIaXCui
TapMOKJIapapo 3KpaH BOCUTACHHHU YPHATHILIYN Ba CO3JIAIIN JIO3UM.

HNunu 0a:kapuiln y4yH HaMyHa
Ymby amanuii mmjga maxcuid TapMOKJIapapo 3KpaHyiap Typura KHPYBUH
COMODO Internet Security Firewall nactypuii Bocutacu onuHUO, yHH YpHATHII
Ba CO3JIAlll amMaJira OLUMPHUIIA]IH.
Ymby nacTypuii BOCUTaHM YPHATHUII YYyH TU3UMJIaH KyWHIaru pecypciap
Tanaabd dTUIAIN:
— Windows 7 (32-bit Ba 64-bit Bepcusutap) éxku Windows XP (32-bit Ba 64-bit
BepCUsIap);
— Internet Explorer 5.1 €xku yH1aH FOKOpH BEPCHUSACH;
— 128 MB onepaTtus xotupa (RAM);
— 210 MB xaTTuK IuCKIaH JKOH.
Yoy mactypuit  Bocutanu  http://www.personalfirewall.comodo.com)
MaH3WINJIaH OJIUIITUHTU3 MyMKHH.
Hactypuii Bocutanu kyuupu® onranunrusnan cynr, COMODO Internet
Security 8.2.0.4508 x32 daiin yctuna ukku mapta 6ocunr. llyHgan cyHr xocui

OyJsraH oifHaJaH Kepaku TaHJIOB TaHJIaHAIH.
il COMODO Internet Security Setup - O

Welcome to the COMODO Internet Security Setup

Wizard

This wizard will help you configure your product. During this process please do not power
off your computer.

The installation may cause your internet connection to be temporarily dropped.

m
[

3.1 — pacM. YpHaTuIl TUIMHUA TaHJIAII
Iyngan CyHr, TU3UM TOMOHUZAH Takiau( OSTWITaH KeJNMIIyBra y3
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po3wnuruHru3n  omngupacus. lllyagan cyHr pacTypHu VYpHaTUIl Kapa€Hu

FOKJIaHAIH.

ol
L=r

End-User License Agreement
g license agreement carefully

END USER LICENSE AND SUBSCRIBER AGREEMENT "~

COMODO SECURITY SOFTWARE AND REMOTE PERSONAL
COMPUTER SERVICE

IMPORTAMT - PLEASE READ THESE TERMS CAREFULLY BEFORE
DOWNLOADIMG, INSTALLING, OR USING COMODO'S ANTIVIRUS,
FIREWALL OR INTERMET SECURITY SOFTWARE AND REMOTE
PERSOMNAL COMPUTER SUPPORT SERVICES (THE “PRODUCTS™)
THE PRODUCTS MEANS ALL OF THE ELECTRONIC FILES

PROVIDED EITHER BY DOWMNLOAD OR OM PHYSICAL MEDIA (CD-

PR A L P e T I B AR A T A T e el R 1A BT L T e

[+ T accept the terms in the License Agreement

| Print | | Back || Mext | | Cancel |

3.2 — pacm. Jlactyp mapTiapuHu KaOyin KUJTHIIT

Installing COMODO Internet Security

Please wait while the Setup Wizard installs COMODO Internet Security.

Status: Writing system reqistry values

Badk Mext

3.3 — pacM. JlactypHu ypHATHII
JacTyp ypHaTWITaHIaH CYHT KyWHJIard OWHA XOCHI OYiaau Ba Oy oWHamaH
Kepakyii OaHaHM TaHJaaHTr (MacasiaH, | am at Home).
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COMODO nNetwork Detected

., Join a New Network

? Wired: 172.20.12.67/16

Please select your location:

| am at Home

Choose If you are at home and have just connected your computer to a
local network

| am at Work

Choose if you are at work place and have just connected your computer
to a local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop,
hotel or schoaol etc.

[] Do not detect new netwarks again

3.4 — pacm. Kepakiu TapMOKHH TaHJIAI

Hlynnan cyHT, JACTYpHHHI acoCHil oiiHacu xocun Oymaau (5 -pacm).
JlacTyp sHrM YpHaTWUIATAHAAH CYHT, MHTEpHEpP TapMOFUAaH y3 0Oa3acuHuU
surunaiian. [lyagan cyur ¥3 ummHM Oonuiaiau. Arap nactyp y3 0OasacuHu
sHrujIamaran Oynca pacMaa kypcatuiranu kabu “At Risk” kypcaTkuuu maitno
oynanu.

COMODO

Internet Security Premium At Risk

At Risk

x The virus signature

database is NOT up-to-
date Detected Threats Network Intrusions

Realtime Protection: Fix It
Active Ll (-) Never Updated +

Game Mode Last Update

Blocked Intrusions

[o]

T Get Live Support




IV. AMAJIMA MALIFYJIOT MATEPHUAJIJIAPU

3.5 — pacwm. JlactypHUHT acocuii oifiHacH

Hactypuu sHrmwnam yuyH Update OGanau TaHiaHagu Ba 0a3aHu OKJa0
OJITYHTa KaJiap KyTHII TaBcHs 3Tuiaau (3.6 — pacm.).
COMODO scn

Downloading:

Threat(s) Found: 0

Threat Mame

[] Turn off this computer if no threats are found at the end of the scan

Send To Background

3.6 — pacm. JlactypHu 0a3acuHU STHTHUJIAIT

TU3UMHM TEKWUPHII YUyH Scan OaHaura YTuiaaad Ba KEPaKIM TEKIIUPHIL
TypH TaHJIaHAIH.

COMODO scn

Quick Scan Last Scan:
Scans commonly infected areas and memory. MNever

Full Scan Last Scan:
scans all the files and folders in the computer, Never

Rating Scan

Scans commonly infected areas and memory in the
cloud for file reputation.

Last Scan:
Mever

Custom Scan
Scan files and folders or run custom scan profiles.

3.7 — pacM. TekmmpuII TypuHU TaHJIAII
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JIaCTypHUHI aCOCUM CO3JIAHMIUIAPMHYA aMajra OLINPHUII Y4yH, TACTYPHHUHT
acocut onacuga ‘“Tasks” OGanmu TannaHagu. by oifHaga Oup KaHda OaHjap
MaBxya O0ynu0, ynap ymymui cosnanunuiap - “General tasks”, Tapmokiapapo
skpaH co3nanmanapu — “Firewall Tasks”, cannbox cozmanmanapu — “Sandbox
Tasks”, kenraiiTupunrad coznaamanap — “Advanced Tasks”. Xap 6up 6anmmap ¥3
HOMUTA X0C Bazudanmapuu 6axapuO, ymoy aManauid Uimiaa TapMOKIapapo dSKpaHHU
co3Janl OMIaH SKUHAaH TAaHUITNO YMKUATIAIH.

cOMODO

Internet Security Premium

At Risk
Q

General Tasks

=

==

Scan

Scan your computer for viruses and
spyware,

Update

Run the updater to check for program and
virus database updates.

View Quarantine

View and manage threats quarantined by
virus scanner.

Firewall Tasks

Sandbox Tasks

Advanced Tasks

View Logs

View a record of security events, activity
and alerts.

Get Live Support

Get live help from a certified COMODO
technician available round the clock.

View Connections

View applications which are connected to
the Internet.

3.8 — pacm. JlacTypHUHT acocuil Co3IaHUIILIAP OWHACH

Tapmoxiapapo 3kpaHHH OOMIKAPUIHUHT OMHAcCH KypuHuiu 3.9 — pacmaa

KEeJITUpUWITAaHU Kabu OYuo, y Kyiuaaru OaHjaapaaH uoopar:
cCoOMODO

Internet Security Premium

Q

General Tasks

Firewall Tasks

Allow Application
Allow an application to connect to the
nternet.

Block Application

Block an application from accessing the
nternet.

Stealth Ports

Manage this PC's network visibility from
other PC's.

Sandbox Tasks

Advanced Tasks

At Risk

Manage Networks

Allow or block connections from other
computers in detected networks.

Stop Network Activity

Block all network activity to and from this
PC.

Open Advanced Settings
Access and configure various firewall
configuration options.

3.9 — pacm. Tapmokapiiapo skpaH Bazudanapu

— MWurepHer Tapmorura pyxcat 6epuiaran wiosaiap (Allow application);
— HWatepHer Ttapmorm opkaiu Oomkapuin 4YekiaHnran wioBanap (Block
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Application);

— rtapmokuu oomkapuin (Manage Network);

— TtapMoKHH Kyiduab kyium (Stop Network Activity);

— KOMITBPIOTEpHH TapMOKIa OOIKa KOMIIBIOTEpJIapra TypJiu KYpUHHUIIIA
kypcatumr (Steals Ports);

— keHraitupunrad coznanunuiap (Open Advanced Settings).

Ymby caxudama dSHr MyxXuM caHaiaraH OaHmjmapmaH Oupu Oy —

KeHraiitupuwiran Oanpiapaup. YmlOy OaHaHuHr ymymui kypunumu 3.10 —

pacMia KypcaThJIraH.
COMODO Advanced Settings

General Settings v
Firewall Settings
Security Settings ~

Antivirus A Enable Traffic Filtering (Recommended) Custom Ruleset ~

This option enables firewall which filters inbound and outbound traffic.
Defense+ W

Alert Settings
Firewall ~
Do NOT show popup alerts Allow Requests =

Firewall Settings =
Enable Trustconnect alerts Unsecured Wireless Netwarks Only ~

Application Rules
R Turn traffic animation effects on

Global Rules Create rules for safe applications

Rulesets [ Set alert frequency level
Network Zones [ Set new on-screen alert timeout to secs
Portsets Advanced
Website Filtering [ Filter 1PVE traffic
File Rating W Filter loopback traffic (e.g. 127 .x.xx, 1)
[ Block fragmented IP traffic
Do Protocol Analysis

[ Enable anti-ARP spoofing

0K Cancel

3.10 — pacm. Tapmoxkapapo 3KpaH oiHACH
Ymby oifHama TapMOKIapapo SKpaHHU CO3JAIIHUHT KEHI UMKOHUSATIApU
KenTupwiran O0ynub, Oy OaHJ OpKaliM SHTM KOWJAJIApHU SpaTHUIl, KOHaajiap
TYPYXHHH SIPATHIN, WIOBajlap YYyH KOWJAQJIap spaTull, BeO calTiIapHU
dbunrtepnam, daiylapHu HazopaTianl kabu Oup KaTop WIUIAPHU aMalira OUIWPHIL
MYMKHH.

Tomuupuk

1. IOxopuaa KenTHpHIITaH MabIyMOTIAp acocHaa TapMOKJIapapo SKpaHHHU
VpHATHHT Ba MabIyMOTJIap 0a3acHHM SIHTUJIAHT.

2. AHTHBUpPYC CcO3JaHMaJlapuHU YpHATUHT Ba AHUTUBUPYC YYyH OaszaHu
STHTHJIAHT.

3. Typnau wnoBamapHu OJIOKJANl OpKAJM HUUIAMAETraHura HWIIOHY XOCHII
KWJIUHT.

4. KeHralTupwiran CO3JIaHMII OWHAcuJaH (oWJaNaHWITaH XoJaa, TYpJH
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KOouJanap SpaTHUHT Ba YJIapHH UIJIATaHUTA UIIIOHY XOCHJT KUJIMHT.
5. Tapmokapapo sKpaH MIILIAI BaKTUIATH XOJWCaJIapHU Kaiia sTraHuHu Jlor
dbaitnnan Qoiinanann® aHUKJIAHT.
6. bapua HaTmKamapHU XUCOOOTIA aKC STTUPHHT.
Ha3zopar caBoJuiapu

1. Tapmoxmapapo 3KpaHHH Ba3H(pacH.

2. lllaxcwmii TapMOKIapapo 3KpaH Bazudacw.

3. TapmokJ1apapo 3KpaH TypJiapu.

4. TapMOKJIapapo SKpaH/a sIHTH KOouaaap SpaTHIIL.

dDoiigaaHuIarad axadouériap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. 'anues C.K., Kapumo M.M., TomeB K.A. Ax6opot xaBdcuzmuru. 2008.
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4 — amajauii MamFyJa0T. SSL TapMoOK npoToKo/IH

Nmaunr makcaau: SSL Ba [PSec TapMOK NMpOTOKOUTAPUHUHT TaxXJIMIIA Ba

yiapaaH ¢hoiTanaHuII.

Macananuur kyduwiaumm: SSL mporokoimapuaa XaB)CU3IUK TaxJIHIIA

aMaJjir'a OIIUPUIICUH.

Wuram 6a)kapuiin y9yH HAaMyHa
SSL  mapmox npomoxonu. Transport Layer Security (TLS) mactna6

spatuiarad Secure Sockets Layer (SSL) NpOTOKOJMHUHT JaBOMYHCH CaHAIHO,

KOMIIBIOTCP TapMOfrHa aJIOKa XaB(I)CI/ISJII/IFI/IHI/I TabMHHJIAIl YYYH sSpaTHIII'aH Ba

Oup Heura Kpunrtorpaduk MPOTOKOUIAp Ba aNTOPUTMIApPJAH TAIIKWJI TOITaH.

Yoy npotokonaa X.509 ceprudukarunan doigananuirad 6yand, TOMOHIAPHU
ayTeHTU(PUKausIaga ACCUMETPUK g pai aNropuTMIIapUIaH

dbolnananunagu.

X509 cepmugpuxamu. Kpunrtorpadusiga X.509 craHmapTé OUMK KaJIUTIU

uH(ppatysunmanap (public key infrastructure (PKI)) Ba umTuésra acocianran
oomkapum wHpaty3mwMaaapu (Privilege Management Infrastructure (PMI))
YUyH MYyJDKaJUIaHTaH.

Ymoy X.509 v3 cepTupuKaTUHUHT TY3YyJIUIIN Kyiuaaruya:
Certificate;

Version (Bepcus);

Serial Number (cepuan pakamn);

Algorithm ID (anroput™m ID cn);

Issuer (ceprudukar 6epyBUM TAIIKUAIIOT, SMUTEHT);

Validity (amay KHIuIn MyagaTi);

Not Before;

Not After;

Subject (cepTudukar oayBYH TAIIKUIOT, HCTEMOJTYH);

Subject Public Key Info (ucremonun 04nK KajuT MabIyMOTH);
Public Key Algorithm (o4uk KaJuT anropuTMiu);

Subject Public Key (ouuk xamur);

Issuer Unique Identifier (optional) (3MUTEHTHHHT TaKpopJiaHMac

UJCHTU(DUKATOPH);

Subject Unique Identifier (optional) (ucTeMoMYMHHMHT TaKpopJiaHMAC

UJCHTU(DUKATOPH);

Extensions (optional) (kenraiiTupuiran UMKOHUSTIIAPH );
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— Certificate Signature Algorithm (ceptudurarna doitnananmnran DPU
aITOPUTMHU);
— Certificate Signature (cepTudukat KyHHIraH HM30).
TLS/SSL mpotokonuaa QoiianaHwiran pakamiaud cepTudukaTiapHu
SApaTyBYd, YYMHUM HIIOHYIM TOMOH cH(aTHAa KAaTHAIITaH TAIIKMIOTIAPHUHT
2015 #iun 6omuaaru KypcaTkuum Kynaa kypcatwiras (4.1-xansan):

4.1-xxanBan
Pakamim ceptudukaTiiapau spaTyBUH TAIIKHIIOTIAP
Vpun Tamxkunor Doii1anaHUIUIIN bosopaaru ynymm
1. Comodo 6.6% 33.6%
2. Symantec Group 6.5% 33.2%
3. Go Daddy Group 2.6% 13.2%
4. GlobalSign 2.2% 11.3%
5. DigiCert 0.6% 2.9%

Xo3upaa wkopuaa Homsapu kentupuiarad SSL/TLS nporokonBepcusiiapu
amanga ¢goiamaHWIMOKIA Ba KyHuJaru >kajaBajijaa yiaapHUHT web caxudanapaa
doimaaHuI KypcaTKAWIapy Ba YJIAPHUHT XaBPCHU3IUK XyCYCHITH KEITHPUITAH
(4.2-xanBan).

4.2-xanBai
SSL/TLS mpoTOKOUTapHUHT XaBPCU3IUTH TaXJIUIH
Hporoxox YV eb caxnpanapaa XaB(hcH3IUK KYpcaTKUIu
BEPCHUSICH Ky1ab KyBaTJIaHHIIN
SSL 2.0 14.4% (—0.5%) XaBdcuz smac
SSL 3.0 47.3% (—3.1%) XaBdcuz smac
TLS 1.0 99.7% (£0.0%) AnropuT™M Typura O0FJINK
TLS 1.1 51.5% (+1.6%) ANTOopuUTM TypHra OOFIHK
TLS 1.2 54.5% (+1.8%) ANTOpPHUTM TypHra OOFIHK

Kyitmmaru, 4.1-pacmaga SSL/TLS TapMOK NPOTOKOIMHUHT  TapMOK
caTxJIapu/ia )KOMIallyBy KENTUPUIITaH.
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AMAaHIA caTx HTTP
..................'
- = Handshake
- |
s | IOKOpH mapakamu mpoTOKON
]
SSL/TLS . Change Cipher Spec
]
||
- TLS Kailn é3yBH IPOTOKOIH -
= n
‘...........l....l'I
Application data
TpaHcIopT CaTxu TCP
AMamHit caTx

4.1-pacm. SSL/TLS nporokonu

SSL/TLS carxuHuHr Kyhu Tamkwi 3TyBYM mpotokoiu (TLS kaiin €3yBu
MPOTOKOJM), JAcTIa0Ku MabIyMOTHU (parMeHT/iapra aXpaTHill, CO3JaHUIIra
Kypa (parMeHT MabIyMOTHU CHUKHILI, CHUKWITaH Mabiiymorra yHUHT MAC
KUAMAaTUHU KYIIUII, XOCHJ OYIraH MabiyMoT Xy(pTuHH mudpriamn aaropuTMu
Epmamuma mmdpraam Ba yHra TLS kaig €3yBu  capiaBXacHMHH  KYTIIWTI
amajutapuaad Xocun 0ymanu (4.2-pacum).

IOxopu oapasicanu npomoxon. Ymoy npotokon TLS kaitn €3yBu mpoTOKOIN
yCTHAA KOWIamTupwirad Oymu0, y TYpTTa NpOTOKOIAaH uoOopar. Xap Oup
MIPOTOKOJ Y3UHUHT Maxcyc Ba3udacura sra 6ynuo, ynap anoxuna €Ku Oupraiukia
xam (GhoiTaaHUIUII MyMKHH.

Handshake npomoxonu.Ymby mpoTOKOJI Xap WKKH TOMOHAA OWp-OMpuHU
ayreHTHUKanusanam, QoiJalaHuIaurad  KpUnTtorpaduk  aJropuTMIIAPHU
KEJIMIIUII Ba OOlIKa OOFJaHUII MapaMeTIapUHM aJdMallWill UMKOHUHU Oepaju.
Ymly mpoTOKON KIMEHT Ba CepBEp OpacHia adMalllMHyBYH TYpTTa Xabapiap
Maxmyacugadn ubopar. Xap Oup xabapimap MakMyacd ajoxujaa MakeT OYyiud
1000pHIIa N,

ChangeCipherSpec Protocol:ym0y mpoTtokos acocuaa ajoka KaHaIH
XUMOSUTAHATH.
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MabIIyMOT > 1. Masaymot pparmenTu

2. Cukum (yMyMH# Xoi1a
doitmaranmain)

3. Maswaymot mudpiarn

MudppmaTh

4. CapnaBxa KyIIuII

TLS xaiin &3yBu - [uppmaru
capiaBXacu

4.2-pacm. TLS/SSL xaiin €3yBu MpOTOKOIU

Alert Protocol:ym6y xabap Oepum TpOTOKOIM, Oapua MPOTOKOI
HATWKAJTAPWHU YBJIOH KWIUIIAA (oramaHmIa Iu.
Application Data Protocol:ym0y mpoTokon niaoBa caTXMIaH MabIyMOTHH
oyi0, yHUu Max(duii KaHaJI OpPKaIM FOOOPUIITHU TAbMUHIIANTH.
TLS xauio é€3yeu ¢popmamu. Ymoy popmar ydra maitjonaad udbopar 0yiauo,
YHUHT acocHuia IOKOPH Japa)kaiv MpoToKoJ Kypuiianu (4.6-xanBain).
— Byte 0:TLS xaiig €3yBu TypH.
— Bytes 1-2:TLS nporokon Bepcusicu (major/minor).
— Bytes 3-4: kaiig &é3yBumaru MabIymMOT Y3yHJIWUTH (YV3HWIAH TaIIKapH).
Makcuman kuiimatu 16384 6ut €xu 16 Kour.
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4.3-xanBai
TLS xaiin €3yBu popmMatu
TLS kaiin €3yBu Bepcusicu MabiiyMOT y3yHIUTH FOKOpH
Typu major minor (bits 15..8) (bits 7..0) Japakaiu
MPOTOKOI
TLS kaiin €3yBu Typu Kyinjaaru 4.4-xanBajija KeHITUPUITaH
4.4-xanBsai
Hex Dec Typu
0x14 20 ChangeCipherSpec
0x15 21 Alert
0x16 22 Handshake
0x17 23 Application
0x18 24 Heartbeat
[TpoTokon Bepcusicu dca 4.5-xaiBanaa KeITUPWIHO YTUITaH.
4.5-xanBsai
Hex Dec IIporokon
BEpPCHACH
0x0300 3,0 SSL 3.0
0x0301 31 TLS 1.0
0x0302 3,2 TLS 1.1
0x0303 3,3 TLS 1.2

Handshake npomokon gpopmamu.Y1mby nporokon TLSnpoTokonmaa acocuit
poToKOJUIapAa Oupu caHanu6, Oy MPOTOKOI OpPKaJIK XaB()CUIIHUK MapameTpliapu
y3aTtuiaaan. Yoy mpoTOKOJ OpKaiu YHOWp Typaaru xabap y3aTwiialyd MyMKWH
(4.6-xanBan).

4.6-xanBai
Handshake mpotokon ¢popmatu
Byte +0 Byte +1 Byte +2 Byte +3

Xabap Typu Handshake mabnymoTn y3yHnuru

(bits 23..16) | (bits 15..8) | (bits 7..0)
Handshake masiymoru

Handshake maviymomu ysynnueu.YmoOy maifon y3yHnurua 3 O6ailT 0ynuo,

dakar Handshake mabiymoTu y3yHIMTHHU OWIaupaau, capjiaBXaHd Y3 HUUWra
onMmarad xoiga. burra TLS &3mmmacuaa O6up Heura Handshake mabiymoru
oymumun mymkuH. Handshake mportokonmupma xabap Typu Kyhumaruda OViauiim
MyMKUH (4.7-%ansan).
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4.7-xanBai
Handshake mporokonuaa xabap typu
Xabap Typu

Dec Hex Tacuud
0 0x00 HelloRequest
1 0x01 ClientHello
2 0x02 ServerHello
4 0x04 NewSessionTicke
11 0x0b Certificate
12 0x0c ServerKeyExchange
13 0x0d CertificateRequest
14 0x0e ServerHelloDone
15 OxOf CertificateVerify
16 0x10 ClientKeyExchange
20 0x14 Finished

ChangeCipherSpec npomoxon gpopmamu. Y1y npoToKkoa Outra xabapaaH
ubopar OYynuO, MakeTHUHT IM@piaHraHauruau Owaupamu. TLS npoTtokonu
oytyHn TLS kaiig €3yBu MabIyMOTHHU UHKATICYLIUSIIAN TN,

Alert npomorxonu.Handshaking Ba application Typuaarn mnpoTokon ¥3
WIIMHA HOpMajl XoJiaTAa TyrarMmaraH xonga Alert mpoTtokomu opkamu xabap
oepunamu. lllynara kapamacman, ymoOy xabap Xap Oup Typiaru MpOTOKOJ OuiaH
Ooupranukaa obopwianu. Arap ymOy xabap mawiaymotu “fatal error” 6ymnca, y
XOJ1/1a ceccusl 3yIUK Ouan énunaau. Arap xabap MabiIyMoTH “‘warning” 6yica, y
xonga wmacodanmaru (QoiinanaHyBYM Tajmabura Kypa CECCUSHM TYyTaTHIl EKU

TYraTMacJIMK TaHJIaHa/In.

Hapaxa Tacuud
4.3-pacm. Alert mpotokonu dhopmaTu

Hapasxca. YOy maiinon Alert au gapaxacuau kypcaraau. FOxopuna ailtu6
YTUraHuaek, uKku typaaru Alert masxyn (4.8-xanBain).

4.8-xanBan
Koan Japa:ka Typu boriaanum xouaTu
1 warning Bornanum €k xaBPCU3NUK Y3rapyBuaH OYINIIM MyMKHH.
2 fatal Bbornanum €ku xaBpCU3IUK XaB(IM OYIUIIM MYMKUH, TUKIHO
OynMac XaToJIMK 103 OepraH.
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Arap >xapa€H HOpMaJI XOJaTAa Y3 WIIMHHW TyrarraH TakKaupaa Xam, Oupop
Oup nmapaxka Typu Katapwianu. JKapaHHUHT KaHJal TyraraHjiurd 3ca TacHU(
acocuja anukitanaau. Kyituaa tacuud sxkaapanu kentupuirad (4.9-xaasan).

4.9-xanBai
XKapaéun Tacaudu
Koau Tacund Japaxa Koau Tacuund Japaxa
0 Close notify warning/fatal 49 Access denied fatal
10 Unexpected message fatal 50 Decode error fatal
20 Bad record MAC fatal 51 Decrypt error warning/fatal
21 Decryption failed fatal 60 Ex_po_rt fatal
restriction
22 Record overflow fatal 70 Protqcol Fatal
version
30 Decorr_lpressmn fatal 71 Insufflglent Fatal
failure security
40 Handshake failure fatal 80 Internal error Fatal
41 No certificate warning/fatal 90 User canceled fatal
42 Bad certificate warning/fatal 100 Nq . warning
renegotiation
43 Unsu_p ported warning/fatal 110 Unsuppgrted warning
certificate extension
44 Certificate revoked warning/fatal 111 Certlf_lcate warning
unobtainable
45 Certificate expired warning/fatal 112 Unr(er]c:nglzlzed warning/fatal
46 Certificate unknown | warning/fatal 113 Bad certificate Fatal
status response
47 Illegal parameter fatal 114 Bad certificate Fatal
hash value
Unknown CA igennkt?tgl\,\(ltr;szg l|<n
48 (guetr;gfrlic;at)e fatal 115 TLS-PSK and Fatal
y TLS-SRP)

Masbaymor

ApplicationData npomoxoau. Y1y MNpOTOKOI MabJIyMOTHH MU(piad
KYHATYBUM MPOTOKOJ caHainnO, MabayMoT Ba YHUHT MAC kuiimMatu Oupraiukia
mdpianud dopunaau (4.4-pacm).

MAC kuiimMaTn

4. 4-pacMm. ApplicationData mpotokosu
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Haszopar caBosiapu
X.509 ceptudukaru.
SSL npoTOKOJIU TapuXH.
SSL npoTtokonuaa XaBQCU3IUK yCYIUIapH.
SSL mpoTtokonmaa yprara TypraH ojilaM TaXIH]IH.

doiigananniarad agaduéraap

Stamp Mark. Information security: principles and practice. USA, 2011.
https://ru.wikipedia.org/wiki/SSL
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5— amasnuii MamFya0T. CHMCH3 TapMOKJIapaa ax0opoT XaB(CU3IMTrHHA
TabMHHJIAIT

Nmauar  makcaau: CuMcn3 TapMOK — TIPOTOKOJUIApUAa — axOoopor
XaB(CU3IUTUHU TAbMUHJIAIIL

Macananunar Kyimammua: Jlokan cumcu3 tapmokiapaa (WI-FI poytep)
XaB(CU3IHUK CO3JIaHMAIApUHU amalira OIIMPHUIICHH.

Wuram 6a)kapuiin y9yH HaMyHa

CuMcu3 TapMOKIap oJamiiapra CUMJIM yIaHUIICHU3 Y3apo OOFIaHUIIIapura
UMKOH Oepamu. By CWDKWI SPKUHIUTHHU Ba yH, Iaxap KUCMJIapUIard EKu
OyHEHUHT oJuc Oypuakiapujaru wioBaiapiaH (QoWgataHuIl UMKOHUHU
tabMuHIaiaun. CUMcH3 TapMOKJap ojamjiapra y3jmapura Kyjail Ba XoxJjaraH
KOMllapuja 5SJIEKTpOH TouTaHu osmnuiapura €ku Web-caxudanapau Ky3naH
KEeUHpHIILIapUTra UMKOH Oepai.

CuMcHu3 TapMOKJIAPHUHT TYPJIM XWUIAPH MaBXyJl, aMMO YJIapHHHT JHT
MYXHM XYyCYCHSATH OOFJIAHWIIHUHT KOMIBIOTEp KypWJMajapW Opachja amaira
ommpuimuaup. Kommprorep KypwiMalapura IIAXCHM pakamiad €paaMyniiap
(Personal digital assistance, PDA), HoyTOykiap, Mmaxcuif KoMmbIOTEpIap,
cepBepiiap Ba MpUHTEpiap Taawmykiu. Onatiaa ysuiu tenedoHIapHu KOMIBIOTEP
KypwiIMallapd KaTopura KUPUTHIIMANAIM, aMMO SHT SIHTM TejedOoHJIap Ba XarTTo
HAYIIHUKJIAp MAbJIyM XHUCOOJIAll UMKOHUSTIApUra Ba TApMOK aJianTepiapura ara.
SIKuH opaja AMEKTPOH KypUIMATapHUHT aKCapUATH CUMCH3 TapMOKJIapra yJaHHII
UMKOHUSITHHH TabMHUHJIANTH.

Bornanum tabMmuHmaHagurad (U3WMK XyayA Yiauamiiapura OOFJIMK XOJiaa
CUMCH3 TApMOKJIAPHHUHT KyHHaru KaTeropusiiapu (papkiiaHau:

— cumcus maxcuit Tapmok (Wireless personal-area network, PAN);

— cumcu3 jokan tapMok (Wireless local-area network, LAN);
cumcu3 peruonai tapmok (Wireless metropolitan-area network, MAN):
— cumMmcu3 ritooan Tapmok (Wireless Wide-area network, WAN).




IV. AMAJIMA MAILIFYJIOT MATEPUAJIJIAPU

5.1-xanBan
Cumcu3 TapMOK ycysuiapu
Tapmok Typu | Tabcup goupacu Amaiaa Masxya Kyanannm
doiinana CTaHJapTJIap coxacu
HHJIU LA
axcuii dolinananyBUHIaH S"pTaqa Bluetooth,IEEE Tawmku
cUMCH3 6eBocHTa 802.15,IRDA KypuimMaiap
TapMoKJIap SIKMHJTUK I Ka0eyuapu HUHT
ypHUIA
Jlokana cumcus bunonap €xu Oxopu IEEE 802.11, Cumn
TapMoOKJ1ap oducnap opacuaa Wi-Fi Ba TapMOKJIapHU
HiperLAN MOOHII KEHT'alTH
pHIII
Peruonan [axapmiap Oxopu IEEE 802.16, Ba bunomnap Ba
CHMCH3 opacuja WIMAX KOpXOHaJIap Ba
TapMoOKJIap Internet opacuna
OesruaHran
CHUMCH3
OOFTaHUIII
I'1o6ana cumcus bytyH nyné ITacT CDPD, 2G, bytyn nyné
TapMoOKJIap oyiinya 2.5G, 3G, 4G Oyiinua
HHTEPHETIaH
doitnananumga

WI-FI Texnosiorusicuaa ¢goigajaHuiaran Kpunrorpaguk npoToxoJiap

Cumcus

JIOKall

TapMOKJIapia

dholianuaran

Kyinaaru kpunrorpaduk npoTokosuiapaaH GonianaHuiIraH:
— Wired Equivalent Privacy (WEP);

—  Wi-Fi Protected Access (WPA) Ba yHUHT MKKHHYH BapHAHTH.

WI-Flrexnonorusacuaa

Wired Equivalent Privacy (WEP) xaBdcusnuk anroputmu I[EEE 802.11
cuMmcu3 Tapmokiapu yuyH Qoiinananwm0b, [EEE 802.11 crammaptu 1999 iun

CeHTAOp oinmakadya KuiuHraH OYyiamO, cuMcu3 TapMoKJapaa (wireless

LAN)

MabIyMOTHU OYTYHJIUTMHHM, ayTeHTHU(QHUKaLUWs Ba TYIUKIUTHMHU TabMUHJIAIIIA

dbolnananunagu.
Yoy nporokonan 10 €ku 26 Ta YH OJTWIMK THU3UMAATH KaJUTIaH

doiinananunaan, Ba Oy KamuT gacTiad poyTepHH coznamga GoilgaTnHuiITad

napoJd owsian oup xun Oyianu.

Yoy

MPOTOKOJIIa

dbolnananuaraH:

— AyreHTu(dukanusan,

KyWuaaru

xaB(hcu3 K

aMauETIIApUIaH
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— MabiymMoTHH OYTYHIUTHHU TabMHUHJIAII,
— Masbaymot MaxduillariHu TabMHUHJIALL.
WEP o0a aymenmugurayusanaw. Yy mTpOTOKONAA HUKKA TypJaru
ayTeHTUPUKanusamaad GpoiianaHuIaam.
— Open System authentication;
— Shared Key authentication.
bupunun ycynna ayreHTHdUKaNMsUIall amMaira OMIMPWIMai HXTUEpUN
doiinananyBun cepBepra Oornanumy MymMKkuH. Mabanymor WEP kanutu acocuna
mdpianaau. DoinananyBun cepBepra OOFJaHAIIM yUYyH KIMEHT TYFpU KaJluTra
ara OYJIUIIN Kepak.
Shared Key acocuna ayrentudukanusiiam ycynu 5.1 - pacMa KeaTUpUIral
6ymm6, 5.2 — pacMaa ymby ayTeHTHQHKAIMSAHA CHHANPHII YCYIH KeATHPHIraH. |

C = Nonce

STA ; o

IV, R = RC4(key || IV, C)

A

»
Ll

5.1 — pacm. Shared Key ayrenTuduxanusnanm ycynu

STA; : S T G

V1, R1 = RC(key || IV1, Nonce1)

-
L

Evil STA . : S T

V1, R2 =R1 xor C1 xor C2

»
>

5.2 — pacMm. Shared Key ayrenTudukaius yCcyTMHl CHHANPUII

R2=R1 XOR C1 XOR C2 = (keystream(key || V1) XOR C1) XOR C1 XOR C2 =
keystream(key || IV1) XOR (C1 XOR C1) XOR C2 = keystream(key || IV1) XOR
C2 = KOHUKapJIH kKaBooO.

Maviymom maxguiinacunu  mavmunnaw. WEP  TIpoTOKOIM MKKHM — XWIT
Y3YHJIUKAAru KanuTiapjaan dongananraniaury cadadmnu, yinap moc xoiuna WEP-40
WEP-104 ne6 arananu. WEP-40Bapuantuaa 40 outiu (10 Ta YH ONTUIUMK OEITH)

! Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim. Wireless Network Security:Vulnerabilities,
Threats and Countermeasures.
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KanutaaH ¢oimnananu6d, 24 Ooutnu Oonutanrud Bektopnan (IV) doiinananwmamy.
WEP-104Bapuantuna 104 Outom (26 Ta YH ONTUIMK O€lIrv) KaJlWuTIaH
doitnananu0, 24 outnu O6ouutanruy Bekropaan donnananmnanu. udpram RC4
aJICOPUTMH acocuaa amasra omupuiaan (5.3-pacm).
HNxxunun ycynaa WEP mporokonuaa ayreHTHUKaUUAIAl Y9yH OJIIUHN
CaBOJI-KaBOO TH3UMUIAH doimananunrad. JKapa€H KkeTMa-KeTJIMTH KyHuaarnya;
1. Knuent ceppepra (OomkapyB HyKTacura) ayTeHTH(UKALUIAIl CYPOBUHU
1000paIy.
2. Cepsep ¢oitnananyBuura tacoguduit conau oopaau(r, 128 durnan karra
oynran) .
3. ®doingananyBud ym0y COHHHM YMYMHUM KT (OOIIKApyB HYKTACH IAPOJIH)
omnan mudpiad rooopamn (ex(r)).
4. lludppmaTHHU OYMII HATHKAcUTa Kapad, ayTeHTHU(UKALMUIAIIIAH YTUIaIn
€K UVYK.
Mavaymomuu o6ymynaueunu mavmuniauw. WEP mpoTokonuaa MabliyMOT
oyrynnuruau tTabMuniamaa CRC-32 ¢ynkumsacunan domaanaHuiaim.
WEP npomoxon 3augnruxknapu. Ym0y TpOTOKON amManga QoiamHull
Japakacu macauimra Kyiuaaru 3auimkiapy OpKaiy Keaud YMKKaH XYKymiiap
cababuu 6ymran.’

! Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim. Wireless Network Security:Vulnerabilities,
Threats and Countermeasures.
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ICV

T o —D
[udpnam

» 1V [Mudpmara

v o D
Hemmdpiarn

ICV

5.3-pacm. WEP nmpoTtokonuna mmdpant

By epna: IV — 6ounanruy Bektop, [CV — MabnymoTHuar CRC kuitmaTu.
Cepgep (Gomkapys HYKTacura) dbolnananyBUYMHU

ayTeHTUPUKAIMIIAMANIH.

2.

© N s W

[Mudpnamna Ba ayreHTUGUKAIMSIANIIA OUTTAa KATUTAH (DOHaIaHIIaIu.
AyTeHTuuUKaIusIIaIl JaBOMUIA CECCHUs KaTuTUAaH (oi1aTaHuIMaiIn.
[TpoTokon xabapHu TaKpOpJIAIl Xy>KYMUAaH XUMOSITAaHMAaraH.
®doitnananwiran [Vkaita goiinananmianayg Ba KHMMaTH Ky1y XaM KHYHK:

24 6uT y3yHnuK, 16.777.216 MymMKkuH Oyiran Kaautiap.

Kapuiin6 17 munnuon xabapaan cysr |Vrakpopnanagu.

Aran tTmzum 11 Mbps te3nmukaan Qoiigananca, cekynaura 700 Ta maker

1000panu Ba 6up IV kuitmaTu Kapuitnd 7 coat ydyH etapiu Oyiaau.

9.

Opnatna 6apua Kypunmanapaa |Vaonmgan 6onuianagy.

10. bab3u 3aud kanumaapaan Qoupananum opkaiu RC4  tacomuduit

CaHaJIMaraH KaJuTJIIapHU nIniad JuKapaiu.

11. FOxopunaru cababra kypa, amamga RC4 opkamu XOCWa KWIMHTaH

KUIUTHUHT AacTyiadku 256 6aiitu onuamaiu. Ammo WEP Oy naii smac.

HOxopuna kentupunran cababnapra kypa, amanma WEP mporokonmman

ol mamaHuI TaBCHS THIMANIN.
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WPA npomoxoau. 2003 vmnma Wi-Fi AllianceWEP npotoxkomm Wi-Fi
Protected Access (WPA) Owian anmamTupiraHuH 3b0H Kuiaau. 2004 iunna
WPA Ba WPA2 nporokomunu ¥3 wumra onradn 802.111 crangaptu wunuiad
yuKuaAu. Yoy unuiad uukwiran npotokoimiap WEP mporokonura xaparania
xaBpcm3aup. Kypunmanap ymoOy mpoTokoiapaaH QoigamaHuIl ydyH yJIapHU
ammapar TOMOH/IaH STHTUJIAI MapT.

WPA mnpotoxomu WEP mportokommma maxyn 3audiaukiapHu Oaprapad
aTHII yuyyH uWnpiad wyukwirad OynmO, yanma Temporal Key Integrity Protocol
(TKIP) mpotoxonunan doinnananunaagu. WEP nporokomuna 40 outnu €ku 104
outnu xanutiapiaaH doipananunran 6yinca, WPA nporokonuna xap Oup maker
YUyH ajJoXMJla XOCWJI KWJIMHTaH KanuTiapjaaH ¢ovnananmianau. WEP npoTtokonu
3and ne0 TONMWIraHJaH CYHT, BaKTUHYAIMK KypWUJIMaJapHU SHTHIANTA Kaaap
dolinananum  y4yH Oapaouui mpoTtokos  kepak »au. TKIPmporokomm
WEPnporokonu acocuna Kypuwiran 0ynu6, WEP npoTokonu KypuiMaliapu y4yH
MOCIIUD.

Maviymomnuu — OymyHaueunu  TabMUHJAINI — aIropuTMiiapu  cudaruaa
doitnananunran  CRC tusummnapu ypuura sca “Michael” ne6 HOMIaHyBYH
MabJIYMOTHU OYTYHJIUTHHU TEKYIIUPYBUM anroputmaan doigananuarad. MAC
TU3UMJIAPU FOKOpUJArd WKKWA THU3MMJIApra Kaparanjga OapJoluld CcaHajcaja,
KypuiaManapaaH IOKOpH UMKOHUSTIapHH Tanad stanu. “Michael” tuzumu MAC
Kaparanaa te3kop Ba CRC Mapxya kaMuniukiapHu y3ujaa 6aprapad 3Tra.

Aymenmughuxayusnaw. WPAnporokonuna 802.1X ayreHTHdUKaLUSIIALL
MojenuaaH dhoiaanaHuIa u.

2 AyTeHTHOHKAIHA
AYTeHTHQUKALAIOBYH RADIUS /Diameter  CEPBEPH

LANHHHT KOITaH
TALIKII 3TYEYHUCH

5.4-pacm. 802.1X ayreHTU(DHUKATIHSTIAIIT MOJICTH

Maviymom  maxcpuiinueu. TKIP  mpotokonmmaa mmdpram — anropuTMu
cupatuga RC4 oxummm mmdpnam anroputmunan  Qorvigananwirad. TKIP
POTOKOIKMAA (PoHJamaHIraH KaJIuTIap MaXMyacu KyiHuaaruiap.
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5.2-xanBan
WPA npokTokonuaa GoigaiaHiIrad KaauTiap

doiigananyBuM ayTeHTH(PUKAIMATIAHATH.

Aytentudukanus cepepu “Masterkey” Hu XOCHIT KUTaIH.

“Master key” ounan “Key Encryption Keys”’nap mmdpranamm.

“Key Encryption Keys” 6unan “Temporal key”mudpnanamu.

“Temporal key” ¢oiinananyBun MabIyMOTHHY MU(pIIaNIa UIJIaTHIa M.

“Temporal key” xamuTinap TymiaMd HKKA KajauTaaH, ymnap 128-0utiu
mudpran kanutu Ba 64-6utiau Michael GyHkiusicu kanutuan nudbopar.

Mavaymomnu  wugprawoa RC4 oxumiu mudpram — alropuTMuaH
dborinananunaran 6ynu6, WEP nporokonunan dapkid paBuiiga Xxap Oup makeT
YUyH aJoxXuja TaKpopJIaHMac KajauTiapaad oiiiaaaHaim.

WPA2 npomoxoau |EEE 802.11i-2004 éxu 802.111 cTammapTHia acocuja
unuiad yukwirad Ba WEP, WPA (TKIP) npotokonunan tTamomMan ¢apk Kuiiau.
Ym0y MmpoTOKON HIUIAIIK yYyH SHTUAAH a0 4YUKWITaH KypHiMa acocHja
unuiaiiau. Yoy npotokosHuHr TYIuK Homu CCMP (Counter Mode with Cipher
Block Chaining Message Authentication Code Protocol) ne6 HomanuHuO, yHIa
omoxnu mmdpnam anroputMu caHaiaran AES-128 mmdpnam anroputmugaH
dboinananuIaIm.

Yoy npotokonnuHr TKIP mpotokonunan acocuit dapku, 48-6utiu PN
(Packet Number) maitnonu ¢oitgananwiran 0yianbd, YHUHT acOCUUA MakKcaaud Xap
OMp MaKeT y4yH ajloxuaa XUcoOIaHnO, MAaKEeTHU KailTa 1000pUIl XyKyMUTa KapIiu
dbolnananunagu.

5.3-xanBan
WI-FI cumcu3 anoka TapMoKJIapy ycyJjlapyu TaXJIMiIH
Xycycusit Crarux WEP JAuHamMuK WPA WPA 2
WEP
HUnentupuxkanusaam | Goiinananysun | Goiigananysun | OoiinananyBun | QojanaHyBuH
, KOMIIBIOTEP , KOMIIBIOTEP , KOMITBIOTEP , KOMITBIOTEP
AyTenTuduKauusaia | YMyMHN KaIuT EAP EAP éku EAP éku
1 YMYMHUH KQJIUT | YMyYMUH KaJIUT
Byrynnuk CRC-32 CRC-32 64-6utmu MIC | CBC  pexumu
acocuyia MIC
Maxduiiank Craruk kanmut | Ceccust kanmutu | TKIP acocuna | CCMP (AES)
KaJIMUT
Kamutaapuu bup Pair-wise PMK PMK
TaKCHMJIAII TOMOHJIaMa Master Key
(PMK)

Bouwianruy BeKTop 24-6ur 24-6ur 56-6ut 48-out (PN)
AJroputMm RC4 RC4 RC4 AES
Kaanut y3ynauru 64/128 64/128 128 128, 192, 256
Tanad >Tnjaaguran fI}”/K RADIUS RADIUS RADIUS

CTPYKTYpa
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Haszopar caBosiapu

Cumcu3 TapMOK TypJiapHu.

WEP mpoTokonu Ba yHAa MaBxky/ 3audaukiap.

WI — FI ctannaptuaa xaBGCHU3IMK CO3JIaHMATIAPUHHN YPHATHIII.
WEP nporokonuna ¢orinananwmirad kpuntorpaduk aaropuTMmIiap.

doiigagaHuJaran agaduériaap

Stamp Mark. Information security: principles and practice. USA, 2011.
["anues C.K., Kapumo M.M., Tomes K.A. Ax6opot xaBdpcuznuru. 2008.
Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim.
Wireless Network Security:Vulnerabilities, Threats and Countermeasures.
School of Multimedia, Hannam University, Daejeon, Korea. International
Journal of Multimedia and Ubiquitous Engineering Vol. 3, No. 3, July,
2008.

http://en.wikipedia.org/wiki/Wi-Fi_Protected Access
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6 — amaamii MAIIFYJI0T. 3apapKyHAHJAA JACTYPHUH BOCUTAJAPHUHI CTATHK
TaXJIWIN

Nmpan makcaa: 3apapkyHaHJa JacTypuil BOCHUTAIAPHUHT TaXJIWJIUHU
aMaJira OUIMPHIILL.

MacananuHr Kydwimmu: bepwiran 3apapkyHaHaa — JacTypJiapHU
TaxJIMJUIAII BOCUTAJIAPY aCOCUIA TaXJIWJI STHHT.

Ninun 6a:kapuin y4yyH HaMyHa

3apapkyHaHJa JacTypuil BOCUTAJIAPHU TaxXJWJ 3TraHja ojJaTAa CTaTHK Ba
JTUHAMUK TaxXJIMUIAIT YCyJUIapuaad KeHT (oi1aTaHuIa Iu.

Xap Oup Taxmwmian y3 HaBOaTHIA COMJa Ba Mypakkad TaxJwulanuiapra
OYIMHa N,

Comna cratuk Taxjaumia Bocutajgapu. Amanna 3] CTaTUCTUK TaXJIAI
YyTKa3uiia yaap Oup HeYTa aHTUBHPYC BOCHUTAJapH €paamMuia TEKIIUPWIAId Ba
yllapJaH OJMHTaH HaTWXanap TaxXJuil JSTuiaau. Ymoly BazudanHu Oaxkapuiiga
http://www.virustotal.com/ ommaiin 31 TaxIuiid BOCUTAcH KEHT (hOMaaiaHUIIa Iu.
Yumby onmaiiH Ttaxjgwuiam BocuTacu Hadakat 3/ Oup Hedtra aHTUBHUPYC
BOCHTaNapu €EpaaMuaa TecTiaau, Oajakd yJapHUHT JacTypuidl TOMOHJAH

Ty3yJTHIINHA B YIap XaKHAa KyUIHMYa MabIyMOTIapau Gepamn (6.1 -pacm).’

—

> total

WirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of wiruses, worms, trojans, and all kinds of malware.

[ File @ URL Q Search

Lak0-01 .l Choose File
Maximurn file size: 128MB

By clicking 'Scan it!', you consent to our Terms of Service and allow YirusTotal to
share this file with the security community. See our Privacy Policy for details.

6.1 -pacm. http://www.VirusTotal.com/oitnacu

3/ napoan “kamopnapnu (strings)” anuxnaw. Xap Oup gacTypuil BocuTa
SpaTWINIINAIA MabIyM KeTMa-KeTMaJHMKIaH HOopaT OYiaraH MaTH IMaKIuaard
MabiaymMoTiapjaan Qoupananmwiaau. Macaman, “GDI32.DLL”, “99.124.22.17,
“Mail system DLL is invalid.!Send Mail failed to send message” Ba xak. Anbarra,
spaTWiIraH JIacTypuil BOCUTaNap sKyHuma ymnap .exe, .dll daiin makmmapuna

! Michael Sikorski, Andrew Honig. Practical malware analysis. 10 — c.
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accemOnananu. bomka cy3 Owman aiitranga, Oy keHraitmamaru daimnap YH
ontwiik  (hex)canox cucremacuaa wudonmananagn  (0x42, 0x41, 0x44->
BAD).benrunapau 16 nuk canok tusumura ytkasuimga oxarna ASCII (8-Out)sa
Unicode  (16-Out)xomnam  craHmaptTiapuaad  QodgamaHwiaad. Yoy
CTaHaapTiapaa xap Owp kenran Oenrmiap kerMma-keriauru oxupu 0x00 Ouman
Tyraiuau. byHUHT MaHOCH 3Ca CY3HUHT TYT'yTaHJINTWHY AHTJIATAIH.

Xo3upaa accempiiaHraH (QaiyuiapaaH KaTopjiapHd Tomumiga  ‘strings”
nactypunan  (https://technet.microsoft.com/en-us/sysinternals/bb897439)  kenr
doitnananunaan. Kyiinpa accemprnanran (QaiiimapiaH  TOMWITaH —KaTopiiap
KEJITUPUIITaH.

C:>strings bpé.ex_
VP3

Vi3

tse

D$4

99.124.22.1 @

e-@

Getlayout @
GDI32.DLL ©
Setlayout @

M}C

Mail system DLL is invalid.!Send Mail failed to send message. ©

6.2-pacM. Strings mactypuaa TaxJIuILIanl

Coana nuHaMHUK TaxJuia BocuTajgapu. Process Monitor (PM) nmactypu
Windows OT yuyH MyJpKalllaHTaH, KeHTaWTUPWITaH Ky3aTHUIl BOCUTAacH OYiuo,
MaBXyJl pPErucropiiapHu, (aill THU3UMIApPUHHU, TAPMOK, >Kapa€H Ba Xapakar
okummapuuu (thread activity)kys3aTuin HMKOHHSTHHH Gepai.’

by nmactypuii BocuTa OpKaJM XOJUCAIAp KETMA-KETIWTMHHU, BAKTHHU,
apaCHiap HOMHHH, >Kapa€H amaira OImMpaéTraH amMalHH, XO0Juca 103 OepraH
MaH3WIHU Ba XO/IUCA HATWKACUHU OWIIUII MYMKHH.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 43 —c.
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Wl ABE CAD 8 M5 #ZBAaE

Time of Day sName  Opersion Palh Reuh Detsi o]
912075061319 = #RAecOpenkey  HKLM\SECURIT\Poicy SUCCESS Desied Access: Read/Wite
913075051542 = #RRecOpenkey  HKLMWSECURITYPoic\SecDesc ICCESS Desied Access: Flead
HKLMSECURIT BUFFER OVERFLOW Lengih 12
#RRecCosekey  HKMSECURITY\Paic\SecDesc SUCCESS
#RReclpenkey  HKLMSECURITY\Poic\SecDese SUCCESS Desied fcces: Read
#RRecueniae HKLM\SECURITIAPaic\S ecDesc\Defaul] SUCCESS Type: REG_NONE, Length 160, Data: 01 00 04 80 36 00 00 00A3 00,00 00 00 001
#RRecCosekey  HKLM\SECURITYPoicy\SecDesc SUCCESS
#RRegCiosekey  HKLM\SECURITYAPoicy SUCCESS
Reglpenkey  HKLMSECURITYAPolcy SUCCESS Desied Access: ReadAWite
Reslpenkey  HKIMSECURITY\Polici\SecDese SUCCESS Desied Access: Flead
#RReslueaie HKMSECURITY\Paic\SecDesc\Defordl) BUFFER OVERFLOW Lengihc 12
BRecCiosekey  HKIMSECURITY\Poicy\SecDesc UCLESS
BRRecOpenkey  HKLMSECURITYPaicy\SecDesc SUCCESS Desied ficcess: Read
HKLM\SECURIT SUCCESS Type: REG_NONE, Length 180, Data 01 00 04 80 58 00 00 00 A8 00 00 00 00001
= #RRecCosekey  HKLM\SECURITY\Poicy\SecDese SUCCESS
912075064238 = #RAecCosekey  HKLMSECURITYPaicy SUCCESS
912075070545 = #RRegOpenkey  HKM\SECURITYPoicy SUCCESS Desied Access: Read/AWite
912075070760 = BReclpenkey  HKLMSECURITYAPoic\SecDesc SUCCESS Desied Access: Rlead
91207507063 = HKLM\SECURIT! BUFFER OVERFLOW Length 12
912075071428 = BRAeoCosekey  HKLMWSECURITYAPoics\SecDesc SUCCESS
912075071537 =) #RReclpenkey  HKLM\SECURITY\Paicy\SecDesc SUCCESS Desied Access: Read
912075071729 = #RReglusyaiie HKLMSECURITY\Poicy\SecDesc\Defaul) SUCCESS Type: REG_NONE, Length 180, Data: 01 0004 80 5800 00 00 A8 00,00 00 00001
912075072232 = #RAeCosekey  HKLM\SECURITYPoicy\SecDesc SUCCESS
912075075110 = #RAecCosekey  HKLMSECURITYPoicy SUCCESS
912075062563 = #RRecOpenkey  HKLMWSECURITY\Poicy SUCCESS Desied Access: Resd/Wite
919075062784 | RegOpenkey  HKLM\SECURITYAPoics\SecDesc UCCESS Desied Access: Flead
912075083167 = #RFecueryae HKLMSECURITYAPOicS ecDesc\Defoui) BUFFER OVERFLOW Lengi 12
91307.5083770 = RegCloseKey  HKLM\SECURITY\Picy\S: UCCESS
91207508384 =5 RegOpenkey  HKLM\SECURITAPaicH\S SUCCESS e + Read
912075084077 = ReglueniVaie HKLM\SECURITY\Poic\S SUCCESS Type: REG_NONE, Length 180, Dat: 01 00 04 8058 00 00 00 A2 00 00 00 00 001
912075084373 =5 RegCioseKey  HKLM\SECURITY\Poicy\SecDes SUCCESS
91207.50678% =) #RRecCosekey  HKLMSECURITYPaicy SUCCESS
912075090699 =5 BRAiegOpenkey  HKLMSECURITYPaicy SUCCESS Desied Access: Read/Wite
91207509008 = #RAecOpenkey  HKLMSECURITAPoicHS CES Desied Access: Flead
913075091089 =5 R Rieslluenyave HKMSECURITAPGiAS ecDesc\Defoui] BUFFER OVERFLOW Length 12
1307.5091 ResCosekey  HKLMASECURITAPGiS SUCCESS
912075091 RegOpenkey  HKLM\SECURITY\Poicy\S SUCCESS Des o5 Read
312075091 #RRecuenVae HKLMSECURITY\Poicy\SecDesc\Defaul] SUCCESS Type: REG_NONE. Length 180, Data 01 00 04 20 300 00 00 A8 00 00 00 0000 1
075082165 = #RAecCosekey  HKLM\SECURITY\PaicsiSec SUCCESS
13075290075 = #RRecCiosekey  HKLM\SECURITYAPoicy SUCCESS =
< >

Showing 16 561 of 81

6.3-pacMm. ProcMon nactypu KYpUHHIIIN

Yumby pactypaan Qoiimananran  xosjga Oapua xapa€HIapHU Ky3aTHII
Mypakkab, SBHH XoAucalap XyJda XaM Kym Ba yjap HWYHMAaH KEPakIHNCHUHU
aHUKIam MymKya. Kepakian MabiyMOTIapHH aXpaThO OJHII Y4YyH YIapHH
¢buntepnam amanra omupwiaad. by amanau Process Monitor nactypuna amanra
omupuin yuyHn “Filter DFilter” 6anaura yTHIAIH.

Ml Process Monitor LFilter

Display entries matching these conditions:

farchiecere — JERIA ] ] then [Include (]

Column Relation Value Action i)
8 ; =|
@ Process ... is SMSs.exe Include =

i Pro Exclude
is Exclude
i e Exclude
is System Exclude
D J Operation beagins with IRP_MJ_ Exclude .“ﬁ

i OK I [ Cancel ]

6.4-pacm. OUIBTP MEHIOCH

Process Explorer époamuoa »yncapaéunapuu Kyzamuw. YOy nacTypuit
Bocuta Windows TOMOHMJIaH WIIa0 YUKWITaH OYIuO, MMHAMUK Tax IHUIAIIIa
KEHI KyJUITaHWIaau. by gacTypuil BOCMTa OpKaldu akTHUB >KapaCHiap pyuXaTUHH,
xapa€Hnap opkanu roknaHrad DLL  Qaiinnap pyiixatunu, >xapaéHiaapHUHT
XYCYCUATIAPUHN Ba TH3UM XaKHJIa YMYMHH MabJIyMOTJIAPHU OJIUII MYMKHH.
byHnan Tamkapu »xapa€HjapHU TYraTHUIl, FOKJIAll KaOW aMajmapHu Oaskapuiil
MymKkuH. JlacTyp oitHacuaa skapaéunap maxapa makiauaa oepunaau. OitHama 7
ycTyH 0Ynmb, Process yctuma sxapaén Homu, PID yctuna sxapaén unentuduxaius
Homepu, CPU yctuna dorigananum kypcatkuuu, Description, Company name,
Working set, Private bytes ycryHnmapuman wubOopar. Opatuil xoyijga JacTyp
oliHacWaa XW3MaTiap MyIITH paHria, *apa¢Hiiap KyK paHria, sSHTH Kapa¢Hiap
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SIIWJI paHrAa, TyraTWiraH skapa€Hiap KU3WI paHraa TacBUpiaHaau. Smmn Ba
KU3WJI paHrjap BaKTUHYANWK caHanaau. 3/ taxymnamga Oy z[aCTyp OpKaJId STHTH
XKapaCHHU XOCI/IJI 6YJII/IHII/I y3rapa11m opKaJIH 6I/IJII/IIII MYMKHH."

File Options View Process Find Users Help

48 55808 & X 8 SOV m— [ I JHE] |
Process CPU  Private Byles S¥aikingSel PID  Description Company Name |4
T System Idle Process 89.06 0K 16K 0
= ] System 0K 216K 4
linterrupts <00 0K 0K n/a Hardware Interrupts and DPCs
= [ smss.exne 184K 376K 532 fucnetuep ceanca Windo... Kopropauus Maiig
[Flosiss.exe 1680K 4 200K 604 Client Server Runtime Process Microsoft Corporatio
= .. winlogon. exe 7564 K 5916K 528 nDurpaMMa Bx00a & cucTe... Kopnopauus Maiikg
= [ services.exe 3536K 5600K cnyk6 U koHT.. K Maiikg,
[ vmacthlp.exe 564 K 2500K E4U VMware Activation Helper VMware, Inc.
= [ svehost.exe 2916K 4664K 868 Generic Host Process for Wi... Microsoft Corporatio
[ wmiprvse.exe 1828K 4760K 3444 WMl Microsoft Corporatio|
[ svchost.exe 1628K 4104 K 3940 Generic Host Process for Wi... Microsoft Corporatio
= [ svchost.exe 15708 K 27160K 1032 Generic Host Process for Wi... Microsoft Corporatio|
[T wsentfy.exe. 516K 2308K 380 Windows Security Center No... Microsoft Corporatio
svchost e: 3 80K 1084 Generic Host Process for Wi... Microsoft Corporatiol
[T svchost.exe 1652K 4372K 1148 Generic Host Process for Wi... Microsoft Corporatio
[spoolsv.exe. 3404K 5272K 1508 Spooler SubSystem &pp Microsoft Corporatio| =
VMWareSaNice,exe 1876K 4556 K 364 YMware Tools Service VMware, Inc.
[Malg.exe 1068K 3476 K 1620 Application Layer Gateway S... Microsoft Corporatio
= [ SbieSvc.exe 1148K 2828K 816 Sandboxie Service Sandboxie Holdings'
[SbieSve.exe 760K 2116K 1592 Sandboxie Service Sandboxie Holdings'
= [ SandborieRpcSs.exe 1820K 4152K 1832 Sandboxie COM Services [R... Sandboxie Holdings|
[ SandboxieDcomLaunch. exe 1304K 2660K 2024 Sandboxie COM Services [D... Sandboxie Holdings!
[ svchostexe 2320K 4180K 996 Generic Host Process for Wi... Microsoft Corporatio
[lsass.exe 3712K 1444K 684 LSA Shell (Export Version) Microsoft Corporatio|
= ) explorer.exe 10 740K 19056K 1672 Mposoarik Kopnopauws Marig|
(&) VMwareTray.exe 828K 3320K 1808 WMware Tools tray application VMware, Inc.
(&) VMwareUser.exe 3084K 8320K 1820 YMware Tools Service VMware, Inc.
PP ctimon.exe 804K 3152K 1852 CTF Loader Microsoft Corporatio
= =4 Totalemd.exe BE76K 6824K 1868 Total Commander 32 bit C. Ghisler & Co.
27 procexp.exe 8780K 12744K 3408 Sysintemals Process Explorer  Sysinternals - vy, ¢
@ firefox.exe 10.94 264 572K 251 872K 384 Firefox Mozilla Corporation
Y mspaint exe 703K 2048K 1972 Paint Kopnopauus Maikg
[JLab03-01.exe 1300K 2748K 1144 v
<l M 2l

CPU Usage: 10.94% Commit Charge: 32.21% Processes: 32 Physical Usage: 80.97%

6.5-pacm. Process Explorer nactypuii Bocutacu KypuHHUIIN

Tannanrax }KapaéHHI/IHF yCThaa CUYKOHYAa TYI'MAaCHMHHU HKKH MdapTa OocuIr

OpKaJIu >kapacH XaKuJa TYJINK MaLJIyMOTra ara Oynuir MyMKI/IH

[ETRt650
_Threads TCRJIP Security || Enwironmenk Jab Strirgs
Image | Performance Performance Graph Disk and Metwork, |

Image File

Wersion: nia
Build Time: Sun Jan 06 17:51:31 20080
Path:

CH\Documents and SettingshadminiMon accymenTelPractical
Command line:

“CHDncuments and SettingsladminiMon AckymsHTeNFractical Malesrs
Current directory:

i Program Files\Sandboxie),
Auknstart Location: .

nia cplore
Parent: <Mon-existent Process>({1604)
;
Lser: MNT AUTHORITYAHOHMAMHBI BXO 0,

Started:  7:20:09 03.10.2015 Bring to Front
Camment: | | Kill Frocess
wirusTotal: |

Data Execution Prewention (DEP) Status:

I ok ] [ cancet ]

6.6-pacm. Process Explorer mactypwuii Bocutacu Xycycustiap olHacH

Verify (mexwupuw) mannosu.Process Explorer macTypuHMHT MyXUM
XyCyCHUSITIaApUHU Oupu Oy — mexwupuws TaHIoBU OYiIubO, Oy OpKaiu >kapaéHHU
XaKUKUH €KM aJIMAIITUPWITaH SKAHJIWTUHU aHWKJIAll MyMKWH. ByHWHT y4yH
nacrypuunrimage 6angunan Verify ryrmacunan 6ocuinn tanad sraiganu. 3/ omatna
Vy3mapuHM OOIIKAa JkapaéH KYpUHHUINUAA KypcaTHINra XapakaT Kuaguiap.
JlacTypHUHT Oy UMKOHUATH 3ca Oy Y3rapHIllHA aHUKJIall UMKOHUHU Oepajiu.

Kamopnapnu conuwmupuw. Process Explorer macTypuHUHT SsHU OMp MyXUM

! Michael Sikorski, Andrew Honig. Practical malware analysis. 47 —c.
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XycycusiTnapunan Oupu Oy — Kapa€HIapHU Y3TapTUPWIMILINHU aHUKIAIIIUD.
Opnatna xymnad 3/ map y3uHu Oolka »kapa€H opkacura smvpand. KapaHHUHT
JUCKJlara IIakjiyd Ba YHHUHI XOTHpara IOKJIaHTaH IMIakid opacuaa ¢dapk ro3ara
kemaad. 3] Auckaard MAakJIWHW 3Mac, XOTUpaJard KHUMAaTUHU Y3rapTUpau,
SbHU, Y3UHU (DYHKUMSTIAPUHU KOUITAIITUPATH.

| P rr—" o
wage |  Pefomance | Pedormance Graoh | Theads | wage |  Pefomance | Pedormance Greph | Theads |
TCPAP | Secuity | Envimnment Simnge TCPAP | Secuity | Envirenment Simnge

Prrmtable stnnga found i the poan: Prrmtabls atnnga found i the poan:

eniContral St Senvices

i
WORITES
I—" SoariaBug
pecisiou

I+ NoeEaite =

& age  © Memery G | Fird | " mage & Memory Sove | Fird |
cnee_| o |
L E

6.7-pacMm. KatopiapHu coNUmTupHIi

Regshot oacmypu opkanu pecucmop xonamu y3zapumiunu anuxiaumi. by
JACTYpUN BOCUTA PETMCTOPHUHT MKKU XOJaTHUHU OUp-OMpU OWIIaH COJIMIITUPHIILL
yayH ¢oiinananmmamm.’

Hactypnan ¢oiganaHuil y9yH AacTiad perucTOpJapHUHT >KOpUN XOJaTh
omuuany (1% shotryrmacuun 6ocumr opkann). Ilysnan cyur 3J] rokinanaay Ba OT
MabJIyM Y3rapuiuiap OYIuIM Ky3aTWiagud Ba JacTyp Oy y3rapunuiapHu €3u0
omuum yayr 2" shotryrmacu Gocwmamm. IyHIZAH CYHr ONMHraH HKKH XOJAT

comparetyrMacuHu O0CHUII OpKaiu conumTupuiaau (6.8-pacm).
TE

’—Compare logs save as:

% Plain DT HTML document

2nd shiot I

™ Zecan diri[;dir2;dr3;.. . ;di nn]: compare |
C:IWINDOWS aon I
I : o Clear: I

Qutput path: ———— Quit I
’V| CHDOCUME~ TuseriLacal| .. | |

About

"Add comment into the log:

! —

6.8-pacm. Regshot nactypu

Kanoaku mapmoxk. bab3u 3]] napHu TapMoKlIa Kadepia yIyHUIIMHU
aHUKJIala Kajabakd TapMOKJIapJaH KeHr doinananunaau, SbHU, 31 XaKukuit
TapMOKJa YJaHUII VpHUTA KalOakW spaTUiTaH TapMOKKa YyjaHaiau. byHuHT
HaTwxkacuaa 3[HuHT TapMoKIaru GaoJUATUHU Ky3aTHIII UMKOHHSITH SIPATHIIAIIH.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 57 — c.
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ApateDNS oacmypu.YuiOy nactypuii Bocuta opkKayiu 3/] map TomoHHMmaH
6epuiran DNScypoBIapHH Ky3aTHII IMKOHH MaBxkyx (6.9-pacm). *

=I2)x
Capture Window | DNS Hex View I

Time | Domain Requested | DNS Retumed |
13:22.08 @ evil matwar3.com FOUND

[+] Using 127.0.0.1 as retum DNS IP!

+] DMS set to 127.0.0.1 on AMD PCMET Family PC| Ethemet Adapter - Packet Scheduler Minipart.
+] Sending valid DMS response of first request.

<] Server started at 13:21:26 successfully.

DMNS Reply IP (Default: Cument Gatway/DNS): [127.0.0.1

#of NXDOMAIN'S: |: (3]

Seected Interface: [A41D PCNET Famiy PCI Bthemet Adapter -z @) | =198 SEner

(2]

Start Server

6.9-pacm. ApateDNS nactypu KypuHHIIN

by nmactypuit Bocuta doitnananyBun IKuunr IP man3unu Ba 53 moprtu
OpKaJId Ky3aTyBHHM amaira omupu0d, kKaOyn kuwinHran DNS cyposra xaBoO
KaiiTapaau Ba KaOyJn KWIMHTaH CYpOBHU (QoifiaJaHyBUUra VH OJTWIMK CAaHOK
tuzumuga Ba ASCII crangapTuaa HAMOMUII TAJIH.

by nactypmii BocuTajan (oHAaNlaHUII YYyH, pacMia KypcaTwiran 2
O0angma, DNS cypoBHM KaOyn KWIyBUM MaH3WIHM Kypcatuil, 4 OaHaa MOC
TapMOK WHTep(dECHHU TaHIall Ba IIYHJIAH CYHI CEPBEPHU IOKJAIll TyrMacHUHU
oocum tanad stwianu. llynnan cyur 31 Tomonunan ro6opuiaran DNS cyposra
XKaBoO (oiiiamaHyBYUra HAMOWUII STUITAH.

Mypakkad cTaTUK TaxXJuJ Bocutanapu. bynu amanra ommpumpga IDA
Pro pactypuman ¢oinananunanu. by nmactypuii Bocuta opkanu Portable
Executable (PE), Common Object File Format (COFF),Executable and Linking
Format (ELF) Typunaru ¢aitimapau nu3acceMOpia MyMKHH.

IDA Pro oacmypuoa 3/ napuu roxnaw.Y1ly nacTypuii BOCUTajIa
TaxIMJIJIAaHYBYM TACTYPHH IOKJIAI YUYyH kuxo3iap nanemunan “Load a new file or
database” OanauMHW TaHJIAHAIM Ba KyWuaarm oWHaA Xocwa OViaau. byHna
IDAProgactypu rokianras gactypHu (OpMaTUHU Ba MPOIECCOP aPXUTEKTYPACUHU
K}"lpcaTaz[H.Z

! Michael Sikorski, Andrew Honig. Practical malware analysis. 51 — c.
2 Michael Sikorski, Andrew Honig. Practical malware analysis. 88 — c.
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rd S ettingsadmin“ktomn goyraedrePractical b aled)

] [pre= I

Intel S0=586 processars - metapc |

Analusis
Loading segrment [
Loading offset Indicator enabled

Options

[ Kernel options1 ]
[dLoad resources
Renames DLL entries -
[ FManual load [ Eernsl options= ]

Pake imports segment [ Processor o plions ]
[l Create FLAT group

Swstern DLL directory CoAS TN D O S

I [T 1 [ Cancel | | Help ]

6.10 — pacm.

Ymly mactypuil BOCMTa UKKH MYXHUTra, rpauk Ba TEKCT MYXUTHTra Jra.
Ymly mactypHUHT TpaduKk MyXHTHIA TaXJWLIAHYBUM JacCTypHid BOCHUTa OJIOK
cXeMa Ba pPaHIJIap acocua TaCBUpIaHaau. Tekc MyXUTHIA 3ca XOTUPA MaH3MUITU Ba
YHJIa )KOWJIAITaH acceMOIep KOl TaCBUpIIaHa/IH.

I'padpuk  MyxuTaa Komjap  OJaWJAa  MaH3WIHM  YHKApHUII  yYyH
“Option>General>” 6anaura ytunanau Ba “Line Prefix” Oenrninanany.

IDA Pro nactypu MyxuTuaa Kyiugard oMHanap MaBxKy/I:

1. Functions window. ®oiinananmirad (GyHKOMsIAp PYHXaTHHA Y3 WYMTA
onamu. by oiinana (F, L, S, Ba xak) ycrynnap maBxkyn 6ynu6, L kypcaTtkuuum
KyTyOXoHa (PyHKIUSACH SKAHIUTUHU OUIITUPAJIH.

2. Names window. Xap maH3wiIHH HOMJIap OWJIaH aranaad, (QYHKIHUIAp,
KaTopiap, KOJ HOMJIapH, MabIyMOT HOMJIAPH.

3. Strings window. bapua karopiapHu Kypcaraiy.

4. Imports window. ®aiin yayH UMIOPT KWJIMHTaH KyTyOXOoHaap pynxaru.

5. Exports window. ®aiin yuyyH 3KCIOPT KWJIMHTaH KyTyOXOHamap pynxartu.
Yy oitna DLL pyHKIusmapau Taxj i1 KWIKIIAA KyAa MyXUMIUDP.

6. Structures window. bapua MaBxy MabJIyMOT CTPYKTYpaJlapUHU PYHXaTH.

Ym0y gactypia MabiyM HMIUIApHU Oakapranjaa Typi y3rapuiuiap ro3ara
kenaau. Jlactimabku xoiaa Kaitum yayH 3ca “Windows—>Reset Desktop” Ganan
TaHJIaHA]TH.

Kyiingaru accemOnep kojaaa OOFJIaHUILIIAP KEATUPHITaH OYiauo, yJIapHUHT
acocuii yura Tupu 60p:

— Sub links. Ynap ¢yukmusiap, printf Ba sub 4010A0 ra yxmami, rOKIaril
YUyH HIUTATATIAIN;

— Loc links.Cakpam kepak Oynaran Qynkuusuiapau, loc 40107E  Ba
loc 401097 ra yxmai, rokJail yayH Qoigaianuiaam,

— Offset links. XoTtupara KyinIuim Kkepak Oyiaran OOrIaHUIILIap.
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00401075 jnz short @loc_40107E
00401077 mov [ebp+var_10], 1
0040107E loc_40107E: ; CODE XREF: ©@@sub 401040+35]
0040107E cmp [ebp+var _C], o
00401082 jnz short @loc_401097
00401084 mov eax, [ebp+var_4]
00401087 mov [esp+18h+var_14], eax
0040108B mov [esp+18h+var_18], offset @aPrintNumberD ; "Print Number= %d\n"
00401092 call @printf
00401097 call @sub_4010A0
6.11-pacm.

FOxopunaru 6.11-pacMaa 1 HykTanapja CHYKOHYA TyrMacud MKKH MapTa
Oocwiica, yHIA Kepakiu MaHu3wira yrtuiamd. 2 Hykraga Cross-references
kypcatunran 0ymuob, ymap kypcatunran0x401075 man3wira YTUIl KEpaKIUTHHU
ownupau.

Man3unca cakpaw. BepTyan xoThpa MaH3Wiaura cakpam yuyyH ogauii G
TyrmMacu Oocujiagu Ba Kepakiu Oynaran Man3un €ku sub 401730 €xu printf
XOJIaT/ia KAPUTWIAJAW. ByHJIaH Tamkapu KeHrauTupuiral xojiga Jump ->Jump to
File Offset 6anau TaHIaHHUIIN MYMKHH.

JlactypHuHr Search olHacu OpKaldu Kepakid KOJIHH, TEKCTHH, OaWTiIap
KETMa-KETJIMTUHU KUJIUPUIIT MYMKHH.

Cross-references zapoan ¢oimananum. YmoOy karraaukiaap IDA  Pro
nactypuna XxXref Homm Owinan TaHukiIM OYimO, Kaiich Kartop €ku (QYyHKIHS
doiinanaHnNaETraliIiTuHy -~ Kypcataad. Arap Kadcuaup (QyHKOUS —Xakuga
MabIyMOT Kepak Oyica, Cross-references nan (oiinananran xoijia OyHU COITAIHUK
OwJiaH aManra OIIMPUIIT MyMKHH.

Koo Cross-references.Kyinnaru konaa Kon Cross-references TacBupiianran
oymu6, 1 xucmma sub 401000 dynkums main ¢ysxnuscuna 0x3 maH3umuga
yakupuiMokaa. 2 xonaraaru Cross-referencesma sca kypcatuirad MaH3WITa YTHII
avitiiran (6.12-pacwm).

00401000 sub_401000 proc near ; ©®CODE XREF: _main+3p
00401000 push ebp
00401001 mov ebp, esp|
00401003  loc_401003: ; ®CODE XREF: sub_401000+19]
00401003 mov eax, 1

6.12-pacm

bepwiran accemOnep koauaa Oupop Oup GYHKIUSHU Heda MapaToda
YaKUPWITaHJIUTUHA aHUKJIAIll Y4yH, QYHKIKS HOMHU ycTHia X TyrMacu OOCHIIa/Iu.
Ymby pactypuii BocuTa OpKaidd —(QyHKUMsUIApAAa HUIOTUPOK  ATraH
y3rapyBumijap Ba IapaMmMeTpjapHU aHUKJIAll MMKOHUATH MaBxyZd. Jlokan
y3rapyBumMiap var_ o Kymumyacu ounan oepunanu. [lapamerpriap aca arg_ ong
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KyImmuMYacy Ousian Oepusaim.

IDA Pro gactypu accem6Giep komnapaa doigananuiarad 16 oJTUIUK CaHOK
TU3UMUAArd KaTTAIMKIAPHU TYpJU CaHOK TU3UMIIapua udoaanan UMKOHUTA 3ra.
Bynunr yuyn accemOniep kojmaH 16 TuzuMuaarda KAWMaTHU TONMMHI Ba YHHUHT
yCTUra CHUYKOHYAHW VHT TyrMacuHH OocuHT. Xocui OyiaraH oOWHaJaH CH3
KUMMAaTHHA TYpJW CAHOK TU3MMIIAPUIATHA KYPUHUIIWMHU KYPHUIIUHIU3 MyMKHH. by
MMKOHUSIT MabJIyM KaTOpJapHM Ba KaTTAIMKJIAPHU  aHUKJIAIIIA  KEHT
doitnananunagm.

Ymby gactypuit BocuTaaa Kojajgap Typjivya panriapa udoaaiaHau:

—  0Y KYK paHria KyTyOxoHa Koajapu udoaanaHaiy;
—  KU3WI paHrja KOMIWISATOP XOCUJT KAJITaH Koaiap udoaanaHaiIm;
— TYK KYK panrjaa ¢oigananysuu €3rad Koajap udoaanaHaIu.

bynnan kenu6 wyukamaku 3J[ Taxymun sTraHga TYK KYK paHrjard Kojjapra
KYIIPOK 3THOOP KapaTHIl Kepak Oymaau.

Mypakkad nuHaMuk Taxjawi. Mypakkad nuHamuk Taxymna OllDbgv2.01
debugger nactypuna amanra ommpunagn. Ym0y nactyp x86 apxXuTeKTypacuaaru
debuggernam yuyn doitnananunu6, 6y nactypaa 3/ roxmam éxu LK xotupacuna
foknadrad 3/ Hu debug kwmmm myMmkuH. Ym0y nactypuil Bocuta 3/[mapHuHr
JTUHAMUK TaxIWinAaa KeHr doipanannnaan. Ymoy gactyp 3/] Ttaxiummam ydyH
UIUIATUIITA KaJap, JacTypiaapHU Oy3UIll YUyH (KPEK KUJIHUII) (boﬁz[anaHHnraH.l

3/] wknaw. YOy nacrypnaa 31 UKKU ycyijaa rOKJIall MyMKUH. bupunurcu
3] =Hu (aiimgaH OKIAml Ba MKKWHYUCH KOMITBIOTEp XOTHpacuaa IokimaHraH 3]]
TyTiO ol opkanu debug Kumaam.

File Wwiews Debug Trace Options Windows Help

4o x] =[=[n] =i o] nE[MT]c]=] B[M[HE] 5

| Select 32-bit executable and Specify arguments

Manka: I“"’ NokaneHeii avck, [C:] LI = ¥ EF-

IC)Documents and Settings ELabDl—Dl
IC ) Program Files [™Laboz-01
OSandbox E skrings
IC) Tokal Commander

ICWINDOWS

= Labo1-01

WA aiina: Lah[ﬂ -01 OTkpems I
Tun dafiaos: |Executable, DLL or link [“exe,~d"Ink] | OTreta |
Arguments: I ;I

QlvDbg +2.01 [preliminary verzion - under dewvelopment!] Ready

6.13 — pacm. Auru 3/1 roxmant (File=>Open)

H3zox: arguments 6anou opkanu 3/] kamop opkanu Kupyeuu apeymMeHmaapHu
KUPUMUUL MYMKUH.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 180 — c.
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Fil= Wiews Debug Trace ©Options MWindows Help

| Select process to attach

Harme i Fath

[Swsterm Pro I:Systen Frocess]

Swstemn Systel

SMSS \SystemRoot\SystemSE\smss e

WMwareSerw i C \Program Files UMware-UMware Tools-UMwareSerwi
-z ) DOwS\‘Sy‘StEI‘ISZ\C‘SI‘SS EHE

4| winlogon
services
l=sass

wracth lp

sEnE
- eHE
-ene
IHDOWS~systemS2~swchost . exe
Explorexr FProgcam Manager IMOOWS~Exp lorer . EXE
spoo lew
T2 | UMware Traw

=l Commandsr 7.58 relesas rmmander~Totalo
<Dl lyDb > HFIRED FDLDER\OdngBla\Ol lydbg =HE
G WINDOWS sy stenIZ~swchost . exHe
MEpSint open — Paint Cr~WINDOWS sy stemE2~nmEpaint . exa

To find process. start typing itz name Attach I

| [Peady
6.14 — pacm. XKapaénna roxnanran 3/1 ryrum (File—=> Attach)

OlleDbg +2.01 [preliminary version - under development!]

YOy mactypuit BocuTaHUHT nHTepdeiicu Kyiuaaru olHazapaad noopar:

[€] File View Debug Trax

jndons Help
[EE IR I R E]

Ll
Ll
1 ERSERS

6. 15 pacm. OllyDbg JacTypH UHTepdeiicu

Disassembler window 1. By oitnadebugger macTypuHUHT acceMOiep KOAMIaH
nbopar. Accembnep kypcatMaHu KM MabIyMOTHH Y3TrapTUPHIN YUyH YOy oliHa
yCTHAA npoben TYTMAaCUHN OOCHII Tanad dTUIIAIH.

Registers window 2. Ym0y oitnaga debugger mactypuma perucropiapHHHT
)opuil XonaTuHU Kkypcataau. Jlactyp debuggermam kwmmm sxkapaéHuna ymoy
perucTopiap KuitMaTiapy y3rapu6 6opaiu. Y3rapuIlnHyi paHTIary y3rapyuiiapaanH
Ounmui MyMKHH. Perucrop KuWMaTHHHM Y3rapTHUPUII yUYyH TETHIUIM PETHUCTOP
YCTUJa CHUKOHUYAHHUHT VHT TyrMacu 6ocuiiaau Ba “Modify” 6anau TaHIaHaIu.

Stack window 3. Ym0y oitHaga debug kuiauHaéTraH OKMM XOTHpacHja
CTEKHUHT KOpUM XOJIATMHU Kypcaraau. by oliHama OepuiraH OKUMHHUHT FOKOPHU
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CTE€KW HAMOMMUIII STUJIA]IN.

Memory dump window 4. Ym0y oiiHaga XOTHpagard MabayMOTJIap
Hamolum stunaan. Ymoy oitHaga CTRL-G Tyrmanmapunu Oocuill OpKajiu
KEpaKJId XOTUPA MABIYMOTH OJUHAIH.

Xomupa xapumacu. Xotupa xaputacu okHacu (View—>Memory map)
debuggermananuran mactyp TOMOHUAAH SKOWIAIITUPWITAH Oapya XOTHpa
OonmoxmapuHu kypcaragu. Kyitmma OJOKHOT JacTypUHHHI XOTHpa XapUTacH
kentupwirad (6.16 — pacwm).

~iEix]
Address |Size Ouner Section |[Contains Type |Access ;l
a1 6808  BOeA1686 Friv |RY
B0EZ0880608  B0ea16868 Friv |RW

8012 Ca08 | e0ea1808 Priv |RM Gua
BBA121A0A | BAEA288A stack of main thrcod|Priv |RBY  Gua
BP1300008 606020868 Map |R
B81400008 606040868 Priv |RU
BE240000  GOCAC @86 Priv |RY
AR250A008 | AAEAZA8A Map |RU
AA26AAAA | FAR1 £ AAA Map (R
AA280A8A | BAR3DAAA Map (R
Bh2CoA08 | BAE41888 Map |R

BA31 0404 | BBEAEAAA Map |R
BA320404 | BBEA40A8 Priv |RY
BA330A04 | ABEA3AAA Map |R
Ba48088d | BEEE1888 | nc FE header Inag |R

BA481 980 | BIEBAVBPA | nc .text code Inag R
PA4NEANA | BARAZAPA | nc -prdata imports Inayg |R
BA<41AEANA | BAEAZ898 | nc .data data Inay |R
71iAAB0B08 | 60681888  WSZHELP FE header Inay |R
TiAA1808 | B0EA4888 | WSZHELP | .text code,.inports .exports | Inag |[R
FLAn5008 | BBEA18868 | WSZHELP | .data dato Inog |R
LnNcE08 | 0601888 | WE2HELP | .rsrc PESOURCEE Inag |R

"M AOATE00 | GBE01084 | USIHELP | .»eloc relocations Inag|R

M AROAAA | BARA1GAA | LE2_32 FE headew Inay|R
LAB1A0A | PAG1 @88 | US2_32 _text code . inports . exports [ Inag |R
71LAC4A0A | BARA1AAA | WS2_32 -data data Inag |R
Z1ACSA88 | BBER18AG WS2 32 .PSIC FESOUFCES Inag (R
Z1LACEH0A | BAEA1GAA | US2_32 .reloc relocations Inay R
77C10808 | BAPA18AA | msvcrt FE header Inay R
770116088 | BAE4CH8A | msucrt text code.inports.exports | Inag |R
77050800 | BAEAYAAA | meucrt .data data Inag|R
77064009 | BAEP1PPA | msucrt .PEPC YESOUPCES Inag R
77065808 HARA3ZAPA | msucrt .reloc relocations Inay |R Ll

6.16 — pacm. nc.exenacTypu XoTHpa Xapuracu

Oxkum ea cmeknapuu kKypuw. 3]| xynnabd oxumuap ¢oigaTaHUITHIIH
MyMKHH. TaxJWIaHyBYM AacTypAa OKUMIApHH Kypuin ydyH View—>Threads
Oannunan ¢oiinananunaayd. by oliHa OKUMIIADHUHT XOTHpPA MaH3UJIU Ba YJIAPHUHT
MaB)KyJ XOJATUHU KypcaTaau (aKTHUB, May3a XOJIaTU E€KU Kapa€H BaKTUHYAIHMK
TYXTaTUiraH). Arap OKUM OUTTaJaH Kyn OYyiraH TakAupa, yjaapra BaKTHUHYAIUK
TYXTaTUO TypH, KEPAKIMCHUHM HIUIATAII MYMKHUH. Xap OUp OKMMHHU Yy3Hra
Terunum cTeku O0ymanu. 6.16 — pacmaa main okumu cteku “‘stack of main thread”
EpauFy OMJIaH HOMJIAHTaH.

Koonu mwknawm. OllyDbg nactypuma 3] debug xumum ydyH IOKIaId

KyHuaarua ycyjuiapas poigananuiagm.

DyHKuuA Menio Tyrmanap Epauk kypunumm
OupukMacu
Run Debug->Run F9 >
Pause F12 ||
Run thread Debug—>Run thread F11 ﬂ
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Single-step/step-into Debug->Step Into F7 b

Step-over Debug->Step Over F8 4

Run until return Debug->Execute till Ctrl-F9 |
Return

Run until user code Alt-F9 U

Kenr ¢oipananmnaguran Run Ba Pause TanioBiapu, JacTypHHM HILUHU
Oormuiamnt Ba TYXTaTUII yU4yH (OoNJaTaHnuIIaIH.

Execute till User Code Tannosu 31 Taxiuiuiamiga KeHr ¢oiiaaaHuIagm.

Tyxmamuw nykmacu. by HyKra TaxJIAJUIOBYM TOMOHHUIAH YpPHATHIAJH.
Jlactyp 11y HyKTara KeJIruHAa TYXTalau Ba TaXJWLUIOBYUHU OyWPYFUHU KyTaH.
OllyDbg nactypuna Oup HeuTa, AacTyp TYXTAaTHUII HYKTacH, KypwjiMa TYXTaTHLI
HYKTaCH,lIapTiId TYXTATHII HYKTaJapu Ba XOTHUPA TYXTaTHII HyKTaJlapuJIaH
¢oiinagaHuIll MyMKHH.

TyxXxTaTuml HYKTaCMHM KyWHII Ba oiau0 Tanuiam ydyyH F2 Tyrmacupaan
doitnananunaan. bapua TyXTaTHIl HyKTaJIapuHU KYpHILI YYYyH KyWHUJard pacmia
KEeNTUpWITaH TapTuO TaHJaHaau €KUM yJApHUHI KUCKAa TyrMmajiap B|MH| 1y
OMpUHU TaHJAIl OPKAJIN amara OlUpUIaIu.

Debug Trace Options Wir

Log Alk+L
Executable modules Alk+E

Memory map Ak
Threads Ale+T
CPU Ak
Watches Aty

Search resulks
Fun trace

IMT3 breakpoints Alt+EB
Memory breakpoinks alk+Y

Hardware breakpoints  Alk+H

Source Files

File...

6.17 — pacm.

Hacmyp myxmamuw nykmacu. strings aactypu 3J{maru kKaropiapHu

KYpulll UMKOHUHU Oepaau. 3]1 sspaTyBumiapu 3ca Oy TaxJujira Kapum KaTopjapHu

MabJIyM CTaHjapTiiapra KoJJaml ycyluaaH QoiajaHuIaan Ba Karopiap

TymryHuO OynMac xonra yTkasmiaau. 3]1 rokinaHTraHia KoaJIaHTaH KaTop XOoTupara

IOKJIaHraHgan cyHr, String Decoder dyHknmsutapu opkainu IeKoaepiaHaau Ba

KEepakKJin O4YWK KaTtop onuHamu (6.18 - pacm). Ym0y TYXTaTUIl HYKTacH YCYyJd

nexkonypiam (yHKUMSICH MaBXKyJA XoJulapja kKaTta camapa Oepaau. by xonna

tyxtarui String_Decoder yakupuiaranian CyHr KyWnuiaaau Ba KEpakiu OYMK KaTop
OJIMHA[IH.
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push offset "4NNpTNHLKIXoPm7iBhUAjvRKNaUVBlI™"
call String Decoder

push offset "ugKLdN1LTéemldCeZi72mUjieuBqdfz"
call String Decoder

6.18 — pacm.

Hlapmau myxmamuw nykmacu. by Xonaa JacTyp TYXTaJIHIIA MabIyM
mapt OaxapwiraH Xojia TyxTahau. by ycyn Taxjuuiaml BakKTUHHA —TEKall
Makcaauaa KeHr Qoinananuwnaau. by Typaarm TyXTatdmigad —Kydugaruda
doiinanaHuIll MyMKHH:

— Debuggernam oifHacuia CHYKOHYAaHMHT YHI Tyrmacu Oocwiaad Ba
KylHIara KeTMa-KeTiuK Tannananan: Breakpoint—> Conditional;

— Kepaknu mapt kuputwiaan Ba OKryrmacu Oocunaau, Macamas,
[ESP+8]>100;

— Play tyrmacunu 6ocuin opkainu mapTt OaKapuiaInIiyl Ky THIIaIu.

Kypuama myxmamuw nykmacu. by ycynna KypuiMma perucTopiapujaH
doitnananunagn. by ycyn xyma xam Te3 amanra omupwiagud. by ycyn
KaMUYMJUTUTA OUp BaKTHHUHT Y3HJla TYPTTA TYXTATHUII HYKTAaCUHHU KYHHUII MYMKUH.
By ycynma TyxTaTMil HyKTacMHU Kyuuin ydyH Breakpoint->Hardware, on
ExecutionkeTMa-KeTJIUTH TaHJIAHA/IH.

Xomupa myxmamuw nykmacu. by ycyinja TyXTaTuuiap XOTUpaja amanra
omnpuiaau. TyXTtatum HyKTacu cudartujga XoThpa aJpecHu OJMHAAM Ba XOTUpPa
MaH3WIA KeTMa-Keriauruna xapakartiantupuiaau. OllyDbg nactypu xotupa
TYXTAaTUIl HYKTacH ycynuHu &3um (write), Ykum (read) Ba amayira OUIMPHII
(execute) xonarnapu y4yH KyJuiaiml UMKOHMHH Oepaau. By ycynman ¢oiinamanuna
y4yH CHYKOHYAHMHI YHT Tyrmacu Oocuian0, Breakpoint—>Memory, on Access
KEeTMa — KeTJIUTH TaHJIaHAH.

By ycyn acocan macrypaa DLL ¢aiinn roKJaHUMIIM BaKTUHU aHUKJIAIl YUYH
UIUTATUIAAU. ByHUHT ydyH KyHuJaru KeTMa-KeTJIuK aMalira Ol pUIIau:

— Xorupa xaputacura yTuO, kepakiu DLL ycTuma CHYKOHYAHUHT VHT
TyrmMacu Oocuianu (.text Oynumuma);

— Set Memory Breakpoint on Access 0aHAWHU TaHJIAHT;

— F9 6ocuanu Ba KalTaiaH FOKJIAI aMalira OIITHPHIIA]IH.

by ycynna .text 6ynmumuga DLL roknaHranaad CYHT TYXTaTHIIA/IH.

Xamonuxknap maxnunu. Debuggernain sxapaéHu BaKTHIA TYpPJM HUCTHUCHO
xonatinap OYymumm wmymkuH. by xomma OllyDbg nactypu debuggernamnu
TYXTaTagd Ba WCTUCHO XojaTra kypcataau. by xonma ¢oiinananyBun
KyhHugaruiapaad OUpUHU TaHIaml Tanad dSTUIaIu:
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—  Shift-F7 6ocumr Ba ucTucHO X0Mat Muura YTui,
— Shift-F8 6ocuiin Ba HICTUCHO X0JIaTAaH KeWHHIH X0JIaTra Y THIII;
—  Shift-F9 6ocuii Ba HICTUCHOHM TYTHII XOJIATHHHU EKHIIL
OllyDbg nmactypuna 3/ taxjauinamga ogaTaa 6apya HUCTHCHO XOJIaTJIapHU
Yaupub Kyium taBcus dTIwiaau. by amanra ommpumn yayH Options—>Exceptions
Oanaura yTUiaau:

oz =

Code Ignored exceptions

Mnemonics
Egs,r:?f; ¥ lgnore memary access violations in KERNEL3Z
Dump
Strings
Debuaging. [ INT3breaks
Debugging data

Ignore [pass to debugged program) following exceptions:

[ Single-step breaks

Events I~ Memary access vidlations
E xceptions
Fiun trace
Hit race I Irwald or privileged instructions

Justin-time -
Analysis ™ AIFPU exceptions
Advanced

Irwealid cormmands

I Integer divizion by 0

I lgnore also the following custorn exceptions or ranges:

Search
CPU
tare CPU
Directories
Errars and warnings
Appearance
Defauls

Startup
Fonts
Colours Iv Feport ignored exceptions to log

I Pass unprocessed exceptions to Unhandled Exception Filker

Code highlighting
Miscellaneous

oK | Cancel |

6.19 — pacm. Exception MeHtOCH

Vizapmupuw. OllyDbg nacTypu nacTypia IOKIAaHTaH MabIyMOTIApHH,
perucTop KUMMAaTIapuHU Y3rapTUpPUIl HUMKOHUHU Oepanu. bByHuUHr yuyH
Disassembler window oitrHacunan Edit—>Binary Edit 6anau TanIaHamy.

Tomuupuk
1. HOkopuaa kypcarmiran kypcanmanap acocuaa Lab01-02.exe, Lab01-03.exe
Ba Lab01-04.exe 3/] nmapHM 1OKOpHMJIa HOMH KEITHPHWITAH CTATHK TaxJIWJUIAII
Bocutanapu Ba http://www.VirusTotal.com/Bocuracu acocuaa TaxJui STHICHH.
2. Slpatunran 3]] spatunraH KyHU.

3. Kaiicu xyTyOXOHara Terunuiyd Kauma Qaiuiap UMIOpT KWJIMHTAH Ba yiap
Bazudacu.

4. 3]1 TapMOK XycycusiTIapura KaHjaai Tacup Kujaaam.

5. Ymly 3/] MakcaauHu aHUKJIAIITa XapakaT KHJIUHT.

6. Lab03-0l.exe 3apapkyHaHga JOyCTYpMHH IOKJIAHT Ba KyHUJardjapHU
Oa’KapuHT:

7. Hactmab procmon, process explorer, regshot, ApadeDNS nactypiapunu
FOKJIaHT;

8. Wlynman cyur 3JI rokianr. MabiyM BakT VYTraHjaH CYHI IOKJIAHTaH
JAHAMUK TaxJIWJUIall BOCUTAJIAPU XOJATUHHM Ky3aTUHI. ByHJIaH TallKapu CTaTUK
Tax)IWJIJIAl  BOCUTANApUAaH (QoiaJaHrad Xojjia KyliuM4ya MabIyMOTJIApHU
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OJIMHT.

9. Onunran Hatwxanap acocuaa 3/ ra raBcud OepuHr.

10. IDA Pro mactypuma Lab05-01.dll daiinuan Taxania KWIMHT Ba KyWHIard
caBoJuIapra »aBo0 OCpHHT:

11. DlIIMain MaH3WJIMHHA aHUKJIAHT;

12. Imports oviHacuman ¢oigamanran xohga gethostbyname dynkuusicuan
UMITOPT KWJIMHTAH MaH3WINHY aHUKJIaHT;

13. Gethostbyname HeuTa GyHKITMS TOMOHHUIAH YaKUPTHPHUIITAH;

14. 0x10001757 wmanzunga gethostbyname YakupUITAHIMIMHU aHUKJIAHT Ba
Kaiicu man3uiara DNS cypoBu 1000pUiITaHIUTMHU aHUKJIAHT

15. 0x10001656 manzunga IDA Pro TomMoHHMmaH HedTa JIOKad Y3rapyBuujap
aHUKJIAHH.

Ha3zopat caBoJuiapu
CraTuk TaxJuuIanl yCyJUIapUHUHT KaMYIMITHKIIApH.
JInHAMUK TaxTMILIAITHUHT ad3auIiKiIapy.
PE daitapau rokiamn ycyiiapu.
Teckapu MyXaHIUCIUK UHKUHEPUSICH.

ok wWwhE

Karopnap 6yiinua Taxjiuuiaiil.
DoiaJaAHWITAH aga0uéTiap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. Michael Sikorski, Andrew Honig. Practical malware analysis. 2012.
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/— amanuii MalFyJao0T. Java jactypJam TWInAa XxaB(hcus 1acTypJiapHu
sIpaTHII

HMmpan wmakcaa: Java macrypmam  Tuiauaa  XaBQCU3  TacTypHid
TabMUHOTJIAPHU SPATHUII KYHUKMATapUHU dTalljianl.

Macananuur Kyimammm: Java gactypiam Twidaa Oepuiran BasudaHu
amaJjira olmMpyBYH XaBPCU3 JACTypUl TABMUHOTIIAP SIPATHIICHH.

Nuau 6askapui y4yH HAaMyHa

N3oxam TWutapy SHT OKOPH Japakaid Twuiap xucooOmanamu. Kymiabd
nactypuwiiap aHan my Twuiapaad, C#, Perl, .Net Ba Javad oiinanananunap. by
TWUIapAaH €3WIraH KoJylap MalluHa TUJIWMTra KOMIWISIHS STUIMaiIu, Oajku
OaifTkomnapaa  yTkazunaau. balTkommap — JacTypuil  KOJUIapHH — OpajK
udonanmanumy  OYynub,  UHTEpHIpUTATOpIap  OpPKaJd  MalllMHA  KOJWra
aWJIAHTUPUIIAIH.

Java pactypnam tunuaa 6apua gactiaOKu KoJJIap aBBall .java KeHraiTma
Ownan TyralauraH o4MK Tekc dainga &3wraan. Ymoly daingarua Koj
UHTEpHpUTATOp OpKaiu .class keHraiitmanu ¢aiinra yTkazwiagu. Ymoy daitn
mpolieccopia  Tabuit  OyiraH  KojjiapjaH 3mac, OaiKku Java Bepryan
MarmuHacuHUHT (Java VM) tunm Gaitkouiapiaan ubopar Oymanu. lllynnan cyHr
KaBaHW WIITa TYUIYpyBUM KypWUiMa CHU3HUHI HIIOBA — JACTypHHTH3HH Java
BepTyaJl MalIuHacua uira Tymupanu (7.1 - pacm).

/‘ﬁ ompiler % ""ﬁ .- 0100101... |
~ mialags BOTESS
Z zZ

MyProgram. java MyProgram.class My Program

7.1 — pacm. JlacTypuif TAabMUHOTHU IOKJIAITHUHT YMYMUN KYPUHUIIIH

Kyitmpa Java pactypnmam Ttunauaga €3WwiraH  copja  JacTypud KoM
KEeJITUPUJITAH:
* HelloWorld. java
*/
public class HelloWorld
{

public static void main(String[] args) {
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System.out.println("Hello World!");

Xocun Oynran .class QaitHm Typim omepanuoH TH3UMIIApAa FOKJIAII
UMKOHM OYNTaHIuTh Y4yH, Java nmacTypiam TWIH Kyn IatGopMaid THIT
XUCOOJIaHa I

Java Program

| class HelloWorldhpp {

public static void main(string [] acgs) {
System.out . princla("Halleo Wezldl®):

| ]

[¥

L

HelloWorldhpp . java

Comgilar "‘ A

.—’"i: T '\\.\

4 ™

¢ @ ©

J |
-
p E - P
e Al <
Whind2 ‘- MacDs

UNIX

7.2 — pacm. Javaau kyn miatdopmanapaa ¢hoiaTaHAIUIIH

Java naardopmacu. Ilnarpopma Oy — ycKkyHaBui €k JaCTypUil TABMUHOT
MyXHTH OYnuO, yHAa gacTyp wumra tymupunaau. [lnatdopma cudarnpa xyn
xoJutapaa Microsoft Windows, Linux, Solaris OS Ba Mac OS nap TymmHUIaIH.
Java mnardopmacu sca, Oomika Kymumivk Toiargopmanapraan (akat gacTypuit
Ta@bMUHOTAAH uOOpaTMru OuiiaH axpaiud Typaau Ba OOIIKa KypHUIMaBUA
riaTdopmManapaa uiuiai oaaam.

Java nargopmacu UKKK TapKuOUi KUCMJIaH nOOopar:

— Java BepTyan malivHacu;
— Java nmactypramn wioBa uHTEpQeicu.

Java Bepryan mammHacu Java muiatdopmacu ydyH acoc caHaiuO, Typiu
KypwiIMaBui tuiaropmariap/ia OCOH Ky4ub yTa oyiaau.

“API” kxymiad KymaWnukiIapHU TabMUHJIAII WMKOHUATUTA dra JacTypui
naketnap Tyminamu. Jlactypuu ymly nakeriaapaan GponganaHmirad Xoaaa Y3MHUHT
JTACTypuil TABMUHOTHHH SIpATaJIH.
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MyProgram.java

API j Java

latf
Java Virtual Machine J pratiorm

Hardware-Based Platform
L

7.3 — pacm. API Ba Java BepTyan MammHacH TacTypHH acOC KypHJIMaaaH axpaTuo
Typaau

By tu3zum ¥3 HaBOaTua jkapaéHHU CEKWHJAIIUIIUIra cabad Oymaan. AMMO
X03UpJla  BepTyal MallMHAJIap COXacuJard pHUBOXKJIAHULUIAp  OylapHU
KaMauTUpaIu.

Java xaBdcuziauk ¢peiimBopku. Cranmapt Java matdopmacu
(koMnuIIATOp, OANTKOJ TEKIIMPYBYUCH, Peal BaKT TU3UMH) KyWHIaru Koujaajiap
ACOCH/IA JTOMHXANAII THPHIITaH:

— KJacc a3oyiapuHu Oomkapuiaa (private, protected, Ba public kamut cy3nap
OpKaJIl) KaTUW PUOSI dTa]IH;

— Jactyp y30omuMyalMK OWwiaH XOTHpa MaH3WUIapUra cakpamaiau
(KypcaTuKu4iIap MaBxyJl SMac);

— final 1e6 >bJI0OH KUITMHTaH KaTTAIHMKIIAD Y3rapTHPHIMAIN;

—  Y3TpyBYMJIAPHU IBJIOH KMWIMHMACAH OJANH (hOMIaTIaHUuI MyMKHH YMac;

— MacHUBIapHHU OOLIKApHIIIA 1AacTiIa0 yJIapHU Yerapaiapy TeKIIUPHUIaIn;

— Oup Typnaru oO0BIKTIIap Y300MMMYAIMK OWIaH OOIIKAa Typra YTKa3WIWIIN
MYMKHH Mac.

bynnan Tamkapu OOIIKAapUIIHM HA30patTialia Maxcyc YycyJulapaaH
dolinananagy.

NmTHréznm koasiap. JavaHUHT pyXcaTHU OOIIKAPUII TU3UMH pecypcliapaH
pyxcar 3TUiIMaras tapsza GoiganaHuIlHa XuMosutaiiau. ByHuHT conna ycynu aca
ynapra umtuésnap Oepumn. dakat pecypciaan (GoWgamaHUIl UMKOHUSITATA 3Tra
doitnananyBuurnda (mactyp) yHmaH ¢doigamanum MyMKuH. MmTuésra sra
Oynmarad mactyp 3ca TH3UM TOMOHUAaH OnokiaHaau. MmTtuésra sra 6moknap ¥3
HaBOaTHJa THU3UMHU XaBPCU3 HIUIANINATA, pyXcaT »HTWIMaraH amajuiapHu
Oakapamaciaukka kKarra épaam oepaau. Xap Oup umMTHE3ra sra Kojiap y3u OunaH
TU3UMTI'a TaBaKKATYMIIMKHU OJMO Kenumy MyMKuH. [IIyHHUHT yayH uMTHESTa 3ra
KOJJIap/iaH UMKOHH Ooprda KaMpoK (hoiiamaHuII TaBCUS ITUIIA/IH.

Nmtuésra nsra komyapjaa XaTojquk Oynaranga, Oy Karra XaB(CH3IHK
MyaMMOCHHHU 0OJu0 kenumy MyMKuH. IIyHUHT y9yH uMTHE3ra sra KoJjap/aH
TH3uMAa GoNmaNlaHUIIaH OJJIMH, ynap ayauTiaanuimm tmapT. Llyausr ydays

! ESA Board for Software Standardisation and Control. Java coding Standards.
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UMTHE3TA ATa KOJIap WYHUAArd Xap Oup y3rapyBUM TEKIMUPUIUIIN mapT. byHra
MUCOJI KWIHO KyHHUJaru KOJAHU KUPUTUIL MyMKHUH:

public static String getProp(final String name)

{

return (String) AccessController.doPrivileged (new

PrivilegedAction ()

{

public Object run()

{

// 'name' 1s tainted, beware!

Return System.getProperty (name) ;

} // end method
} // end constructor

}

IOxopunaru muconma public Toudacunarn meton Oepuiaran 0yaud, name
UMTHE3 TEKIIMpWIMacaaH Typub Oepunmokna. by sca ¥3 nHaBOatuga uxTuépuii
doinarianyBYM TOMOHUAH OKAPUITUIII MyYMKUHIIUTUHU OWIITUPAJIU.

byHnaH Tamkapu Kylnuaaruiaap TaBCHs STHIAIN:

— final public static 6ymaran Tarapaan ¢poi1aJaHUIITHA YEKIIal,

— HMKOHM OopvyYa MeTo[Iap KYJIaMHHM KaMaWTUpHIl (MMKOHU Oopuya
KaMpoK public Makomura sra y3rapyBuu Ba MeTo jIap/iaH (o gaiaHuiil);

— Maxduil MabiymMoTiapra sra OynraH WYKU Y3rapyB4aH OOBEKTIapra Xeu
KAuOH ITMJIKa KaTapMacIuK;

— X€4 Ka4YOoH TYpUIaH-TYFpu ¢oimanaHnyByl TakIUM OJTraH Yy3rapyB4YaH
O0OBEKTIapHU CaKJIaMaHT;

— (QoiinananyBun KyTyOxoHasnapaaH (¢oijalaHUIIAaH  OJIUH, YyJapHU
TEKIIUPUII TaJ1ald dTUIAIH;

— Maxduil MabIyMOTIIAPHU aCOCHUI XOTUpaJaH Ta3anabd TalIaHT;

— Maxduii MabIyMOTIapHM cakiana (maposuiapHu, mudpian KaauTiapu)
y3rypBuaH KaTTanukiapiaadn Qovgananuar. MacanaH, NapoJjulapHHM —cakJjaliia
String ypuura StringBuffer o0bexTnapunan QoiiganaHun TaBCus dTUIAIH;

Tonmupuk
1. Uxtuépuit Java pactypiam Tuiauga E3WIraH KOJHU KOMIUJISIIMAJIAIIT
MMKOHUSITUTA 3Ta JaCTypuil MaxcysnoTHu ypHaTuHr (Macanan, Eclipse, NetBeans,
IDEA Ba xax.).
2. Ky#impgarn nactypuil KOJAHM KHPUTHUHT Ba METOJUIAPHU YaKUPHIN OWIIaH
TAHHIITHAHT.
/* CallingMethodsInSameClass.java
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*

public class CallingMethodsInSameClass
{
public static void main(String[] args) {
printOne () ;
printOne () ;
printTwo () ;
}
public static void printOne () {
System.out.println("Hello World");
}
public static void printTwo () {
printOne () ;
printOne () ;

3. Ky#tmpmarm xanBanman (oHpamaHnraH Xojga METOMJIapHU  OOIIKapHII
ycyiutapusiad  (GONJANaHUIIHU  YPraHWHT. YIJIapHU TYFPWIMTHHU MHUCOJUIap
acocujia UCOOTIIaHT.

NmTnés Class Package Subclass
Public Y Y Y
Protected Y Y Y
Private Y N N

4. String Ba StringBuffer Tunugaru karranukinap QoiiaJaHUIIHN 3 WYUTa
OJITaH NaCTypU TABMUHOTHU SPATHHT.

Ha3zopar caBosiapu

1. Okopwu Ba Kyiu gacTypJiail TULIApH.
2. Java mactypnaill THIMHUHT UIMKOHHSTIIAPH.
3. Java mactrypnam Tunmnna xaBpcus ractypuil TAbMHUHOTHU SPATHIIL.

DoiaJAHIITAH aga0uéTaap
1. ESA Board for Software Standardisation and Control. Java coding

Standards. 2005.
2. Stamp Mark. Information security: principles and practice. USA, 2011.
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8— amaymii MamryJi0T. OnepauuoH TU3UM Ba XaB(CcH3IuK

Nmpan makcaa: XaBdcu3 omnepanioH TH3MM TymnyHUacd Ba Windows 7
OIeparyioH TH3UMHUAA XaB()CU3IUK CO3TaHMATIApUHN YPHATHIIL

Macananunr Kyinaumu: Windows 7 onepallioH TU3UMH y4yH OepuiraH
TOIIIMPHUK aCOCUIa XaB(PCHU3IUK CO3JIaHMACH YPHATHUIICHH.

Ninun 6akapui y4yH HaMyHa

OnepaloH TU3MMHM KAaTTa XaKMJIard JacTypiap MaXXMyHUHI KOMIUIEKCH
ned Kapaml MyMKHH. 3aMOHaBHUI OINEpalvoH TH3UMIIAp KYm Basudand Ba Kym
doiinaanyBUMIM  aMaiiap y4yH JodmxanaHaaw. buroOGapwmH, OT kammaa
aXnCpamuuiny, XOMupa XuMOACU Ba PYXCamiapHu HazopamiawiHu Kyinad
KyBBaTiamu ImapT. Kyiuaa ynapHuHr xap Oupu OwiaH anoxujna TaHHUIINO
unkunamm.’

Axparumi. 3amoHaBuii OT napHUHT (yHIaMEHTal XaB(CU3IUK YOpacu
cudaruga ogataa axparuml kapanaau. OT ¢doligananyBunnapHu Ba xapa€HiIapHU
Oup — OWMpuAaH aXpaTUIIM MIAPT. AKpaTULUIAp TYpAW KYpUHHUIIApAa Oyivim
MYMKHH:

— @usuk axpatum. by Typnarm axparumga ¢oilgasaHyBUWIAp KypUiMa
OunaH axpartuiaad. by kyuin axpatum Typu Oynub, amaniga yHM amaira
OLLUPHUILI MypaKkao;

— Baxrunuanuk axparuui. bupop kepakiu Bakria xkapaéHiap oup — Oupuaan
axpatunaau. by Typiaarm axpartuiiga Kymiad MyamMMosiap MaBXKyJ Ba IIYHUHT
Y4YH camapagopiauK HyKOTHIAIHN.

— Mantukuii axparum. Macanan, xap Oup kapa€H Y3UHUHT MaHTUKUI
“kymin Kytucura” (sandbox) Oaxapunanu. YKapa€Hu V3MHMHT KyMIId KyTHCH
UYMra XMKMpPOH Ba €pKuH Oynanu. AMMO, ¥3 KyTUCHAAH TallKapuja y Xed Hapca
IMac.

— Kpunrorpadux axparum. Kpuntorpadus onatna MabiyMOTHH TallKapuia
TyLIyHapCcu3 Tap3Aa udoaanan yayH UIIaTHIAIM.

Anbarra, amanga Oy a@KpaTuil YCYJUIADUHUHT KOMOWHAIMSICHUJIAH
dbolnananunagu.

Xotupa xumosicu. OT sHa 6up Myxum Baszudanapugan oupu 0y — xoTupa
xuMocuHM TabMmuHmamaup. by ¥3 wmuura OT ¥3u ¢oiigananran XOTUpPACUHU
doiialaHyBYMHUHT >Kapa€HIapu/iaH aXpaTUIllHA oyianu. by omatma “Tycuk’”,
“TYCUK MaH3WI~ OWJIaH amanra omupuiaad. TYCuK Man3ui Oy IIyHaal MaH3WIKH
¢oiinananyByu Ba YHUHT kapa€Hiapu Oy MaH3wia Keculmaiinu. by MaH3uIHUHT

! Stamp Mark. Information security: principles and practice. 492 — c.
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oup tomonuga OT ¥3 sxapa€HiapuHH amanra OmMpaau, OOIIKa TOMOHHUIA 3ca
dolnananyBuu 3 xkapa€HaapuHu Oaxapaiu.

TYcux MaH3uI CTAaTUK, SbHU y3rapMmac OViMIM €KW TUHAMHK Y3TypyBuUaH
Oymumu MyMKuH. JluHaMUK TYcuKIa TYCHK perucropujian ¢oiinananunub, y
y3uaa KOpUM TYCUK MAaH3WINHU CaKIauIu.

XoThpa XHUMOSCHIA OJATAa ce2MeHmaaul Ba caxughanapuu paxamiaul
ycysuapuaas (oiganaHuiau.

Cermentnam 8.1-pacmMaa kentupwiran OYnud, XOTHpa MaHTHKHIA
Oynumiapra OYIWHTaH, MacallaH, WHIUBUIyall apa€H Ba MabiIyMoTiap Oup
oymumaa. Xap Oup cerMeHTra Moc pyxcarjapHu OOIIKApHII aMalira OLIUPHUIIaIN.
CerMeHTHAIHUAT a(3a/UIUTK IIyHJIaH UOOPATKU CErMEHT XOTUPAHUHT UXTUEPHIM
xohnga Oymumu mymkuH. By xapaénpma anbarra, OT cermMeHTHH cakpai
MaH3WJIMHU V3uaa Kaia sty mapt. by omatna <segment, offset> xxydrnuruna
cakyanaau. by epna offset cerMeHTHUHT OOIUTAHUIIT MAH3WIIH.

memory

program

8.1 — pacm. CermeHTamI

CerMeHTNAIHUHAT  OWp  KaMYWJIUTH Oy  CeTMEHTJIapHUHT  TypJd
Vmaammuruaup. Hatwkana OT Oupop 37€MEHTHU CErMEHTra KOMIAlITHUPUILIaH
OJIJIUH, CECTMEHTHU YJTYaMUHU OWJIUIIIN 3apyp.

Caxuamapau pakamiaml ycyjad CEeTMEHTNamTra yxmram O0yauo, (apkimm
TOMOHHM Xap OUp CErMEHTHHHT YrdaMu Oenruianran 0ymamu (8.2 - pacm).
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memory
program Page 1
Page O _
Page £ Page2 |
Page 2 i
Page 3

Page 3

8.2 — pacMm. Caxudanu pakamarin

benrunanran caxudanu yakupum <page, offset> kypunummga amanra
omupmwiaau. Caxudanu pakamiam YCyJIMHUHT ad3aJUTUrd IIyHAAKd OyHIa
(dparmMeHT Xocui OyIMalu, SbHU Y3rypyBUYaH yiadam Oynmanan. Kamunnuru sca,
xap Oup caxudama MaHTUKUNA OYIUMHHMHT MYKIWUTHM Ba HaTWKaaa caxudaHu
OOLIKapUIl KHAUHIUTHIND.

PyxcatiiapHu 00IKapuin

OT pyxcarinapHau OOUIKApHUIIAA €HI MYXHM OJHI MYXUM YpUH TYyTajH.
[yxunr yuyH, arap OT kapatwiran taxaua MyopakKUSTIN aMmalira OUIUpHIICA,
UXTUEPUH IOKOPH J1apakajia KypuJiraH XUMOs HYKKa YMKapUIIaIu.

Nmonunu OT

Tuszum umonwn Ae6 atanaau, arap Ou3 xaBpCU3IMKKa TasHcak. borikauya
KWINO, arap WINOHYIM TH3UM KyTWITaH XaB()CHU3JIMKHU TabMHHIIAILIAA aBpUAra
ydpaca, y X013 TH3HM XaB(CH3IIHTH CHHAMPHITaH 1e6 atamamm.’

By taxnwnnaH, MIIOHWIMIKK Ba XaBPCU3IMK opacuia papK MaBKyJTUTHHHA
aHukjam MyMkuH. Mmonu 6upop Oap Hapcara TasHaau, SSbHU CU3 MIIOHACU3 EKU
UIIOHMAaNCH3.

XaBdcuznuk sca, Oupop OMp MEXaHU3MHHMHI CaMapaJopiiurd XaKuJaru
Kapopaup. llynu acna TyTuin Kepakku XaB(CU3JIHUK UIIIOHTa TastHaH.

Arap Oapua OT axpaTuliHM, pyxcaTiapHM OOIIKApUIIHM Ba XOTHPA
XAMOSICUHM amanira omupca, yaaa umoHwin OT auma kunaau ? Mmonwm OT 3
HaBOaTHJa IOKOpUIAru >KapaéHJIapHM XaB(PCU3 amalra OIIUPHUIIK OujiaH
XapaKTepJIaHaIu.

Nmonwmm :xo0ii. OT pan ayreHTudukanusgad YTUATaHga, KUPTUITaH
napoJ KaHjail Ba KaliCu MaH3WJIra cakjaHaau ? Arap cakjiaHraH MaHWJ UIIOHYWIN
Oynmaca, y xoiaa Oy3FyHYM TOMOHUAAH y KyJira KApuTWiIniId MyMKuH. [yHnai

! Stamp Mark. Information security: principles and practice. 495 — c.
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skaH wumoHwIM OT MabIyMOTIIApHM WIIOHYIN JKOWra CakKJIaHTHHJIUTUHU
kadoaTaamy maprt.’

Yuoy kucmaa  Windows7  omeparmoH — TU3UMHUIA — XaB(CH3IHK
napaMeTpJIapruHH CO3JAlll yCYJUIapH XaKuaa TYXTaauo YTHIaIm.

Vpuaruiran Windows 7 OTxa ypHaTHiIran XaBQCH3IMK CO3TAaHMAIAPUHH
kypum yuyH “Windows Security Center” gan doiinananunaau. byara ytum yayH,
Start->Control Panel->System and Security—> Review your computer’s status
OanmnmapuHu TaHnaHagu. by oifHama XaBGCHU3IMK Ba TAIIKWIMKA Yopanap XaKuaa
MabJIyMOTJIap Oepwiran 0Yanu0, xaBhCHU3IMK OYIMMHUHU (security) TaHJIaHaId Ba
OT maBxyn ypHaTUITaH XaBPCU3IHUK CO3JIaHMATAPU KYpUHAIH.

Security ﬂ
Metwork firewall on
ﬁ Windows Firewall is actively protecting your computer.
Windows Update On
Windows will automatically install updates as they become available.
‘irus protection Oon
McAfee VirusScan Enterprise reports that it is up to date and virus scanning is on.
Spyware and unwanted software protection on
4 Windows Defender is actively protecting your computer,
Internet security settings QK

All Internet security settings are set to their recommended levels,

User Account Control on
UAC will notify when programs try to make changes to the computer.
By Change settings

Metwork Access Protection off
MNetwork Access Protection Agent service is not running
What is Metwork Access Protection?

8.3 — pacm. Windows 7 xaBpcH3IHK co3aHManapu

Pacmparn MabaymMoT acocuja KaHIad cosllaHManap EKUITAHIUTH  EKH
EKUIIMaraHJINTY XaKua MabJIyMOTra ora OYJIMHAIH.

OT na dakar Outrra TapMOKJIapapo SkpaH GoigalaHUIUIIM Kepak. Arap
Windows 7 OT Tapmokiapapo 53KpaHH YUupuiran OViraH Takaupna, YHU
KyWHJIard KeTMa-KeTIHKJIApHu Oaxapuin opkamu Ekum  mymkuH:  Control
Panel->System and Security->Windows Firewall.

Tusumaa marxyn kamuwimkiaap OT HuHr cepBepuma Oaptapad >TUIMO
oopunanu Ba OT cepBepra mMypokaar 3Tra"jaa 0y e€4MMIIapHU Y3uja Kydupuo
onamu. by OTna aBromatuk sarunam (Automatic Updates) 6annu ékuiran BakTaa
MaBXkyn Oymanu. by OaHgHuM MOKMID Y4YyH KyHuJard KeTMa-KeTJIUKIIap

! Stamp Mark. Information security: principles and practice. 497 — c.
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oaxapumaau: Control Panel->System and Security->Windows Update = Turn
automatic updating on or off. By ©Oanma «Install updates automatically
(recommended)» TaHJIOBU TaHJIAHAIH.

Jlokasa xaB(pcH3JIMK CHECATUHU YPHATHIL

Jlokan xaBGCHM3IMK CHECATHHU CO3JIAlll OWHACWTA YTHIN YYyH OyHpyKjIap

carpua Secpol.msc OyipyFru KHPUTHIIAIN Ba KyWHIard OMHA XOCHJI OYI1au.
‘—3 Local Security Policy gE

File Action View Help
e |E=]

F Security Settings Name Description

‘ » 3 Account Policies

» 4 Local Policies

> ] Windows Firewall with Advanced Security
7 Network List Manager Policies

» ] Public Key Policies

» (7 Software Restriction Policies

» ] Application Control Policies

- &, 1P Security Policies on Local Computer I Application Contral Palicies Application Contral Policies

» [ Advanced Audit Policy Configuration ‘& 1P Security Policies on Local Com... Internet Protocol Security (IPsec) Administration. Manage IPse

“I Advanced Audit Policy Configur.. Advanced Audit Policy Configuration

‘aAccount Policies Password and account lockout policies [
slocal Palicies Auditing, user rights and security options policies
“IWindows Firewall with Advance.. Windows Firewall with Advanced Security
“INetwork List Manager Policies Network name, icon and location group policies.
I Public Key Palicies

“ISoftware Restriction Policies

8.4—pacwm. Jlokan xaBpcuznuk cuécatu oHacH

by oiinanan Typu6 “Kaitn &ysu cuécatu (Account Policies)”, “Jlokan
cuécar (Local Policies)”, “Windows Firewall co3zmanmanapu” Ba Xak. co3sjall
MMKOHUSTUA MaBXy1 OVIaau.

Kaiin €3yBu cu€catu 6anau TaHIaHTaHAa, YHIA NAapoJUiap cUECATH Ba Ka
€3yBUHU KyJdam cuéCaTHHH CO3JIalll MyMKHH.

Policy ’ Security Setting . . N
| Enforce password history 0 passwords reme.. PUll[y SE[UHW Semng
Maximum password age 42days Account lockout duration Not Applicable
IMinimum password age 0 days
 Minimum password ength 0 charactrs Accountlockout threshold 0 invalid logon atte.
|Password must meet complexity requirements  Disabled )
| Store passwords using reversible encryption Disabled -RESET accaunt |0[kOUt (ouner aﬁer NOT Appll[ahle

[Taposmap cuécatu Kaiin é3yBunm Kynduam cuécatu

8.5 — pacwm. Kaiin €3yBu cuécaru

MMapoanap cuécaru. [lapomnap xaBdcuzauru cu€caTUHU amajra OIIMPHII
Ba peXxajJalmTUPUIN XaBPCHU3IMK TapaMepTIapuHH €HI MYXUM TOMOHU
xucobnanaau. @DoljganaHyBumjap co3jamacAaH  XaB(CUBIMK  CUECATUHU
KyJUlaMaclaH aJMalITUPUIIaH Tajnad KWwIMaauraH Kydcu3 MapoJulapHu
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KyJutamaau. byHpal Xomatiapaa MapoJHUHT XATTOKM OQOWKA  XOJIaTiiapaa
TEPWIMILIM KaTTa IOTYyKJIapra UMKOH Oepajiu.
8.1 — xxamBai
[Taponnap cu€catu cozmanmanapu

Cuécatn Ymymuii (ogaTmii) Tascust aTHIran
X0J1aT
[TapomHUHT TaKpOpJIaHMACIUTHHU  Tajad 0 caknanran 10
xkuuauim. (Enforce password history) mapoJiiap COHH
[TaposlHMHT MakcuMaja WIUIAl MYAJATH 42 xkyH 90
(Maximum password age)
[MaposHUHT MUHHMMaN HWOUIANI  MYJIaTH 0 kyH 1

(Minimum password age)

[TaposHUHT MUHMMAJ Y3yHJIUTH 0 cumBOn 8
(Minimum password length)

[Tapon MmykaMMamnuk Tanabnapura xaBo0 OepuIu Vuupuiaran Pyxcar stunran
kepak (Password must meet complexity
requirements)

Homennaru 6apya GorganaHyBYHIAPHAHT YuupHIran YuupuiIran
napoJUIapHM CaKJIalll, KaiTa mudpaamt opKaiu.
(Store password using reversible encryption for all
users in the domain)

Kaiin é3yBunm Kyaduaam cuécatu. by Ty3unmanap ¢oiinananyBuu
KallJIHOMacMHMA Ka4yoOH Ba Kail BakTJa OJOKJIAIITUPUIIHUA aHUKIaiaun. Makcuman
XaB(MCU3IMKHU TabMUHJIAII Y4yH Oy TH3UM aj0aTTa aHWKJIaHTaH OVIIMIIUA KEpak.
AKC Xo0JJ1a TOTEHCHANI XYXKYM KypcaTyBud OYyTyHJIail 0307UIMKKa dra Oyiamu Ba
XO0XJIaraH BaKTH/la aHUK OYJIUO KOJIraH NMapoJIHA MIIUIATUILL XYKYKHUTa dra Oyiau.

OTna ayaut cu€catuHu Wynra kyuui yuyH, Jlokan cuécarnap OanpagaH
Aynut cu€catu OaHIM TaHJIAHAAW Ba KEPAKJIM XOJWcallap YUyH ayJIUT CUEcaTu

eKUIaau.

Palicy ‘ Security Setting
| Audit account logon events Mo auditing
| Audit account management Mo auditing
| Audit directory service access Mo auditing
| Audit logon events Mo auditing
| Audit object access Mo auditing
| Audit policy change Mo auditing
| Audit privilege use Mo auditing
| Audit process tracking Mo auditing
| Audit system events Mo auditing

8.6 — pacm. Aynut cu€caTuHu EKUIIT

byHnan tamkapu yiokan xaBQCHU3IMK cu€caTy oMHAcuaaH TypuO, Kyhuaaru
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amaJlJIapHu Oa)kapyIll MyMKHUH:

—  Windows TapMmoKiapapo J3KpaHU CcO3JaHMajJapuHU OOLIKAPHUII, SHTH
KouJanap sipaTHlll,

— KarTuk nqucknaru MabliyMOTIIapHU MIH(pIIall aMaslapuHu Oakapul;

— Jlokan xommeroTepaa IPSec xaBhcn3nuk cuécaTiHU CO3JIAI;

— JlacTypuil BOCUTAIAPHU YEKJIAII CUECATUHU CO3JIalll;

— Jlactypuii BocutanapHu OOIIKapHILI CUECATUHU;

— Kenraiiran ayaur cué€catuHu co3janl.

Tomuupuk

1. XaBdcu3nuK HyKTam — HazapugaH Kenud 4YMKuO, maposuiap cuécaTUHU
TYFPH YPHATHHT;

2. Aynut Ganam opKayiv KamMuja 4 Ta X0Auca yUyH ayIuT CUECATHHU CO3JIaHT;

3. Windows TapMoOKJapapo 5KpaH y4yyH KHUPYBYM Ba YHMKYBYM KOWJAJApPHU
SIPATHHT;

4. Jlactypuil BOCHUTaJApHM 4YeKJaml OaHAM OpKadu Oupop JAacTyplaH
doiifalaHUITHU YeKITaHT.

5. Xap Oup TONIIUPUUK HATWKAJAPUHU pacmiap OujaH XucoOoTna
udoaanar.

Ha30paT caBoJiIapm

. OT xaBdcuznuk Bazudanapu.

. Nmonumu OT.

. CerMeHTNaI Ba aXXpaTuIll yCyJliapu.

. Mmonwnm xoi.

. Windows 7 OT xaBdcu3imk cuécaTuHu co3JIall.

g B~ W DN -

DoigaJaAHWITAH aga0uéTiap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. https://technet.microsoft.com/en-us/library/dd277395.aspx
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V. KEMCJIAP BAHKU

V. KEUCJIAP BAHKHA

1 — maB3y 0yiinya MyaMMoOJIM CaBoOJLJIap

1. AxGopor xaBpcuzmuruna QyHAaMeHTIAT MyaMMoiapu Oy: Max(UIHK,

OyTYHIWIMK Ba QoiJalaHyBYaHIUKHN TAbMUHIIAIITUD.

a. Xap Oup TeMuHra: MaxQuitnuk, OyTYHJIMK Ba (oiiganaHyBYaHINKKA
AHUKJIMK KUPUTHHT.

b. Maxduitiuk XycycusTH OYTYHJIMJIMKra KaparaHia MyXdM CaHaJraH
aHUK MHUCOJI KEJITUPUHT.

C. byrynnmuk xycycusith Max(uilivkka Kaparanja MyXdUM CcaHaJraH
aHUK MHCOJI KEATHPUHT.

d. dolimanaHyBYaHINK XYCYyCHATH KOJTaHJIApra KaparaHjga MYyXdUM
CaHaJIraH aHUK MHCOJI KEJITHUPHHT.

2. baHk HyKTam HazapugaH KaparaHja, MIDKO3  MabJIyMOTIApUHUHT
Max(QUUAIUTH MYXUMPOKMH €k OyTyHnaurd ? baHk MWKo3u HyKTau
Ha3apuaaH4u ?

3. Ounaiin OaHK YypHura, Ajuca OHJIa MIaxXMaT YHWHUHU TakiIud OHTAH.
DyHUHT y4yyH MIKO3/Iap Xap OWJIMK TYJOBHM amajra OIIMpaJuiiap Ba
TU3UMIa KUpHO Y31apura Moc pakMOHU TaHJIalauIap.

a. Kaiicu xoiiia AMMCaHUHT OHJIAMH MIaxMaT YHUUHU y4yH Max(UAIUK
Kepak ? Mwxkosnap yuyHuu ?

b. Huma yuyH OyTYHIHIHK Kepak ?

c. Huma yuyn dorinannyBuannuk Mmyxum Oy epaa ?

4. OunnaiiH O6aHK YypHHra, Anuca OHJAM IIaxMar VHAWHUHUA Takiaug STIOH.
DyHMHr y4yH MMWXO3JIap Xap OWIMK TYJIOBHM amajra OLIMpaauiap Ba
TU3UMTIa KUpHO Y31apura Moc pakMOHU TaHJIaiauIap.

d. ANMCAaHWUHI  OHJAWH  IIaxMar  VWAWHUHT  KaucH KUCMUIa
kpunrorpadusian poigananuiagm ?

b. Pyxcarnapuu Hazopariamianuu ?

C. XaB¢CH3IUK NPOTOKOJINYH ?

5. dapa3 KHIaiInK cu3ia 6up cexyraa 2*° ta KaquTHH TecT/am MMKOHHTA 5Ta
KOMITBIOTEP MaBXY/I.

a. By xommbiorep épnamuna 2°° Ta KaqHTHH TecTiam ydyH KaHYa BakT
Kepak O0ynanu (Huia xucoOua).

b. By xommbrotep épaamuna 2'%° Ta KaaHTHH TECTIAII y4yH KAHYA BAKT
Kepak Oynanu (Hua xucoOua).

c. By xommbroTep épaamuaa 2°°° Ta KaIMTHM TeCTNALI Y9yH KaH4a BAKT



V. KEMCJIAP BAHKU
Kepak O0ynanu (Huia xucoOua).

2 —MaB3y 0yiiH4a MyaMMoJIu caBoJLJIap

1. Ieszap mudpram ycynu EpaaMuaa mudpiaaHrad Kyliuaarura TeHr. Y Hra
Teruuuiu OYiraH OYMK MAaTHHU Ba KAJIWTHU aHUKJIAHT ? (DakaT MHTIU3
armdOocunan, /A....Z/ porinaranuiran)

a. VSRQIHEREVTXDUHSDQWU
D. CSYEVIXIVQMREXTH

2. DES mumdpnam anroputmMu OujaH TaHUIIMHT Ba Kyluaaruiaapra »xaBoO
OCpHHT:

a. O4uK MaTH OJJOKMHUHT Y3YHJIUIH;
. [udpmaTH OJOKMHUHT Y3YHJIUTH;
Kamut y3ynnury;

b

C

d. PayHja KaquT y3yHJIHNTH;

e. Paynmiap conu;
f. SkamBamnap coHu;
g. SkajBaija KHPYBUU Ba YUKYBUU MABIYMOT Y3yHIIUTH;

3. ECB Ba CBC wmmdpnam peXUMIApUHUHT ad3audKiIapu  Ba
KAMUYUJIMKIIADUHU MUCOJIIap OnjiaH UCOOTIIaHT.

4. ®apa3 KuiIMHT OJOKJIM MmM@piam ycyliu Kydujgara kKouja Oyitmda
mmdpaaman amanra omupaan: Co = IV XOR E(Py, K), C; = Cy XOR
E(P1, K), C, = C; XOR E(P,, K), ...

a. YHra moc Oyiran aemudpian KOuTaCUHHA ¢3UHT;
b. By pexxumaun CBC pexum OuigaH Takkociaranga ad3aiivk Ba
KaMYWINKJIApHU alTHHT.

5. DJEKTPOH pakamii UM30 YU4YH KyWuaarujiapHu UCOOTIIaHT:

a. Kanpail kunuO Ba HUMa Y4YyH 3JIEKTPOH pakaMiid MM30 XabapHH
1000puIIAaH TOHMACIUKHU TabMUHIAUIu 7

b. Kanmaii xunub Ba HMMa ydyH JJIGKTPOH pakamsid MM30 xabap
OYTYHJIUTUHU TabMUHJIAUIH ?

3 — maB3y 0yiiuua MyaMMoJIu caBoJL1ap

1. buomeTrpuk xycycustiaapaan ¢hoigaiaHuIraHaa;
a. Unenrdukanusanam Ba ayTeHTU(DUKAIUSTIANT )KapaCHIIapu OpacuIaru
dbapkHu alWTUHT ?
b. FAR Ba FRR xaronukiapHu aHUK MUCOJLIAp OWIaH TYITYHTHPHHT.
2. ®daiinga maposHA OOFmamt OuiiaH MyMKHUH OYJIraH X0Ja:
a. Huma yuyn maposnnu ¢aitnga xsnuiad cakjiant sxium ?
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b. Huma yuyn ¢ainna nmaponan mmdprnad cakimaranmaaH Kypa Xdmuiad
cakJiara gxiu ?
C. “Ty3” HUMa Ba y HUMa y4yH IapoJira Kymuob X>IutaHaau
3. TamkunoTaa XoauMIapHU XaKUKUIIMTMHUA TEKIIUPUII y4yH 0apMOK U3Hra
acocllaHTaH OMOMETPUK ayTeHTHU(DHUKAIMSIAIT TH3UMHIAH (DoraamaHIaam.
by ukkuta tTH3uM maBxyn 6ynau0, oupununcuna FAR xypcatkuuu 1 % ra
FRR kypcatkuum 3ca 5 % ra tenr. Ukkununcuaa sca, FAR 5 % ra, FRR
sca 1 % ra TeHr.
a. Kaiicu Tm3uM sHT XaBCcu3 Ba HUMA YUyH ?
b. Kaiicu Tn3um xonumiap0o0 Ba HUMA y4yH ?
c. Kaiicu Tu3uMHM TaHnarad OYiapJuHTU3 Ba HUMA Y4yH ?
4. Aynuo Kanuanaun doiifananunrania:
a. Pean ayamo Kanmwanm TacBupmaHr Ba KaHOad MIUIAIIAHU
TYITYHTHPUHT.
b. By Typaarm kanmvajmaH QoijalaHWIraHaa TaxXJIUadura  KaHJau
MabJIyMOTJIap MabiayM Oynanu ?
5. Anuca Ba bo6 opacunaru MynokoTAa Makeraap mu@piaHaau Ba OyTyHIUK
CMMETPHK TU3UMIIapAaH QoilaJaHuIral XoJia aMmaira OmrupUIa .
a. IP capmaBxanum Kaiicu KucMH MWHU(pPIAHAAA Ba Kailck KUCMU
mudpianmainam ?
b. IP capmaBxanu Kaiich KUCMHHHUHT OYTYHJIMTH TabMUHJIAHAIWA Ba
KalcHl KUCMUJA UYK ?
C. Masbpy3ana ailTu® yTuiaran TapMokjIapapo 3KpaHAaH Kadcu Oupu Oy
xouza oinananunanu ? JKaBoOMHTM3HU acoCIaHT ?
d. Mabpy3ajga HOMJApuW KEITHPWITAaH TapMOKJIapapo  JKpaHiap
TaxJIWJUIAI YIYH KaHJail MablIyMOTJIap MabJiyM Oynaau ?

4 — maB3y Oyiimua MyaMMoJI4 CaBOJLJIap

1. SSL Ba IPSec mporokosmiapu TapMoKaa XaBPCU3TUKHU TabMUHJIANI YYyH
doinananuIaIm.

a. SSL mpotokonuu IPSeC mpotokonra KaparaHja ad3aumMKIapuHA
KYpCaTHUHI.

b. IPsec mporokomHun SSL mnpoTokosira Kaparanga ad3auIMKIapUHH
KYPCAaTHHT.

c. SSL Ba IPSec mporokomapu opacumard ¢GapkKHU Ba YXIIANUTHKHA
AHUKJIAHT.

2. 4 — mabpy3ana KenTupwiran SSH HUHT COQIaMUIITUPHITAH TPOTOKOIUTA
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KapaHr.

a. Kaepna Ba kanpail kwimbO Aunnca ayTeHTH(QUKALMIAAH YTMOKAA.
Huma Takpopiamn Taxauauaad XuMosiIaMoKIa.

b. Arap Tpuam naccuB Xyxymunm Oyica ((pakaT MabIyMOTHH Ky3aTa
onaan), K xanutau xucobmai onmaiian. Huma yuyn ?

C. Arap Tpumu akTuB XyXymum Oyica (xabap xam ro0opa omamn), y K
KaJTUTHU XucoOmnail onagu. Huma yayH Oy KaiauT OMiIaH MPOTOKOJIHU
Oy3a onmaiiau ?

d. Oxupru xabapau K kamut 6unar mudpoiamaan Mmakcan HuMa?

. ®apa3 kwimHr WEP mnporokonu Kyimpgaruda Yy3rapTupwiad. Xap Oup
NMakeTHH Iudpramaa K xamutman Qoiimananmnamu. K xamut
ayreHTU(PUKanusaa GoriganaHuiIrad KaauT OuiiaH Oup XHIL.
a. by axmm ¢pukpmu €k MyK. AcOCTaHT.
b. By ycyn WEP na doriganmanmiran Kp=(IV, K) ycynara xaparanna
OapIonuIMMHU EKU HYK.

. Wireshark ¢€xu wuxtuépuit Tapmok cuudpdepugan ¢oitnananud, SSL
TapPMOKHU TYyTUO OJIUHT Ba YHH TaXJIWJI STHHT.

. IPSec mnporoxkonununr AH Ba ESP pexumnapu opacugaru ¢dapkHu
TYIIYHTUPUHT.

5 — MaB3y 0yiin4a MyaMMoJId caBoJLIap

. TakMKJIaHTaH KaTTAJMKIAPHU KUPUTHUIITA aCOCIIAaHTaH XOTOJIMKIAp Ba yiap
KaH/1ail xaB)JIapHU 0JIMO KEIHUIIIU MyMKHH.

. Hactypuit maxcynornapaaru 3audiaukiap ojaTaa WHMalap OuiaH
n3oxJjaHaau. Mucosuap OunaH ucOOTIaHT.

. Karopnapuu taxmumiamga omataa Strings aacTypunan dodgamaHuIaIu.
Ymly gacTypHu anjuai yuyyH Kaujai ycysuiapaad dhoinananuiaim.

. SandBoxnan doiigamanuiaran  Xxojaga cojja AWHAMHUK TaxJIuil amajra
OLIMPUII MYMKHH. by yCymHHMHr ad3auiuru Ba KaMYWJIMKIAPUHH
KEJITUPUHT.

. Bynytnu xucoOnaimn TH3uMIapuaa BEpTyJl MallMHAJapHU XOCHJI KUJIUIIAA
QXPATUITHUHT Kalcu TypulaH (oiaanaHuIagy Ba yjap Xakuja TYJIUKPOK
MabJIyMOT OEpUHT.



V1. BYJIUM

 MYCTAKWI  TABJIUM
 MAB3VYJIAPU



VI. MYCTAKNJ TABJINM MAB3VYJIAPU

VI. MYCTAKWJI TABJIUM MAB3YJIAPU

MYCTaKI/IJ'I HUIINHUA TAIHKWI STUINHUHT IIAKJIA Ba Ma3MYHHA

TUHTIOBUM MYCTaKwiI HINHA MyalsH MOAYJIHHM XYCYCUSATIApUHU XUCOOTa
OJITaH XO0JIJ1a KyWrJary makiapaad Goigananuo tai€piaiid TaBCHsl STUIIAIN:

- MeBEpUl Xy}xoKaTiapaaH, YKyB Ba MIMUN amabuétinapaad (oigamaHuil
acocujia MOAyJ MaB3yJIapuHH YpraHulll,

- TapKaTMa MaTtepuajiap 0ylinya Mabpy3ajap KUICMUHH Y3JIallTHPHILL;

- aBTOMATJIALITUPWITAaH ypraTyBud Ba Ha30paT KWIYBUM JacTypiap OuiaH
INENIS

- Maxcyc amabuérnap OVinua mMoayn Oynmumiapu €ku MaB3yJapu ycTHaa
UIILIAIT,

-TUHTJIOBUMHUHT KacOuil ¢aonustu OunaH OOFIMK OYyiran Momayn
OynuMIapu Ba MaB3yJapHU YyKyp YpraHHIIL

MyCTaKI/IJ'I TabJUM MaB3YyJ/IapH

AXOOpPOTHHHI TAIIKUINI XUMOSICH.

MyxaHIHUC — TEXHUK XMMOS BOCUTAJIAPU Ba YJIAPHU YPHATHUIL KOUJATIAPH.
Tamkunoraa ax00poT XaB(CU3IUTUHU UIUTA0 YHUKUIII.

I'OCT 28147-89 mmdpnaii cTaHAapTH.

AES mudpnam crangapT.

MDS5 xom1 hyHKIHsICH.

SHAL xam ¢pyHKIHACH.

DSA 51eKTpoH pakamiid UM30 CTaHIapTH.

©WoOoNOO O WDNRE

buomerpuk ayreHTH(UKAMSIALL YCYIUIApH.

[HEN
o

. pyxcaTyiapHu OOLIKApHUIll yCyJIapu.

[EEY
[EEN

. TYK capuk KuTo0.

[EEY
N

. Ukxu akTopnu ayreHTUDUKAIHUS.

[EEY
w

. 3apapkyHaHJa 1acTypJiap Ba yjJapra Kapiid XUMosl YCyJIIapH.
Teckapu MyXaHIUCIUK WHKUHUPUHTU.

=
o A

. LINUX onepanuon Tu3um xaBCU3IUK XyCyCHUSITIAPH.

[HEN
(o))

. WINDOWS onepanuion Tu3umM XaBGCU3IHNK XyCYCHUITIAPH.

[HEN
\‘

. SQL vHeKkus Tax AU Ba yJiapJaH XuMOsIall.

[EEY
oo

. DDOS Taxauau Ba yHJaH XUMOSIIAHUIILL.

[EEY
(o]

. DLP tuzummnap.
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20. XaB(CcHU3IMK MOHUTOPUHTH Ba YHU amMalira OIIMPHIIL

21. Bynytnu TexHOJOTHS Ba yHAA aXO00pOT XaB()CUBIUTH.

22. CreroHorpaduk XuMosl yCyJiapH.

23. DAeKTpOoH XyKymaTAa ax0opoT XaBPCUBIIUTH.

24. Maspnymotnap 6a3zacuga ax00poT XaBQCH3IUTUHU TAbMUHIIAILL.

25. DNIUNTUK 3TPU  YU3WKJIApra acocjaHraH OYMK KajduTiu mudprain
yCyJIapH.
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VIL. TJIOCCAPUU

VIL TJIOCCAPUI

Ne Tepmun H30x Description
1. — TH3uM/JIa QoiaaHyBYHTa, : -
¢ ) Y - View user specific access
ABTOpM3anMsi | YHHHT HXKOOHH

Authorization

ayTeHTU(PUKALUSICUTa aCOCaH,
MabIyM (horaanaHui
XYKYKJIApUHU TaKIUM STHUII.

rights on the basis of a
positive result in its
authentication system.

2. — BUPYCJIApHU aHUKJIOBYU KU
pyclap oo 5 - a program that detects
AHUKJIOBYHU Ba NYK KHJIYBUU
A oo and detects and removes
acTyp. Arap BUpyc u . . .
AGCTYP P BUpJL MYR viruses. If the virus is not
NIIMHMAaca, 3axapJIaHIalH .- .
5 e Aap oq removed, it is possible, the
aCTypuu u nJInHaaAu. »-1Ha | . .
A ACTYP YRK A infected program is
HTUBHUPYC — BUpYCJIapdaH XUMosdJiallra, .
Py PyClapaar % . destroyed. still - a program
3axapjiaHrad 1acTypuu : :
. designed to protect against
Antivirus MOJTyJU1ap Ba TU3UMIIA . .
viruses, detection of
MAaKOHJIApHHW aHUKJIaIlra, .
P B infected software modules
XaMJia 3axapJjaHTraH
and system areas, as well
O0OCKTIapHUHT J1acTIa0Ku .. .
as the original, infected
XO0JIaTUHU THUKJIaIIra .
. objects.
MYJDKaJJIaHTaH JacTyp.
3. — KOMITIbIOTEp/1a
Anmapar MabJIyMOTJIapHU XuMostiamaa | - the use of hardware, for
XHMOSI anmapat BOCHTajap/aH, example, registers
MacaJiaH, yarapa boundaries or locks and
Hardware perucTpiapuian EKu keys to protect data in
protection KyJidiapaH Ba KauTiaapaan | COmputers.
ol nananui.
4. | AcuMMeTpUK
wndp — OyHza# mudpaa mmmdpaam | - a cipher in which the
KaJIuTH Jermdpiai kaautura | encryption key does not
Asymmetric MOC KeJIMaiu. match the decryption key.
cipher
5. | AcumMeTpuK | - MaxX(UILIAIITUPHII YCYITH - the method of
mudppaam oynuo, mmdpmam yayn typau | classification, in which
Asymmetric KaJUTJIapaaH different encryption keys
Encryption (olinanaHuIa . are used.
6. | AyrenTtuduka- | — ojaria TU3UM - checking user




VIL TJIOCCAPUI

s

Authentication

pecypciapuaan
¢oligananumra pyxcar 3TUII
Xycycuaa Kapop KaOyin yayH
(doitnaraHyBUNHUHT
(XaKUKUAJTUTHHH ),
KypUJIMaHUHT KU TU3UMHUHT
OOIIKa TAIIKUI 3TYBYMCUHUHT
UICHTUPHUKAIMSICUHU
TEKIIMPUILL; CAKTaHyBYU Ba
y3aTyBYH MabJIyMOTJIAPHUHT
pyxcarcus

Mo U (pUKAIMSITaHT AHTUTUHA
aHUKJIAIl YYyH TeKIITUPHIIL.

authentication, device, or
other component in the
system, usually to make a
decision about granting
access to system
resources; checking the
integrity of stored or
transmitted data to detect
unauthorized
modification.

- TyIIMAaHHUHT axO00poTHra,
ax0opoTra acocjaaHraHn
*apaéHiapura Ba axo0poT
TU3UMIIApUra 3apap eTKa3ul,

- actions taken to achieve
information superiority by
damage information,

Ax6opoTt OMp BaKTHUHT y3WTa TETHIILIH | processes, based on
ypyumu ax0opoTHH, axO0poTTa Ba information and
ax0opOT TH3UMIIAPUTA information systems of the
Information aCoCIIaHTaH >kKapaéHIapHH enemy while protecting
war XUMOSsIIAII WYy Ounan proprietary information,
ax0opOT yCTYHJIUTHUTA processes based on
SPHUIIUII YIYH 3apyp information and
qopajapHU KYpHIII information systems.
XapakatJiapu.
- axOopoT xosatu 0yu0, yHra | - state information , which
OouHoan axbopotra Tacoaudan | prevents accidental or
¢Kku aTaiiuH pyxcarcu3s Tabcup | intentional tampering or
AxGopor STHIITA KU PyXCATCU3 YHUHT unauthf)riz_ed information
OJIMHHINNTA WY Kyhiuiamaiian. | to receive it, also - state -
XaBeHsirn SHa - axOOpOTHH TEXHHUK level data protection
Information BOCHTaNAp épaaMuia during prqcessing
security UILJTAHUTIH]IA YHUHT technologles to _support the
Max (UK preservation of its
(KOH(UACHIIHAIIIHK), qualitative characteristics

SIXJINTIIMK Ba
doiinananyBYaHJINK KaOu

(properties) as privacy
(confidentiality) integrity
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XapaKTepUCTHKAIAPUHU
(XycycusTiapuHu)
CaKJIAaHWIIIUHU TAbMUHJIOBUH
axOOPOTHUHT XUMOSTTAaHUTIT
caTXy XOJaTH.

and availability.

9. | AxbopoTt - ax00pOT XaBPCUBIUTH o
- constant monitoring of
XaB(l)CI/B.JII/IFH TaJIa6JIapI/IFa MOCJIMTUHHA
5 the process safety
MOHUTOPHUHI'A AdHHUKJIaIl MaKcaauaa axoopoT . . .
P ) Kealna P information in the system
TU3NMHNAaru aX60pOT . . .

: information to determine
Information XaB(CU3IUTMHU TAbMUHJIAIT | . . :
securit ,_ its compliance with safety

KaApaCcHUHU MYTTAaCHUJI . N
. y_ P yt information.
monitoring KY3aTHIIL.
10. - XUMOSIAIITa JIOUH . .
* 5 - Information Security is
axOOpOTHUHT .
to ensure security of
AXOOpPOTHH (MabIIyMOTJIAPHUHT) .
cryptographic methods of
TEXHUK XaB(i)CI/IBJII/IFI/IHI/I Xapakargara | . .
b information (data) to be
HMosJjala KOHVYHJIapra MYBO(UK, . .
X yHIAP 4 . (to be) protection in
TEXHUK, TaCTypHH Ba .
8 accordance with
Hardware TACTypUH - TEXHUK .

. applicable law, the
Information BOCHUTAJIAPHUA WIIUIATHO, . :
Security HOKpUnTorpaduk ycysuia application of technical,

. P P yeyLap software and software and
epdamMuga TabMUHJIaAIAaH
AAMmA A hardware.
nbopat ax00poT XMMOSICH.
11.| Ax6opoTHu
kpuntorpaduk | - ax00poTHU KpUnTorpaduk - information security by
XHMOSIJIAIIT y3rapTupHI EpaamMuaa means of its cryptographic
Cryptographic | xumosurari. transformation.
Protection Of
Information
12.| AXOopoTHH .
P . . — the Information
TAaIIKUAJINN - MABMYPHUHU HOpAJIAPHU . . . .
. ypw patap security which is carried
XMMOSJIALL KYJuam iynu OuiaH amanra
. out by acceptance of
Organizational | omupunyBun ax60poT . :

: administrative measures.
Information XUMOSICH.
security

13.| Ax6opoTHH — aXOOpOTHH XMMOSIJIAII — the information
XYKYKHif Oyinua cyObeKTaap security by legal methods
XHMOSLJIAII MYHOCA0ATHHU POCTIIOBYH including development of
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KOHYHUM Ba MEBbEPUI

legislative and normative

Legal XyAOKaTIapHU (aKTIapHH ) legal documents (acts),
information UIUIa0 YUKUIITHY, Xam/1a subjects governing the
security YIIAPHUHT OKapUITUIITHHA relations on information
HA30paT KWJIUIIIHA 3 H9uTa security, application of
oiryBur axOopoTHM XyKykuii | these documents (acts),
ycysuiap épaamuia and also supervision and
XUMOSLIAIIL. control of their execution
14, — ax00poT XaB(CUBITUTHHU - includes a complex of
TabMHUHIIAIIra HyHanTupuiaran | the actions aimed at
TaAOUpIap KOMIUIEKCH. providing information
Amaia ax0opoTHH security. In practice it is
AXOGOpoOTHH XUMOSJIAI A3TaHaa understood as
XUMOSLJIAI MabIYMOT/IAPHHA KUPUTHII, maintenance of integrity,
cakJIalll, MIIiai Ba y3aTumrga | availability and if it is
Information YHUHT SXJIATIIATHHH, necessary, confidentiality
protection doiinananyBYaHIUTHHY Ba of information and the
arap, kepak 0yica, axooport Ba | resources used for input,
pecypCIIapHUHT storage, and processing
KOH(UICHITMAJUTUTTHA and data transmission.
MaJIaJJIal TyIIyHWIaIu.
15. — ayTeHTU(UKALIHS BOCUTACH
0ymm6, dholnaraHyBYMHUHT
0apMOK u3J1apH, Ky - authentication, which are
NaH)KAaCUHUHT TEOMETPUK personal features such as
Buomerpuk [IAKJIH, 103 IIAKIIH, Ba user tone of voice, the
MaBJAYMOTJIAp | YIuamiiapH, OBO3 shape of the hand,
XycycusTiapu, kKy3 it Ba Typ | fingerprints, etc., The
Biometric data | mapmgacHHUHT MAKIH Kabu originals of which are
mraxcuid, papkiau anmomatiapu. | stored digitally in a
AcI Hycxanapu pakam computer memory.
KYPUHHILINIA KOMITBIOTED
XOTHpacHuaa cakJIaHaIH.
16. — MabJIyMOTJIAp CUTHAJIH - deviation of values of

By3unum

Distortion

napamMmeTpiaapu
KUMMATJIaPUHUHT YPHATUITaH
tajabnapaad yeriaHumy. SIHa
- aJIoKa JIMHUsICH OYitnua

parameters of a signal of
data from the established
requirements. Also,

change of contents of the




VIL TJIOCCAPUI

y3aTUJIyBUM Xabap
TapKUOWHUHT Y3rapuIIu.

message transferred on the
communication lines.

17. — y3uHM, OOIIKA TacTypJiap
OaxapuiaéTranuia, yiapra - a small program that
KAPUTYBYH YHUYAIIUK KaTTa inserts itself into other
Oyamaran macrtyp. SHa - programs when executed.
HyCXaJIapUHU OCUXTHED Also, a program which can
Bupyc spaTUIll Ba KSHWHYAJIMK sIHTH | Spontaneously create their
HYCXaCHHH OOIIKAPHIII Ba copies and modifies other
Virus KalTa SpaTHIITa SPHUIITUIIT programs stored in files or
Makcaauaa (paiyurapaara Ba system areas for
TU3MMJIU coxayiapjaaru 6omka | subsequent management
JTaCTypJIapHH and reproduction of a new
MOAU(UKALTHSIIAIIT copy.
MMKOHHUSITUTA 3Ta JACTYP.
18. - JJaBJIaT TOMOHHIaH - information protected by
Myxodaza KHINHYBYH, QOIIT the state, the disclosure of
KWIMHUIIA TaBIATHUHT which could have a
XapOU-HUKTHCO A negative impact on the
MOTCHIIUATMHUHT cu(aTin qualitative state of
XOJIaTHTa CaJIONH TabCUP military-economic
ITYBYM €KW YHUHT Myzaodaa potential of the country or
JaBaar cupu .
MMKOHMSITH, TaBJIaT cause other serious
XaB(CH3JIUTH, UKTUCOMIA Ba | consequences for its
State secret . . :
cuécuii MaHpaaTIapu yayH defense, national security,
OoIIIKa OFUp OKHOaTIapra economic and political
o0 KeIuI MyMKUH Oynran | interests. To state secret is
mabaymoTiap. JlaBiar cupura | secret information
“xyna myxum” Ba ‘“mytiako | classified "special
Mmaxdwuit” rpudau axoopot importance™ and "top
TaaJLTyKJIH. secret".
19.| demudpaam — a cryptographic
— nemmdprnant QyHKIUICUHA : :
AJrOPUTMH dp Py algorithm, the inverse of
: amaJra onMpyBYH Ba : :
Decryption the algorithm encryption
: mudpIiall anropuTMHUra . .
algorithm, and decryption function
. . TEeCKapu ajlropuT™M .
deciphering implements.
20.| Mnentudukan | — Goiigananuin cyobekTiiapu | -assignment to subjects




VIL TJIOCCAPUI

us

Identification

Ba 00BEKTIIapUra
UJIEHTU(PUKATOP OCPUII
Ba/€KH TaKJIUM ITHUJITaH

and objects of access of
the identifier and/or
comparison of the shown

UACHTU(UKATOPHU identifier with the list of
Oepwiraniiapu pyiixatu ounan | the appropriated
TaKKOCJIaIl. identifiers.
21. — ¢oMigananyBUYMIIaApHU N
" Potin Y o P - user authentication based
KKHA HKKHUTa TYPJIU (paKTOPJIa .
b P phap on two different factors
AKTOPJIU acocuia
P N A b are usually based on what
ayTeHTU(PHUKA ayTEeHTHU(UKAILHAAIAIL, OJ1aTaa,
y t yTU B AAAS | the user knows, and what
usi ¢doitnasanyBuM OMIIaIUTraH
he owns (eg password-
HapcCa Ba draJivK KMJIaJurad .
based and physical
Two-factor Hapca (MacajiaH, Tapojb Ba . e
identifier).

authentication

bu3uK uaeHTUGUKATOPH )
acocuja.

22, — the member of group
— rypyxra Terunumy ssmupud | Of the people having
ax0opoTAaH (o TaIaHuII access to the classified
XyKyKHUTa 3ra TYpyX ab30CH. information, belonging
Omatna, ax60poT CUPKHUO this group. As a rule, is the
YUKUII OvJIaH OOFIIHK key character in the

Mucaiinep MO’KOPO/Ia MyXHUM ITIaxc incident, connected with
xucoonananm. [y Hykran information leakage. From

Insider HazapuaaH, uHcaaepiaapausr | this point of view
KyHUIard Xuauiapu distinguish the following
dapkanaau: OenapsoJap, types of insiders:
MaHUIY/ISIUSIaHyBYHIIAP, negligent, manipulated,
pamkuraniap, Kymmmaa myn | offended, disloyal, earning
UIIUIOBYMJIAp Ba X. additionally, introduced,

etc.

23. K Kannaiiaup ax6opot - the code used for
doiinamaHnI BaKOJIaTHHU confirmation of powers on

Key TaCAUKJIAll YUYYH gccess to. some
UIIIaTUIAUTaH KOJI. information.

24.| Kaautaap - KQJIUT (KPHIITOTH3UM - technical device or

reHepaTropu KaJMTH), K&JTUT KeTMa- program designed to

KETJIUTH, NHUITUJIN3allus

generate arrays of
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Key generator

BEKTOpJIapH Ba X. cudaruia
WIUIATAITYBYH COH
MaccuBiapu €Ky OOIIKa
MabJIyMOTIAPHU UILIA0
YUKAPUILITA MYJDKAJUTAHTaH
TEXHUK KypuiMa €KU JacTyp.

numbers or other data to
be used as keys
(cryptographic) key
sequence, initialization
vectors, and so p.

25. — JIECTPYKTHB XapakaTjiapra - property computer
Komnbiotep Ba &1FOoH ax00poTHU 3ypiad systems to resist attempts
TH3UMH KaOyJ KAJIMHHIINTA OJTHO of unauthorized access to
xaBQCU3JIUIM | KSIyBYH WIIUIAHAUTaH Ba information processed and

CaKJIaHyBYH aXxOOpOTIaH stored, the input of
Security of pyxcarcu3 (oiijaTaHnIITa information, leading to
computer YPUHUIILIAPTa KOMIIBIOTEP destructive actions, and
systems TU3UMUHHHT KapIIy Typa the imposition of false
OJIUIII XYCYCHSITH. information.

26.| Kpuntorpajuk | — Kpunrorpapux - the algorithm that
aAJIrOPUTM GYHKIUSUTApHUHT OMPUHU implements the
Cryptographic | xucobnamau amanra computation of one of the
algorithm OLITUPYBYH AJITOPUTM cryptographic functions.

27.| Kpuntorpauk | - MabIyMOTJIAPHH .

IfMOH P K HnTg a(bI/IIl: Y3rapTUPUII — data security by means
)C(:r tographic ép aMHFI; I/IMO};IJIaIII)I ' of cryptographic
yprograp pAana % ' transformation of data.
protection
28. -field of knowledge which
—ax00poT Ma3MyHHUHH . .
HKOBIALL VEIHE VILIAG unites the principles,
B Y 4 methods and means of
KOJIMHUIIIH Ba Oy3UIIUIITN .
transformation of data
MMKOHUSATUHM OapTapad .
K orpag ATHIIL, aXOOPOTHU PyXCATCU3 with the purpose to
unrorpadusi .
P P o P pyx disguise contents of
dbolnanaHuIIaH XUMOSIaIT ) .
Crvotoaraph aKca a M4 - information, to prevent
M uja MabJIyMOTIIAPHU I .
PRI ”31“121 TI[H II[/IHI I I/Ii Jia II:IHI/I possibility of its
yc HIJ)]a ];I)/IHI/I B: BOSHTaJII)a I/II;I/I Interception and
gHyHaHII)TH D P information distortion, to
P by protect from unauthorized
COXacH. i .
access to information.

29.| JIyratra — KpUNTOTHU3UMTIa OYMK MaTH | - attack on the

aCOCJIAaHIaH BJIEMEHTIIAPU JIyFaTUIaH cryptosystem that uses a

XYXKyM

dholnananuira acocjiaHrad

dictionary of text elements
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XYXKYM. open.

With a

dictionary

Attack

30. | Maxdmii — information containing
— TapKI/I6I/II[a AaBJIaT CUpUra .
axoopoT O MABIYMOTIAD GYraK data, carried to secret
Confidential Y Py state.
: ax0opoT.
Information
31. - information presented in
— omam umntupoku owmitan €k | @ formalized manner
aBTOMATHK Tap3ja y3arumira, | Suitable for
Masbaymotiaap R ..
M30XJ1allra €Ky MIjaiira communication,

Data SAPOKH, (hopMasUIaITaH interpretation or
KYpHuHHIIIA NoaaTaHTaH processing involving
ax0opoT. human or automated

means.
32. — Oapua maHbaaTI0p — information which

Ouuk ax60poT | MIAXCIAPHUHT doesn't have restrictions
Open dboiinananunIapy OyHuva on access to it all
Information YeKJTam OyiamaraH ax0opor: interested persons:
ymyMboiigananyBuu axoopot. | information public.
33. - ax00pOT TU3UMHIaH
(TapMoOFuIaH) AMMPUHIA - tech (method) secretly to
IMaposaHu 0y3u6 | GoiianaHuIl TEXHUKACH access the system
OYHIII (ycynn) 06ynu6, yama xyxym | (network) information, in
KuiyBun Tapad maposutapau | which the attacker using
Password domr kumyBun Epramuaa opener tries to guess
cracking TapoJUIapHHA aHUKJIAIITa passwords (pick) or steal
(TaHnamra) Eku YFUpIamra passwords.
ypuHHO KYpaau.
34, — KPUIITOTU3MIA EKH - an attack on a

IMaccuB Xyxym

Passive Attack

Kpunrorpaduk npoToKoJra
Xy)XyM 0ynu6, OyHaa gyiniMan
Ba/€ku Oy3FyHUU y3aTHIIyBUH
mudpiranrad ax60poTHU
Ky3aTaJu Ba UILIATau, aMMO
KOHYHUH (oiinananyBumiIap
XapakaTura TabCUup 3TManIu.

cryptosystem or
cryptographic protocol in
which the offender or the
enemy and observes and
uses the transmitted
encrypted messages, but
does not affect the actions
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of legitimate users.

35. - KypwIMasnap, 1actypiiap,
MabIyMOTIapJapHH UIILIAIT - set of rules, defining
IIpoToxoJ TU3UMIIAPH, KapaéHap EKu algorithm of interaction
doiinananyBumiapaur y3apo | devices, software, data
Protocol XapakaTy aJrOPUTMHUHH processing systems,
OENTHIIOBYH KOUaIap processes, or users.
MaXMYH.
36. - ayTeHTU(DUKAIUSIHH
TabMHUHJIALI YIyH MaHOa - Additional information
TOMOHUJIaH TaKIuM STHIyBUn | provided by the source to
KyIIIMYa ax0opoT. provide authentication.
Masnaymotiaapuu Ookura éku | Sequence data that is
HUHT KpUITOrpapuK added to the data or the
Pakamiu um3o }U] P rpad . .
y3rapTHpWIMIIK HaTwkacura | result of its cryptographic
Didital KyIMaaaurad Mmabiaymotiap | transformation of data that
. J KEeTMa-KeTJINTH allows the recipient to
signature :
MabJIyMOTJIAPHU KaOyI verify the source and
KHJTyBUHTa MAaHOAHUHT Ba integrity of the data block,
MabJIyMOTIIap OJIOKUHU as well as protection
SXJIATIUTAHU TCKITHPHUIITA against fraud or forgery.
XamJla COXTaIATHPHUIIIaH
XUMOSIIAIITa IMKOH Oepaiu.
37.| Pyxcarcus . b
y N - XUMOSI O0BEKTHIAH - violation of regulated
donipnannm )
. perJaMeHTIaHTaH access to the object of
Unauthorized . .
dbolnanaHuIIHUAT Oy3uauIm. | protection.
access
38. - muQpIiai Ba pacmu@ppoBKa . .
Pp vp dp - a cipher is used for
CummeTrpuk KWIWII YYyH aifHaH Oup . .
P KATHTIAH 81 GHDH OpKATH encryption and decryption
1110
P 5 PIOP one and the same key or a
OIIIKACH OCOHTMHA aHWKJIAIA | .
) 2 . b different key, such that
Symmetric MYMKHWH OYJIraH TypJiu i
cioher o one of them can be easily
KamuTiIapaaH (oinananyBuu )
P P A 4 obtained by another.
mudp.
39.| Tapmok - ax00pOT TApMOFUHH - measures that protect the
xaB(peusaurn | pyxcarcu3 poimpananuman, | network information from

MEBEPUN UILIJIALINATA

unauthorized access,
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Network taconudan €ku aTaiinH accidental or intentional
Security apaJlalIuIiad éKM TApMOK interference with normal
KOMIIOHEHT/IapuHu Oy3uiira | activities or attempts to
YpUHUIIAAH SXTUET KuimyBuM | destroy its components.
gopasiap. Ac600- Includes the protection of
YCKYHAJIapHH, TaCTypUl hardware, software, data.
TabMUHOTHH, MabJIyMOTJIAPHU
XUMOSUTAIIHY Y3 UUHUra OJIaJIu.
40. — arrapar-aacTypuit
BOCHTaNap EpaamMuaa
TapMOKJIaH (O 1aaHUIITHN - a method of protecting
MapKa3JIalITUPHIN Ba YHH the network from security
Ha3opaTanl Hyau OuiaH threats from other systems
TApPMOKHH OOIITKa and networks by
TU3UMJIApJIaH Ba centralizing network
Tapmoksapapo
TapMOKJIapJiaH KeJlaJuraH access and control of
dkpan xaBdcuzaukka taxaumiapaan | hardware and software.
Firewall XUMOosIIaI ycyiu. SIlHa - oup Alsq, Isa pr(?te_ctive
Heva KOMITOHCHTIIap 1aH barrier, consisting of
(MacanaH, OpaHIMay3p several components (such
JaCTypUil TABMUHOTH as a router or gateway that
UIIaiauran Mapiipyrtusarop | IS running firewall
EKH TUTI03/1aH) TaIIKHI software).
TOIraH XUMOS TYCUFU
XHCOOJIaHaIH.
41.| Taxm - Taxauuiapau Taconudan Ba | - threats can be classified
TypJjaapu . : :
Tvpes of aTaiiMHIapura, akTHB Ba into random ar_1d deliberate
yp naccuBliapura TacHugIIam and can be active or
Threats .
MYMKMHH. passive.
42, - pecypciapuiaH Ba - the security of the system
S— (bYHKITMOHAITH from unauthorized use of
HMMKOHMATIApUAAH XaMJa its resources and
XaBCHIIHIIL UIILIAIIKIA TYPJIK Oarmopar capabilities, as well as
System KWINHAIATAH EKU possible violations of its
. KUJIHHMAaNIUrad XoJaTiiap functioning caused by
Security

cabab OyiyBuM OYnuIIM
MYMKUH Oyiran

various predictable and
unpredictable
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6y3I/IJ'H/IH_IJ'Iap,Z[aH TU3UMHHUHT

circumstances.

XUMOSUTAHUIIIH.
43. — TapadapHu
ayTeHTU(UKALIHSIIAII
BapHaHTu OYIHO,
tapadIapHUHT Xap OupH y - authentication Option
OuiiaH ¥3apo xapakaTaaru parties in which each party
TapaGHUHT XaKUKaTaH Y31 verifies that interacting
SKAHJIMTUHU TEKIIHPaIH. with her party - namely
$3apo V3apo ayreHTH(UKALHIHNA that for which he is. A.
amalra omMpyBIn implemented in such a
ayTeHTH(PUKALL i e e
MPOTOKOTHUHT protocol identification, in
i UIITHPOKYMIIAPUHUHT Xap which each participant is
Mutual Oupu OMp BakTaa XaM both prove-down and

Authentication

UCOOTIIOBYH, XaM
TEKIIUPYBYH XUCOOJIaHA Y.
by nportokoun
OaKAPUIIUIIIHUHT OUp
ceaHcujia xap oup
UITUPOKIYNHUHT UKKUHIH
WUIITUPOKYMUTa alHaH Y3H
HKAHJIMTUHU UCOOTIAIINUTa
UMKOH Oepaiy.

inspection. This allows a
single session the protocol
of each participant to
another participant to
prove their identity.

44.

®aoa Taxaujg

Active threat

— TU3UM XOJIaTUra aTauuH
pyXcaTrcu3 y3rapTupuIl
KUPUTHUII TaXJIUIH.

- the threat of a deliberate
unauthorized system state
changes.

45.

Daos XyxKyM

Attack active

- KpUNTOTU3UMTIA EKU
KpUnTorpaduk mpoToKoJIra
XyXKyMm O0Yu0, yHra OMHOaH
JyIIMaH Ba/€ku Oy3FryHUYH
KOHYHUH (oiiananyBuH
XapakaTura TabCUp STHUIIIH,
MacajiaH, KOHyHUH
doitnananyBun xabapuHu
AIMAIITUPUIIN EKU UYK
KWIWIIY Ba XabapHu sipaTud
YHUHT HOMUJIAH y3aTHUIIHN Ba
X. MyMKHH.

- attack on a cryptosystem
or cryptographic protocol
in which the offender or
the enemy and can affect
the legitimate user actions,
for example, replace or
remove legitimate posts,
create and send messages
on his behalf, etc.
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46.| ®du3uK — pecypciiapHu aTaiivH
PeeyPEIAD 3 . | — the means used for
XUMOSLJIAIT KWIMHAIUTraH €Ky Tacoauduii . .
ensuring physical
Taxauanapaan Gunk :
Phvsical protection of resources
XUMOSUJTAITHU TabMUHJIAIL .
rg/tection from threat deliberate or
H UIUIaTUIaAUuTrad
P YL 8 casual.
BOCHTAJIAP.
47, - oitganaHyBYMIIAPHUHT,
JACTypJIAPHHUHT Ba - define and limit user
DoigaJaHUIIH | )KapaCHIaPHUHT access, programs, and
1 0OIIKAPHUII MabJIyMOTIapaH, Xucobmam | processes the data,
TEXHUKACHU JTaCTypJiapH Ba programs, and devices of
Access control | kypunManapugan the computer system.
dbolnanaHuuIapuHu
Oenrusail Ba YeKJIalil.
48. - aBTOpHU3alMIaHTaH —_
Dois P - ob . - property of an object in a
oiifajlyBYaHJ | MAaHTUKUAWA OOBEKT CYpOBU :
ARTY . . P state of readiness and
UK Oyiinya MaHTUKHIA
.. usage upon request
OOBEKTHHHI TaHEPIIHK Ba . :
R . authorized entity.
Availability doiinaTaHyBYaHINK X0JaTHa
OYIUIIN XyCYCHSITH.
49. - HOMyBOGUK Xoaucanap
nan10 OYIuI Xoauaa i
Y - the process of studying
KYTWJIQJIUTaH 3apapHU .
Y bap the characteristics and
aHUKJIalll MaKcaaua,
A weaknesses of the system,
XTUMOJUIUK _
XaBg- xaTap conducted using a
xucooanuiapaaH . i
TAXJINJIU Y probabilistic calculations
’ in order to determine the
XapaKTepUCTUKAJIAPUHU Ba .
. expected damage in case
: : cayOuii TOMOHJIApUHU
Risk analysis . S, Xas() of adverse events. The
raHuul xapa¢au. Xas@ — . .
P P task of risk analysis is to
XaTapHU TaxJIMJUIaIl Macallacu i -
St G 0 determine the acceptability
€ku Oy xaB( — XaTapHUHT .
Y Y P of a risk to the system.
MaKOYJITUK Tapa’kacuHU
aHUKJIaI1aH ubopar.
50.| XaBdcu3 — MabJIyMOTJIap Ba pecypceiap | - an operating system that
onepamnuoH Ma3MyHHUTa MOC XUMOSLIAII effectively manages the
TH3UM JapayKaCHHU TabMUHIIALI hardware and software to

Makcajua amnmapar Ba

provide the level of
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Secure JACTYpHU BOCHUTAIAPHU protection corresponding
operating camapaiu OOIIKapyBYH to the content data and
system OIlE€palliOH TU3HUM. resources.
ol. - TABCUPU HATUKACUA
HOMAaKOYJI XoJlaTiapra ojuo
KEJYBUYM aTalUH EKU
- property system to
TaCOI[I/I(baH, HWYKH Ba TalllK1 .
Gex o withstand external or
ApOpJIOBUYU (PaKTOpJiapra .
xa Pop PHEp internal factors
I TU3UMHUHI Typa OJIMIII .
P P destabilizing effect of
Xycycusrtu. fHa - : .
Xasd . o pai which may be undesirable
ABPCU3JIUK MabJIyMOTIIa AUJIJIAPUHUHT . .
. az ap P its state or behavior. Also,
Ba AaCTyYpJIapHUHT . . .
: yprap . a state in which data files
Security UIUIATHIALIHN, KYpUO
. and programs may not be
YUKUWIINIIN B . .-
used, viewed and modified
aBTOpHU3aluAJIaHMaral .
by unauthorized persons
maxcinap (GKymiiaJiaH TU3UM . .
. (including staff system)
XOJIMMU ), KOMITBIOTEpIIAp EKU
computers or programs.
JlacTypijaap TOMOHHUIAH
MOI[I/I(l)I/IKaI_[I/IHJ'IaHI/II_HI/I
MYMKHH OYyJIMaraH xoJar.
52. — KOMIIBIOTEP TU3UMU o :
— malintain security
XaB()CU3IUTUTA TABCUP L
) - control by registering
TYBUYU JINIIIN MYMKHWH . . . .
Xandens 6Uy 4 " 4 (fixation in the audit file) a
B HN3JIUK JITaH XaB(PJIN XapaKaTJIapHn .
Z AKTEDIIO P P predetermined set of
aAayIUTHu X KTCPJIOBYH, OJIJUHAAH .
¥ . P ap . AREA events that characterize
HHUKJIAHT'aH XO0JHucajia .
. . . va[ P the potentially dangerous
Security audit | TymamMuHM pyixaTra .
( pai actions in the computer
oMo ayauT (panjinaa . .
. Y " affecting its safety.
Kaiaman) iwynu OunaH
XUMOSJIaHUIITHY HAa30paTJIall.
53. — MyaisH TalllKHJIOTIa - adopted in the

XaB(cusiuk
cuécaru

Security policy

Max(uil axO0pOTHU EKU
YEeKJIAHTaH JIOUpaIaru
dolnananyBuniIapra
MYIDKaJIaHTaH ax00pOTHH
OJIUIII, UIILJIAI, y3aTHILI
Oyinua KaOyJ KUJIMHTaH
OomKapuIln cuécaT.

organization management
policy acquisition,
processing, transmission
of classified information,
or information on their
limits calculated range of
users.
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54, - TU3MMJIU 1aCTypUi - a user who is trying to
TabMHUHOTIA, KYIIHHYA make changes to system
HOKOHYHUH y3raptupunuiap | Software, often without the
KAPHUTHUIITA YPHHYBYH right to do. Hacker can be
Xakep doiinananysun. Onatna émon | called the programmer,
XyXOoKaTIaHraH Ba 0ab3uja which creates a more or
Hacker HOKOM3 KyInMua Hatkanap | less useful software tools,
TYFAUPYBYH O3MH-KYIIMHU are usually poorly
dboitnanu épaamun nactypiaap | documented and
SpaTyBYH JACTyPUHH XaKep sometimes cause
ned aTarnr MyMKHH. unwanted side effects.
55. - yeKkiIH andaBUTIATA - a function that displays
3YHJIMTH YeKiu kupui iymu | the input word of finite
Xeum-(pyHKuus yvy P y p. ..
. CY3WHH OepHIITaH, 0J1aT/aa length in a finite alphabet
Hash function . . . :
KaThUH Y3YHJIMKAArH, cy3ra in a given word, usually a
aKCITAHTUPUII (DYHKITUSCH. fixed length.
56. - XMcoOaI TU3UMHJIAH EKU - means for restriction of
YHHUHT KUCMHJIAH access or use of all or part
(o TaTaHAIITHU YeKIIaI of the computing system;
Xumosiiau -
BOCHUTACH; allliaparypaja, legal, organizational and
JacTypJaH Ba technical, including
. MabJIyMOTJIAapAaH pyXcaTCus rogram, measures of
Protection . " bAaH by Prog .
doitnanmanumau 6aprapad prevention of
ITYBYHM TAIIKWJIMK Ba TeXHUK, | Unauthorized access to the
KyMJIaIaH, JacTypHid equipment, programs and
qyopasap. data.
57. — OockuHYMHMHT oreparion | - breach of security of
XyKyMm MYXUTHHHU OOIIKAPHUIIIHATa information system, which
UMKOH OepyBUYH ax0opoT allows the invader to
Attack TU3UMHU XaB(CU3IUTUHUHT manage operating
Oy3WIHIIIH. environment.
58. - mudpram QyHKIUSICHHA - a cryptographic
HIngpaam . .
amaJira ONIMpyBYH algorithm that implements
AJTOPUTMH : :
KpUNTOrpauK arOPUTM. the encryption function. It
. Brokmu mudprusum xomuaa | is created using base block
Encryption - :
. MU PIANTHAHT MyaiisiH algorithm for exact
algorithm

pexuMuAa MUpIanIHUHT

encryption mode in block




0a3aBui OJIOKIIN
aNropuTMUJIaH Qoiigananuo
XOCHJI KHJIMHA/IH.

cipher.

59.

HludppmartH
Ciphertext

- OYMK MaTHHU U pIiain

HaTmKacugaru OJIMHI'aH MaTH.

- the text resulting from
encryption of the
plaintext.
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- AJIABUETJIAP
- PYIXATH
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VIIL. AIABUETJIAP PYUXATH

VIII. ATJABUETJIAP PYUXATH
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